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rOCT P UCO/MIKTO 13335-3—2007

MpeancnoBue

Llenn v npuHumMnel ctaHgaptmsaumm B Poccuiickon depgepaumn yctaHoBneHbel ®efepanbHbiM 3aKOHOM
oT 27 gekabpsi 2002 r. Ne 184-®3 «O TexHMYECKOM perynmpoBaHumny, a npasuna NpuMeHeHNs1 HaLMoHanbHbIX
craHgapToB Poccuickon ®egepaunm — NOCT P 1.0—2004 «Ctangaptmnsaums B Poccuiickon ®egepaumm. Oc-
HOBHbIE MONOXEHUNA»

CBepeHus o cTaHpapTe

1MNOArOTOBIJEH ®eneparnbHbIM rocyaapCTBEHHBIM yupexaeHnemM «ocyaapCTBEHHbIN Hay4YHO-UCCneao-
BaTENbCKUM UCTbITATENBbHbBIA MHCTUTYT NPOGNeM TEXHNYECKON 3awmuTbl MHGopmMaumn ®egepansHom cnyobl Mo
TEXHUYECKOMY N 3KCMOPTHOMY KOHTposto» (PIY « THUU MT3UN ®CTIK Poccnmn), BaHkom Poccnm, obLiectBom ¢
OrpaHNYEeHHON OTBETCTBEHHOCTLIO «HayyHo-nponssoacteeHHas doupma «Kpmctann» (OO0 «HIMP «Kpuctann»)
Ha ocHoBe COBCTBEHHOIO ayTEHTUYHOIO NepeBoAa CTaHAapTa, yKa3aHHOTO B MyHKTE 4

2 BHECEH TexHun4eckum kommnteTom no ctangapTtnsaumm TK 10 «lMepcnekTnBHbIe NPON3BOACTBEHHbBIE TEX-
HOJOrMKN, MEHEAXKMEHT M OLlEHKa PUCKOB»

3 YTBEPXIEH VM BBEJJEH B AEVCTBUE pukasom deaepanbHOro areHTCTBa Mo TEXHUYECKOMY pery-
nupoBaHuo n MeTposiorkm ot 7 noHs 2007 1. Ne 122-cT

4 HacTtoswuin ctaHgapT naeHTudeH mexayHapogHomy otdety MCO/MBK TO 13335-3:1998 «MHdopma-
LMOHHas TexHororms. PekomeHgauum no MeHemXMeHTy 6e30nacHOCT MHPOPMaLMOHHBIX TEXHOOrMI. YacTb 3.
MeToabl MeHemxkMeHTa 6e3onacHocTy MHopMaumoHHbIX TexHorormii» (ISO/IEC TR 13335-3:1998 «Information
technology — Guidelines for the management of information technology security — Part 3: Techniques for the
management of information technology security»).

Mpu NpyMeHeHNn HacToALWEero cTaHgapTa peKOMeHAYeTC UCMONb30BaTh BMECTO CChINTOYHbLIX MEXAYHa-
POOHbIX CTaHO4APTOB COOTBETCTBYIOLLME MM HaUMOHanbHble cTaHdapTel Poccunckon ®enepaumm, cBegeHusi o
KOTOpPbIX MPVBEAEHbI B AONOSTHATENBHOM NPUNoXeHun F

5 BBE[IEH BIMEPBbIE

UHghopmauyusi 06 usMeHeHUsIX K HacmosiujeMy crmaHdapmy rmybriuKyemcs 8 exxe200H0 u3dagaeMoM UHGhOp-
MaUuUOHHOM yKkazamerne «HauuoHanbHble cmaHdapmbl», @ meKcm U3MeHeHUl U Mornpasok — 8 eXKeMeCsiyHO
u3dasaeMbix UHGhOPMaUUOHHbIX yKa3amernsx «HayuoHarnbHble crnaHO0apmbi». B criydae nepecmompa (3ameHbi)
usiu OmMeHbl Hacmoswe20 cmaHdapma coomeemcmayrouwiee ygedomrieHue 6ydem orybriuKoeaHo 8 eXXeMecsiy-
HO u3dasaeMoM UHQHOpMaLUOHHOM ykasamerie «HayuoHansHbie cnaHdapmely. Coomeemcemeytouwjas UHGop-
Mauyusi, yeedoMIIEHUS U MEeKCMbl pa3Mewaromcsi makxe 8 UHgbopmMayUOHHOU cucmeme obLezo rosib308aHuUs —
Ha ogpuyuansHom catime @edeparibHO20 azeHmcemea o MexXHUYeCKoMy peayriupo8aHuro U Memposioauu 8 cemu
NHmepHem
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HAUWOHANBbHBIA CTAHOAPT POCCUUCKOW OEQEPALMUMNU

UHdopmaumoHHaa TexHonorus
METOAbI U CPEACTBA OBECMNEYEHUA BE3OMNACHOCTU

Yactb 3
MeToabl MeHeg)XKMeHTa 6e30MacHOCTU UH(POPMALIMOHHBLIX TEXHOJOMMN

Information technology. Security techniques. Part 3. Techniques for the management of information
technology security

Oara BBegeHna — 2007—09—01
1 O6nacTb NnpMMeHeHus

HacTosawmn ctaHgapT ycTaHaBnuBaeT MeToabl MEHeI)KMeHTa 6€30NacHOCTU MHPOPMALIMOHHBIX TEXHOSO-
rvi. B ocHoBe 3T MeToAoB nexar obLume NpuHUMnbI, yctaHoBreHHble B UICO/M3K 13335-1. CtangapT 6yget
noneseH Npu BHeAPEHUM MeponpusTUi No obecneveHmnto 6e30nacHOCTN MHPOPMaLMOHHbLIX TExHoMNorMin. [ns non-
HOro NOHUMAaHWUS HACTOSALLEro CTaHAapTa He0BX0AMMO 3HaHME KOHLENLUUIA M MoAernen, MeHeKMEHTa U NnaHnpo-
BaHUs 6e30MacHOCTM MHPOPMAaLMOHHBLIX TEXHOMOMIA, ycTaHoBrneHHbIX B UCO/M3K 13335-1.

2 HopmaTuBHbIe CCbINKK

B HacTosLeM cTaHaapTe UCNonb3oBaHbl HOPMaTUBHbLIE CCbINKU Ha criegyloLme MexayHapoaHble CTak-
AapTbl:

NCO/M3BK 13335-1:2004 IHdhopmaLmoHHas TexHonorus. Metoapsl obecneveHus 6esonacHoctn. MeHeok-
MeHT 6e30nacHOCTN MHAPOPMAaLMOHHBLIX M TENEKOMMYHUKALMOHHBIX TEXHONorMn. Yacts 1. KoHuenumsa n mogenu
MeHeKMeHTa 6e30nacHOCTU MHOPMALIMOHHBIX 1 TENEKOMMYHUKaLUMOHHBIX TEXHOMOMI

NCO/M3K 13335-4:2004 NHpopMaLmoHHasa TexHonorusa. PekomeHaaumm no MeHemxmeHTy 6e3onacHoCTu
NMHPOPMAaLMOHHBIX TEXHOMNOrMI. YacTs 4. Beibop mep 3almThl.

3 TepMuHbI 1 onpeaeneHus
B HacToswwem ctaHaapTe npumeHeHsl TepMuHbl o MCO/MOK 13335-1.
4 CtpyKTtypa

HacTosawuin ctangapT cogepxut 12 pasgenos. Pasgen 5 cogepXxut nHgpopmaumio o Lenm HacToswero
cTtaHgapTa. B pasgene 6 npuegeH o6wwmin 063op cnocoboB ynpaeneHns 6e3onacHOCTbH MHOPMAaLMOHHBLIX TEX-
Honorun. B pasgene 7 npyBegeHb! Lenu, ctpaterns 1 nonutmnka obecneyeHms 6e3o0nacHoOCT! MHOPMAaLMOHHBIX
TexHonoruin. Pazaen 8 cogepxut onMcaHve BapmaHToB CTpaTernn aHanmnsa pucka. B pasgene 9 npuseneHo ae-
TanbHOe onucaHne KOMOMHUPOBAHHOIO NoaxoAa aHanusa pucka. Pasgen 10 nocBsiLLeH BonpocamM NpuMeHeHnst
3alUTHBIX Mep, a Takke NoapobHOMY 06CYXaeHM0 NporpamMmM O3HaKOMINEHWsI epcoHana ¢ Mmepamm obecneye-
HMs1 GesonacHOCTU U Npouecca ux ogobpeHus. Paszgen 11 cogepXmT onMcaHue padoT no nocneayoLlemMy Haosno-
OEHMIO 3a CUCTEMON, HeobXxoaMMbIX Anst obecneyeHnst 3dEKTUBHOIO AENCTBUSA CPEACTB 3alUmThbl. M HakoHel, B
pasaene 12 npMBedeHO KpaTKoe onmncaHne HacTOosILLEro CTaHaapTa.

5 Uenb

Lle]'lb HacTodLllero craHgapTta — aatb HeoOXoaMMble ONMUCaHNS U pekomMeHgaunm no criocobam SCPCPGKTVIB-
HOro ynpasleHua 6e30MacHOCTbLIO VIH(pOpMaU,VIOHHbIX TEXHOIOrMIA. ATK cnocobbl MoryT ObITb UCNOSb30BaHbI A4S
OLEHKN TpeGOBaHVIVI no 6e3onacHocT 1 PUCKOB. Kpome TOro, OHM AOJIKHbI MOMOYb YCTaHaBinBaTb N NOAOEPXN-

1* 1
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BaTb HeOGX0aMMbIe cpeacTBa o6ecneyeHnss 6e3onacHoOCTU, TO eCTb NPaBUIbHbLIN YpoBEHb 0GecnevyeHns 6e3o-
NacHOCTU NHAPOPMALIMOHHBIX TEXHOMNOrM. MOXXeT BO3HMKHYTb HEOBXOANMMOCTb B TOM, YTOObI pe3ynksTaThl, Nomny-
YeHHble TakuM 06pa3oMm, BbINM YCUNeHbl 3a CHET MPUMEHEHUS AIOMNONHUTENBHBLIX CPEACTB 3aLUUThl IPUMEHUTENBHO
K IaHHOW opraHunsauum u AaHHol cpefe. HactosAwmii ctaHgapT npeaHasHaveH ans coTpyaHUKOB opraHu3anmm,
OTBETCTBEHHbIX 3a yrpaBreHue 6e30nacHOCTbI0 MHADOPMAaLMOHHBLIX TEXHOMOMMIA U/Unu 3a BHeapeHue mep obecre-
YyeHus nx 6e3onacHoCTW.

6 Cnocobbl ynpaBrneHUs 6e30nacHOCTbLI0 MHPOPMALMOHHBLIX TEXHOSOMMMN

Mpouecc ynpaeneHus 6e30MacHOCTHI0 MHOPMAaLUMOHHbLIX TEXHOMOMMI OCHOBBLIBAETCS Ha NPUHLMNAXx, 13no-
*eHHbIx B MICO/M3K 13335-1, n MoxeT ObITb peanv3oBaH kak B MaclLTabe BCe opraHn3auum, Tak U B KOHKPETHOM
ee yactu. Ha cxeme (cM. pycyHok 1) NpvBeAeHbI OCHOBHBIE 3Tanbl 3TOMO NPOLECCa, a Takke NokaszaHa obpaTHas
CBSI3b MeXay pesynsratamuy NpoLecca 1 ero oTAeNbHbIMU YacTsMu. Takasi obpaTHasi CBA3b JOMKHA YyCTaHaBMU-

Llenu, ctpaterns n nonvtuka 6esonacHocTu
MHPOPMALMNOHHBIX TEXHOMNOMMI

Llenu v cTpaterus 6esonacHocTu
MHPOPMALMNOHHBIX TEXHONOMMI

MonuTtuka 6esonacHocTn
MHPOPMALMOHHBIX TEXHONOMNIA

!

OCHOBHbIE BapuaHTbl CTpaTerum aHanmusa pucka -

. Hedop- eTanbHbIN KomGuHu-
Ba3zoBbin o p- A .
ManbHbI aHanus POBaHHbI
noaxon
noaxon pucka noaxon

KoMOUHMpPOBaHHLIV NOAXOA

AHanmn3a prcka BbICOKOTO YPOBHSI

[eTtanbHbI aHanu3 pucka | BasoBbIli noaxon
BbIOOp 3aLLMTHBIX Mep
MpuHATME pucka

[MonuTuka 6e3onacHOCT! CUCTEM
L NH(OPMALMOHHBIX TEXHOMNOTUIA
— MnaH 6e3onacHocTn
- MHPOPMALMOHHBIX TEXHOMNOMMI

Peanusaumns nnaHa 6esonacHoctu
MHPOPMaLMOHHBIX TEXHOMOMI

3HaHue
1 NMOHUMaHue
3aLUTHBIX Mep

MpuHATME cucTeM MHAPOPMALIMOHHBLIX TEXHOSOMNIA

Oby4eHune
MCMOMb30BaHNIo
3alWNTHBIX Mep

Peanunzauus
3aLWMUTHBIX Mep

,D,OFIOJ'IHI/ITeJ'IbeIe MepPOonpuUATUA

MpoBepka peanusauuu MOHUTOPUHSF
3aWUTHBIX MEp
Ob6cnyxunBaHune
cuctem besonacHocTu
YnpaeneHue O6paboTka
N3MEHEHUSMU WHUNOEHTOB

PucyHok 1 — Cxema ynpaerneHusi 6€30nacHOCTbI0 MHOPMALMOHHBLIX TEXHOMOMMIA
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BaTbCA N0 Mepe HEODXOAMMOCTM Kak B Npeaenax npoaomkKnuTensHOCTM O4HOMO 13 3TanoB, Tak U Nocre 3aBepLue-
HWS OQHOrO UM HECKONbKMX 3TanoB. [laHHas cxema 4eEMOHCTPUPYET OCHOBHbIE HanpaeneHusi, paccmaTpuBae-
Mble B HAacCTosLLEEM CTaHaapTe.

YnpasrneHue 6e30nacHOCTBH MHEOPMAaLMOHHBIX TEXHOMOMIA BKIKOYAET B cebst aHanu3 TpebosaHuii no obec-
neyeHnto 6e3onacHoOCTU, paspaboTKy nrnaHa BbINOMHEeHNst aTUX TpeboBaHUIN, peanusaLmio NoNoXeHN 3Toro nna-
Ha, a TaKke ynpasrieHne 1 agMUHUCTPATUBHbIV KOHTPOIb Haf peannayemon cucteMon 6e3onacHoCTu. OTOT Npo-
Lilecc HaumMHaeTCs ¢ onpeaeneHns Lernen u ctpaterim, KoTopble yCcTaHaBnMBaeT Ansi cebsi opraHnsaums B LENsiX
obecneyeHus 6esonacHOCTU 1 pa3paboTKy NONUTUKM BGe30NaCHOCTU MHPOPMALIMOHHBLIX TEXHOSTOMMIA.

BaxxHoM yacTbio npoLecca ynpasneHus 6e30nacHOCTbH MHOPMaLMOHHBLIX TEXHOMNOMMIN ABMSIETCA OLleHKa
YPOBHS! pyCKa U METOLOB CHIDKEHWS €r0 IO NPUEMITEMOTO YPOBHS1. Heo6XoamMmMo npm 3TOM y4nThIBaTh HaNpaBnieH-
HOCTb [E€TOBOV AESATENBHOCTY OpraHM3aLnn, ee OpraHM3aLVoHHY0 CTPYKTYPY M YCITOBUST SKCMyaTauumn cucTe-
Mbl AT, a Takke cneymdmryeckue Bonpochl 1 BUAbI PUCKOB, MPUCYLLIME KaxKaon cucteme obecneyeHms 6esonacHo-
CTU MHAPOPMALIMOHHBIX TEXHOIOMMN.

Mocne npoBeaeHus oueHkn TpeboBaHuin 6e3onacHOCTU, MPeabsABIISIEMbIX K CUCTEMAM MHCPOPMAaLIMOHHBIX
TEXHOJIOMMIA M OTAENbHLIM BUAAM YCIYT, CriegyeT BbiopaTh CTpaTerito aHanmsa pmucka. OCHOBHbIE BapUaHTbl TaKOW
cTpaTteruu nogpobHo paccmaTpmBatoTes B pasgerne 8. [Insa BblaeneHns CUCTEMbI C BbICOKMM YPOBHEM pUCKa
HeobxoaMMOo NPOBECTU aHaNM3 YPOBHS pu1cka 1 BbIbpaTb BapuaHTbl cTpaTernn obecneyeHnsi 6e3onacHOCTU UH-
¢opMaLMOHHBLIX TEXHOSOTUI. 3aTeM BblAeNEeHHbIE CUCTEMbI pacCMaTPMBAKOTCS C MCMOSTb30BaHNEM MeToda Ae-
TanbHOro aHanM3a pucka, a ans ocTarnbHbIX CUCTEM MOXET NPUMEHSATLCS 6a30BbI Noaxo (C NpUHATEM 0a30BO-
ro YpOBHsi pucka). [IpMeHnTENBbHO K CUCTEMAaM C BbICOKMM YPOBHEM pucka Noapo6HO paccMaTpmBatoTCs aKTUBHI,
BO3MOXHbI€ Yrpo3bl Y YA3BUMOCTM CUCTEMBI B LIENAX NPOBEAEHUS AeTanbHOro aHanuaa pucka, 4to no3sBonut
obnerynTb BbI6OP 3hPEKTUBHBIX 3aLLUTHBIX MEp, KOTOpble ByayT COOTBETCTBOBATL OLIEHKaM ypOBHS pucka. Mc-
nosfb30BaHNe AaHHOro BapuaHTa 6a30BOro noaxoaa no3BosinT COCPEAOTOUNTL MPOLECC YNPaBIEHNsSI PUCKOM Ha
obnacTéax, OTNMYaoLLUXCS HaUBBICLLMM YPOBHEM pUCKa UK TPebyoLLMX HanbornbLLero BHUMaHua. Takum obpa-
30M MOXeET ObITb pa3paboTaHa NporpaMma, XapakrepusyLLasacs HaMMeHbLLUMK 3aTpaTamMu BpeEMEHU U CpeacTB.

Mocne oLeHKn ypoBHS pycKa Ans KaXaom CUCTEMbl MHGOPMaLMOHHBIX TEXHOMNOMMIA ONpPeaensitoT COOTBET-
CTBYIOLLME MEpPbI 3aLLMTbI, HANpPaBIIEHHbIE HA CHUKEHUE YPOBHS pUcka 40 NMPUEMIIEMOrO YPOBHS. OTU Mepbl
peanuayoTcs B COOTBETCTBUM C NMiaHOM 6e30nacHOCTU MHAPOPMAaLMOHHBLIX TEXHOMNOrMN. Peanusaums nnaHa aomxk-
Ha COnpoBOXAATbCH BbIMNOSIHEHMEM NPOrPaMmM 3HaHWS U NOHUMaHKS Mep 6e30nacHOCTY 1 0ByYeHUS NCMONb30Ba-
HUIO 3TUX MEP, YTO SBISIETCS BaXKHBbIM pPe3yrnbTaTtoM 3dpeKTUBHOCTU MPUHSITBIX 3aLUTHBLIX MEP.

Kpowme Toro, ynpaBneHune 6e30nacHOCTbH MHOPMAaLMOHHBIX TEXHOMOMIN BKITFOYAET B ce0s peLleHne Teky-
LLMX 3aay, CBA3aHHbIX C MPOBEAEHMEM Pa3fMYHbIX MOCNEeAYOLWNX AENCTBUNA, YTO MOXET NPUBECTU K KOPPEKT -
pOBKE NMOSTyYeHHbIX paHee pe3ynsTaToB U NPUHATBLIX peLleHuin. Nocnenyouive AeicTBUSA BKNOYaKT B cebs 06-
CNy>X1BaHME 1 NPOBEPKY COOTBETCTBUSA 6€30MacHOCTH, yNpaBrieHne N3MeHEHUSIMU, MOHUTOPUHT M 06paboTKy MH-
LWOEHTOB.

7 Uenu, cTtpaterma n nonutmka 6e3onacHOoCTU MH(OPMALMOHHbIX TEXHONOrnm

Mocne Toro kak opraHusauus cdoopmynupoBana Lenv 6e3onacHoCcT MHGPOPMALIMOHHBIX TEXHONOMIA, [OIDK-
Ha ObITb BbliOpaHa cTpaTterns 6e30nacHOCTM C TeM, YTOObI ChopMMPOBaTL OCHOBY AJ1S1 pa3paboTku NONUTUKM 6e30-
MacHOCTU MHAPOPMAaLIMOHHbIX TEXHONOMMIA. PaspaboTka nonutuku 6esonacHocTy T ypesBbivaiHo BaxkHa Ansi obec-
nevyeHnsi NpMeMNeMOoCTH pe3ynsTaToB NpoLecca MEHEMKMEHTa pucka 1 AOIMKHOro addpekTa OT CHDKEHNS YPOBHSA
pucka. [ins pa3paboTku n acbdhekTUBHON peanusaumm nonutunkn 6esonacHoctn T TpebyeTca opraHnsaumoHHoe
peLleHne B paMkax opraHm3aumun. BaxxHo, 4tobbl paspaboTaHHasa nonutuka 6e3onacHoCTM MHPOPMALIMOHHBIX TEX-
HONMOIMI yYnTbIBana Lenm n KOHKPETHbIE OCOOEHHOCTN AeATENbHOCTM opraHm3auun. OHa JormkHa COOTBETCTBO-
BaTb NONMTUKE 6E30MacHOCTM U 4ENOBOW HanpaBeHHOCTY opraHu3auun. [Npy HanuymM Takoro COOTBETCTBUS pea-
nm3aums NoNTMKM 6e30NacHOCTM MHOPMAaLMOHHBLIX TEXHONOrMn 6yaeT cnocobcTBoBaThL Hanbornee adodeKTUBHO-
MY MCMOMb30BaHWIO peCcypcoB 1 obecneunT nocrneaoBaTenbHbIN NoAxoa k npobnemam 6e3onacHOCTU ANs LWMPo-
KOro AnanasoHa ycrnosuii yHKLMOHNPOBAHUS CUCTEMBI.

MoxeT BO3HMKHYTb HEO6XO0ANMOCTb B pa3paboTke OTAENbHON U cneLmnduyeckon NonuTukm 6e3onacHoCcTm
ON1S KaXKOom N3 CUCTEM MHAPOPMAaLMOHHBIX TexHoorvin. NMogobHas NnonmMTuka AormkHa ObITb OCHOBaHA Ha pe3yrib-
TaTtax aHanu3sa pucka (Mnm pesyrnsrarax 6a3oBoro nogxoda) u COOTBETCTBOBATL NOMMTUKE 6€30MacHOCTU CUCTEM
NHAOPMALIMOHHBIX TEXHOSTOMMIA, MPY 3TOM NONUTUKa 6e30MacHOCTM OOMMKHA YyYMTbIBaTb pEKOMEHAALMM No obecne-
YeHuo 6e30nacHOCTH, BblpaboTaHHbIE ANg COOTBETCTBYIOLLEN CUCTEMBI.
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7.1 Llenun n cTtpaTterns 6e3onacHocTu MHPOPMaLMOHHbIX TEXHONOTUN

B kadecTBe nepBoro Lwara B npouecce ynpasneHus 6e30nacHoCTbo MHPOPMaLMOHHBIX TEXHONOMMI HEOO-
XOAMMO paccMOTPETb BOMPOC O TOM, KaKom OBLLIMI YPOBEHb pyCKa ABNAETCA MpuemsieMbiM AN JaHHOW opraHu-
3auun. NpaBunbHO BIBPaHHbLINM YPOBEHb MPUEMIEMOrO pYCKa U, COOTBETCTBEHHO, AOMYCTUMbIN yPOBEHbL 6E30-
NacHOCTU SIBNSIIOTCS KIIOYEBBLIMU MOMEHTaMM YCMELLHOro yrpasneHns 6esonacHocTbio. [onycTuMbIii 06LLmin ypo-
BeHb 6e30MacHOCTM onpeaensieTcs Lensmm, KoTopble CTaBuT nepeg cobor opraHm3aums npy co3gaHnum CUCTEMBI
obecneyeHns 6e30nacHOCTN MHPOPMALIMOHHBIX TEXHOMNOMMI. [INs TOro YTobbl OLLEHUTL U ChOPMYNMPOBaTL Takne
uenu, HeobxoaMMO N3yUnTb UMEIOLLIMECH aKTUBbI M ONpeaenmnTb, HACKOSbKO LIEHHBIMW OHU SBNATCA AN AaHHON
opraHu3auun. Kputeprmem B 3TOM Crny4vae sBAsieTCs TO, HACKOMbKO BaXHYHO pOrib UrpatoT MHPOPMaLMOHHbIE TEX-
HOMorMKn B NpoLecce NpoBEAEHUSA OpraHu3aLmen CBoen AenoBov 4eATENbHOCTH, MPU 3TOM CTOUMOCTb CaMuX
WMHPOPMaLMOHHBIX TEXHOMNOIMMIA COCTaBNSAET NULLIb MasyHo YacTb 06wWmx 3atpar. [1pyn paccmoTpeHnr Bonpoca o
TOM, HACKOMbKO BaXKHbI 41151 (OYHKLIMOHMPOBaHWS OpraHu3aLmum MHOpMaLMOHHbIE TEXHOMOMK, HeobXxoanmo oTBe-
TUTb Ha criegyoLLme BONpoChl:

- KaKue BaXKHble (OYEeHb BaXKHbIE) aNeMEHTbI eNT0OBOW NPaKTUKN NPeAnpuUaTUS HE MOTYT OCYLLLECTBNATLCS
©e3 npuBneyeHns NHOPMaLMOHHBIX TEXHOMOTUN;

- Kakue BONpOChl MOryT peLlaTbCs UCKMHUYNTENBHO C MOMOLLIbIO MCMOMNb30BaHUA MHAOOPMALIMOHHBIX TEXHO-
norvi;

- IPUHATME KaKNX BaXKHbIX PELUEHNI 3aBUCUT OT JOCTOBEPHOCTH, LIENIOCTHOCTU MK JOCTYNHOCTY MHpopma-
umm, obpabaTbiBaEMOM C UCNOMb30BaHNEM MH(POPMALIMOHHBIX TEXHOMOMI, UM OT CBOEBPEMEHHOIO MOSYyYEHNS
Takon nHdopMaLmu;

- Kakne B1abl KOHUaeHUMansHom MHopmaLmm, obpabaTtbiBaeMoin ¢ UCNonb3oBaHNEM UHOPMaLMOHHBLIX
TEXHOOMMI, NoAnexar 3aLunTe;

- Kakve nocrneacTBms MOryT HACTYNUTb A1 OpraHM3aLmm Nocne NosIBMEeHNst HexenaTenbHOoro MHUnaeHTa
HapyLLeHus cucteMbl obecneyeHus 6esonacHocTn?

OTBeTbI Ha NOCTaBMEHHbIE BOMPOCHI MOrYT MOMOYb CCHOPMYITMPOBATH LieNn CO34aHns cUcTeMbl 6e3onacHo-
CTMW B opraHusaumu. Ecnuv, Hanpumep Kakme-To BaXKHble UM O4EeHb BaXKHbIE 3NEMEHTbI eATENbHOCTM Npeanpus-
TUS 3aBUCAT OT OCTOBEPHOCTU UM CBOEBPEMEHHOCTU MOSTyYEHHON HGOOPMaLuK, TO OOHOM U3 LieNen co3gaHuns
cMcTeMbl 6E30MACHOCTU MOXKET CTaTb HEOOXOAMMOCTL 0becrneveHms LLenoCcTHOCTM 1 ONePaTUBHOCTM MHAOPMaLn
B npoLiecce 0b6paboTku nocnegHen cucremamm MHAOPMaLMOHHBIX TEXHONorMn. Kpome Toro, Npy paccMoTpeHnm
uenemn co3gaHns cuctembl 6€30nacHoOCTM HEOOXOAMMO YYUTBIBATb CTEMEHb BAXKHOCTY LIENien NPOBOAMMbIX AEJ10-
BbIX Onepauui, a Taikke Ux CBs3b C BoNpocamMm 6e3onacHoCTy.

B 3aBMCMMOCTM OT MOCTaBNEHHbIX OpraHM3aunen Lienen co3gaHms cuctemsl 6e3onacHocT Heobxoanmo
BblpaboTaTb cTpaTernio JOCTVXEHNS 3TUX Lenen. CTpaTerns ormKHa COOTBETCTBOBATbL LIEHHOCTM 3aLllmLLaeMbiX
aKkTMBoB. Ecnun, Hanpumep OTBET Ha OAMH UM HECKOSTBLKO NPUBEAEHHbIX BbiLLE BONPOCOB ABMISAETCS NONOXUTENb-
HbIM, TO BECbMa BEPOSITHO, YTO JaHHAs OpraHM3aLms AOIPKHa NpeabsaBsTb NOBbILEHHbIE TpeboBaHus K obGecne-
YeHuo 6e30MacHOCTY U el HeobXxoaMMO BbIBpaTh CTpaTeruio, NpeaycMaTpUBatoLLyo MPUNOXKEHNE 3HaYUTENbHbIX
YCUINWI ONst BbINOSTHEHWS TUX TPEOOBaHWIA.

JTiobas cTpaterus, HanpasneHHas Ha obecneveHrne MHopMaLMOHHON Be3onacHOCTU, AOMMKHA coaepXaTb
o6LLMe NONOXEHMS O TOM, Kak opraHu3aums cobvpaeTca obecnevmTb JOCTUXEHNE CBOVIX LieNer B 3Ton obracTu.
OcHOBHOE cogepxaHne 3TUX MOSNOXEHNI cTpaTerumn OyaeT 3aBUCETb OT YNCHa, CoAEePKaHNs 1 BaXXHOCTM NOCTaB-
NEeHHbIX Lenen, Npy 3ToM 06bI4HO OpraHn3aLms cHMTaeT HeobXoAMMbIM PacNpPOCTPaHUTL NOCTaBMNEeHHbIE TpeboBa-
HWs1 Ha BCe CBoW nogpasaeneHus. o cBoemy coaepKaHnio OCHOBHbIE MONOXEHNUSI CTpaTerMm MoryT MMeTb Kak
cneumduyeckuin, Tak n obLLmnin xapakrep.

B kayecTBe NonoxxeHun cTpaterMm cneumguyeckoro xapakrepa MOXHO NPMBECTU CEAYHOLLMI MPUMEP, KOr-
[0a NepBrUYHOM Lienbio cMcTeMbI 0becneyveHnst 6e30nacHOCTN MHPOPMaLMOHHLIX TEXHONOMI ABNAETCH, UCXOAA U3
[enoBbIX CO0BpaxeHnin, HeobxoauMoCTb obecrneYveHrs BbICOKOro YPOBHS OCTYMHOCTU. B aTom criydae ogHo 13
HanpaBneHui cTpaTernm OMKHO 3aKrodaTbCs B CBEAEHUN K MUHUMYMY OMACHOCTU 3apaXkeHUs CUCTEMbI MHAOP-
MaLMOHHbIX TEXHOMOrMN BUpycamm NyTemM NOBCEMECTHOIO pasMeLLeHNst aHTUBUPYCHbIX MPOrPaMMHbIX CPeaCTB
(vnv BblIgENEeHNst OTAENbHbIX CAaNTOB, Yepes KOTOPbIE JOIMKHA NPOXOANUTb BCS NoryyaemMas Hopmaums ons ee
NPOBEPKM Ha HaNn4yne BUPYyCoB).

B kauecTBe nonoxeHun obLLEero xapakTepa, MMeLWnX OB XapaKkTep, MOXHO NPMBECTU CrieayoLLnii
npumep, Korga OCHOBHasi paboTa opraHM3aLmm 3aKrno4aeTcs B OKa3aHUm MHOPMAaLMOHHbIX YCIYT, B CBA3M C YeM
BO3MOXHble NOTpeduTeny 40MmMKHbI ObITb YBEPEHbI B 3aLLULLIEHHOCTU €€ CUCTEM MH(POPMALIMOHHBLIX TEXHOOMMI. B
3TOM CIly4ae OCHOBHbIM MOMNOXKEHNEM CTpaTENN MOXET ObITb NPOBEAEHME aTTeCTaumm CUCTEM MHPOPMAaLMOHHbIX
TEXHONOrMM Ha 6e30nacHOCTb C NpPUBEYEHNEM TPETbEN CTOPOHBI, 0BnadatoLLen COOTBETCTBYHOLLIMM OMbITOM.
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B kauecTBe opyrrx BO3MOXHbIX OCHOBHbIX MONOXEHWI cTpaTerMn 6e30nacHOCTM MHPOPMAaLMOHHBIX TEXHO-
NOTU MOXHO, B 3aBUCUMOCTU OT KOHKPETHbIX LIENEN 1 NX KOMOUHALMIA, NPUBECTM CrEeaYHOLLME NONOXEHWS:

- cTpaTerus n MeToAbl aHanu3a pucka, ucrornb3yemMble B MacluTabe Bcer opraHnsaunm;

- OLleHKa Heobx0AMMOCTM pa3paboTku NONUTUKN 6e30MacHOCTU MHPOPMALMOHHBIX TEXHOMOMIA ANS KaXa0N
CUCTEMB;

- OLIEHKa HeOBX0OUMOCTU co3aaHus pabounx npoueayp 6€30MacHOCTM 4118 KaXKO0M CUCTEMBI;

- paspaboTka cxeMbl KnaccuduKkaLmm CMCTEM MO YPOBHIO YyBCTBUTENBHOCTU MHAOPMaLIMM B MacluTabax
BCel opraHusauuu;

- OLleHKa HeobXoaMMOCTHM yyYeTa U NpoBepKa yCrnoBmn 6e30nacHOCTU COeaNHEHNIA 0 MeCTa NOAKITHOYEHNS K
HUM OpYrux opraHnsauni;

- paspaboTka cxem 06paboTkn MHLMOEHTOB, CBA3aHHbIX C HApYLLEHNEM CUCTEMbI Ge30MacHOCTU A1 YHU-
BEpPCanbHOro UCNonb30BaHUS.

Mocne paspaboTku cTpaTernmn 6e30nacHOCTU 3Ta CTpaTerns U ee CoOCTaBHbIE 3NEMEHTbI LOSMKHbI ObIThb BKITHO-
YeHbl B COCTaB NONMUTUKN 6e30MacHOCTM MHGOOPMALIMOHHBIX TEXHOMOMUIA OpraHn3aLun.

7.2 NMonuTtuka 6e30nacHOCTU MH(HOPMALIMOHHbLIX TEXHOJTOMMN

Monutrka 6e3onacHOCTU MHOPMALIMOHHBIX TEXHOMOMMIA A0IMKHA BblpabaTbiBaTbCA HA OCHOBE CoAepKaHust
cTpaTernm v Lenen cosgaHms cuctemMsl obecnedeHuns 6esonacHocTu. BaxkHo chopmMupoBaTh NONUTUKY 6e3onacHo-
CTU 1 3aTEM NPOBOAMUTL €€ B COOTBETCTBUM C HAMPaBIIEHHOCTBLIO AEATENBHOCTU OpraHu3aLuum, CocTosiHMeM obec-
nevyeHunsi 6esonacHoOCTU, cogepxaHmem NonnTUKM B 061acT MHOPMaLMOHHBIX TEXHOMOIMI, a TakkKe C y4ETOM
MONOXEeHWI 3aKoHOAAaTENLCTBA U HOPMATUBHbLIX JOKYMEHTOB B 0briacTu obecneyeHus 6e3onacHOCTU.

Kak 6b1no nokasaHo B pasgene 7.1, BaxHbiM (0akTOpOM, BIIMSIIOLLMM Ha COAEpXKaHue NonmuTuku B obnactu
obecneyeHmns 6e30nacHOCTM MHADOPMALIMOHHBIX TEXHOSTOMUIA, IBIISIETCA TO, KaK B OpraH1M3aLum UCronb3yTCs 3TH
TexHorormu. Yem 6onbLuen sBnseTcs HE0bXOAMMOCTb UX UCMONb30BaHUS U YEM LLUMPE OPraHM3aLmn NpUXoamTCs
UX NPUMEHATL, TeM Bonee NpakTUYHOM ABNseTCA NOTPeOHOCTL B obecneyeHr 6e30nacHOCTM MHPOPMALMOHHBIX
TEXHOSOMI 4111 AOCTVXXEHMS OpraHu3aLumei CBoMx AenoBbIX Lenen. Mpu dopMrMpoBaHnm B opraHmM3aLmm nonmTm-
Kn 6e30MacHOCTM MHPOPMALIMOHHBIX TEXHOMNOMIA HEOBXOAMMO YUUTBIBATL CIIOXMBLLYIOCS NPaKTUKY AENOBON Aes-
TENbHOCTW, OpraHM3aLuio U KynbTypy Be4eHNsi NPOM3BOACTBA, MOCKOMbKY OHW MOTYT MOBMUSTL Kak Ha Moaxos K
obecneyeHno 6e30nacHOCTU, Tak 1 Ha OTAENbHbIE 3aLLUTHBIE Mepbl, KOTOPbIE NErko BCTPanBakoTCs B OO4HN YCIo-
BWS MPON3BOACTBEHHON OESATENBHOCTU U MOTYT OKa3aTbCsl HENPUEMITEMbIMU B pPYTX.

MepeuncrieHHble B nonutuke 6e30nacHOCTN MHPOPMALIMOHHBIX TEXHOMNOMMIN MEPONPUSTUS, KacatoLnecs
npobnem obecneveHns 6e30nacHOCTU MHPOPMALMOHHBIX TEXHOSOMIA, MOTYT OCHOBBIBATBLCH Ha LIEMSAX U CTpaTerim
opraHusaLmu, pesyrnsratax NpoOBEAEHHOrO paHee aHanmsa pucka cuctem 6e3onacHoOCTU U NPUHLIMINOB yrpaene-
HUS, pe3yrkTaTax NPoBeAeHUsI 4OMONMHUTENBHBIX MEPONPUATUIA, TakMX Kak MPOBEpKa AEVNCTBEHHOCTU COCTOSIHUS
peanun3oBaHHbIX 3aLUTHBIX MEp, pe3ynsratax MOHUTOPWHIA U M3y4YeHUs npoLiecca NoBCeAHEBHOIO NCMOSb30Ba-
HMSA cucTem 6e30MacHOCTK, a TaKKe Ha CoaepXKaHM OTYETOB 00 SKCTPEHHbIX CUTyaLMsIX, CBA3aHHbIX C Borpoca-
MU obecneveHnsa 6e3onacHoOCTu.

Heobxoaumo paccmaTtpusath nobble criydyam 0GHapYyXeHUs Cepbe3HbIX YTPO3 UMK YA3BUMOCTEN B CUCTEME
6Ge3onacHoCTW, a NonuTMKa 6€30nacHOCTN NMHPOPMAaLMOHHBLIX TEXHOMNOMMI A0MMKHA COAepXaTb ONncaHne obLLmMX
METOLOB NOAX0Aa OpraHM3aumm K peLLeHnto yKkasdaHHbIX Mpobriem obecneveHns 6esonacHocTu. bonee nogpobHo
MeToabl U AencTBUSA No obecneyeHnto 6e30NacHOCTM CUCTEM MHPOPMALMOHHBIX TEXHOOMIA ONUCHIBAKOTCS B NO-
nUTUKax 6e30MacHOCTU PasNNYHBLIX CUCTEM MHEOPMALIMOHHbBIX TEXHOOMMIA NGO B APYrMX NOA0GHLIX OKYMEHTaX,
HanprMep B MHCTPYKLMAX Mo obecnevyeHnto 6e30nacHoCTy.

B paspaboTke nonutuku 6e3onacHoCT MHPOPMALIMOHHBIX TEXHOMOMMIN AOMMKHBI MPUHUMATL yYacTue:

- nepcoHan cnyx6 ayauTa;

- nepcoHan (pMHaHCOBbLIX CNYXO6;

- IepcoHan nogpasgeneHnii, 06CcnyXmMBaroLLMX MHPOPMAaLMOHHbIE CUCTEMBI, U UX MONb30BaTeNewn;

- nepcoHarn cnyx06, obecrnevmBaroLLMx PYHKLNOHMPOBAHME BbIMUCITUTENBHON TEXHUKU 1 MHAPPACTPYKTYP
(T. €. 1L, OTBETCTBEHHbIX 3a COCTOSIHNE MOMELLIEHUI U BCMOMOraTernbHOro obopyaosaHus, anektpoobopynosa-
HKS N KOHAVLMOHEPOB);

- NINYHBIN COCTaB;

- nepcoHan cnyx6 6esonacHocTy;

- PyKOBOACTBO OpraH13aLmu.

B cooTBeTCTBUM C LlenaMK 6e30NacHOCTU U CTpaTerMen, NPUHATON opraHu3auuen Ans 4OCTUXKEHUS 9TUX
uenen, BbibnpaeTcs COOTBETCTBYHOLLIMIA YPOBEHb AeTanM3aumm NonuTukmn obecneveHms 6e3onacHocT nHcopma-
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LIMOHHBIX TexHonornn. OnmncaHne 3Ton NONUTUKN JOJMPKHO BKIOYaTb B ce0s1, MO MEHbLUEN Mepe, CrieayoLLyHo
MHdopMaLmIO:

- CBeeHMs1 0 Lensx n obnactu ee npuMeHeHus;

- LLenu cuctemMbl obecrnedeHmst 6e30nacHOCTM 1 MX COOTHOLLIEHME C NPAaBOBbIMU U HOPMaTUBHbLIMU 0643a-
TENbCTBAMU U AETTOBLIMU LIENSIMU OpraHn3aumm;

- TpeboBaHus, NpeabsiBnAemMble K cucteme obecneveHnsa 6e3onacHOCTN MHGPOPMAaLNOHHBLIX TEXHOSTOTNIA C
TOYKM 3peHnst obecneyennst KOHOUAEHLNANBHOCTU, LLENOCTHOCTU, OCTYNHOCTU, AOCTOBEPHOCTU U HAOEXHOCTH
MHdopMaLmu;

- cBegeHusi 00 ynpaeneHnn 6e30nacHOCTbHO, BKIoYatoLLme B cebsi AaHHble 06 OTBETCTBEHHOCTU U MOSTHO-
MOUMSIX KaK OpraHn3aumm, Tak 1 OTAENbHbIX NNLL;

- BapuaHT NOAXO0Aa K yNpaBIIEHUIO PUCKOM, NMPUHATLIA OpraHu3aumnen;

- NyTW 1 crocobbl onpeaeneHns NPUOPUTETOB NPY peanuaaumm 3alMTHBIX Mep;

- cBeeHusi 06 obLem ypoBHe 6e30MacHOCTU N OCTAaTOYHOM pUCKe, HEOBXOOMMbIX AN OCYLLECTBIEHMS
yrnpaBrieHus:;

- CBEIEHWSI O HANMYMK OBLLIMX NpPaBUIT KOHTPOMS AOCTYNa (NMOrMYecknii KOHTPOSb AOCTYNa NPy O4HOBPEMEH-
HOM KOHTpore h13n4eckoro 4ocTyna nuuy, B 3gaHus, paboyre NoOMeLLEHNS, a Takke K cuctemam u nHdopmauun);

- CBeeHVs1 0 JoBefeHnn A0 NepcoHarna mep 6e3onacHOCTU U 06y4YeHUN NL, OCYLLIECTBIIIEMOM OpraHu3a-
umen;

- cBegeHust 06 06LMX npoLeaypax KOHTPONS 1 NnoaaepxaHusa 6esonacHocTy;

- 06LLme npobrnembl obecneyeHnst 6e3onacHoOCTH, Kacarowmecs 06CryXmnBatoLLEro NepcoHana;

- cpeacTBa 1 cnocobbl AoBeQEeHUS CYTU MONMTUKM 6e30MacHOCTM MHAOPMaLNOHHBLIX TEXHOSOMMIA 40 BCEX
3aMHTEPECOBaHHbIX NNLY;

- 06CcTOATENLCTBA, MPU KOTOPbLIX MOXET ObITh NPOBEAEH NEPECMOTP NONUTUKK Be3sonacHocTn UT;

- METOAbI KOHTPOISA USMEHEHWUI, BHOCMMbIX B MONMTMKY 6€30MacHOCTM MHCpOpPMaLMOHHbBIX TEXHOOMIA opra-
HU3aLuN.

Mpu paspaboTke NONUTUKM 6e30NacHOCTN MHAPOPMALIMOHHBIX TEXHOSOMMI C 6ornee BbICOKOW CTEMNEHbIO AeTa-
nn3auum AoMKHbI ObITb AOMOSTHUTENTBHO PACCMOTPEHbI CeayoLLMe BOMPOChHI:

- Mogenu 1 npouenypbl obecneyeHns 6e3onacHOCTU, pacnpoCTpaHSIILLMECs Ha BCe NoapasaeneHns opra-
HU3auuu;

- UCMONb30BaHWe CTaHOapTOB;

- NpoLeaypbl BHEAPEHUS 3aLLUTHBIX Mep;

- 0coBeHHOCTM Noaxoaa K A4ONONHUTENBHO NPOBOASALLMMCS MEPONPUSTUSIM, TAKUM KakK:

npoBepka AeNCTBEHHOCTU cucTeM obecrneyeHns 6e3onacHocTy,

MOHUTOPWHI UCMOSb30BaHWs cpeacTB obecrneyeHns 6e3o0nacHoCTy,

00paboTka MHUMOEHTOB, CBSI3aHHbIX C HapyLLeHneM 6e3onacHocCTy,

MOHUTOPUHI OYHKLIMOHNPOBAHMS CUCTEMbI MHPOPMALIMOHHBIX TEXHOSOMMN,

obcToATenbCTBa, NPY KOTOPLIX TPEBYETCA NpUrnalleHne CTOPOHHUX SKCNepToB Mo npobnemam obec-
ne4yeHnss 6e3onacHoCTu.

MprMepHBbI NepeyeHb BOMPOCOB, BXOASLLMX B COCTaB NOMNUTUKN 6€30nacHOCTM MHAOPMAaLIMOHHBLIX TEXHO-
norvmn, npueBeaeH B NpUnoxxeHnn A.

Kak y>xe roBopmnock B HacTosLLIEM CTaHAapTe, pesynbraTthl NPOBEAEHHOIO paHee aHanusa pucka v npuHLmK-
MoB ynpaBeHusi, NPOBEPKN AENACTBYIOLLEN CUCTEMbI 6E30MACHOCTU U MHLUMAEHTOB, CBA3aHHbIX C HAPYLUEHNEM
©e3onacHOCTK, MOryT OTPa3nTbLCH Ha CoaepPXXaHUM NONUTUKM obecnedeHnsa 6e30nacHOCTM MHCPOPMALIMOHHBIX TEX-
HOJMOIMM, YTO, B CBOKO OYepeab, MOXET MPUBECTU K MEPECMOTPY U fopaboTke paHee chopMynMpOBaHHON CTpa-
Termm (Mny NnonuTrkM) 6esonacHocTu UT.

[nsa obecneyeHns NogaepKku NPoOBeAEHNM MEPOMNPUSITUIA, CBSI3aHHBIX C Bonpocamn 6e30nacHoCTH, Heob-
XOAMMO, 4TODbI NONUTMKAa 6E30MACHOCTN MHCPOPMALIMOHHBIX CUCTEM Oblifla 0400peHa BbICLLMM PYKOBOACTBOM Npea-
NpUATKS.

Ha ocHoBe copeprkaHus NonMTukK 6e30nacHOCTM MHPOPMaLMOHHBIX TEXHOITOMMIA Heobxoanmo copmynm-
poBaTb AMPEKTUBY, 0b6s3aTENbHYI0 A9 BCEX PYKOBOAALLMX pabOTHUKOB U cryaLumx. [pu aTom MoxeT noTpebo-
BaTbCS MNOSTy4YeHME NOAMNCH KaXKOO0ro CIy>KalLlero Ha JOKYMEHTE, COAepKaLLLEM MNONOXEHUS O ero OTBETCTBEHHO-
CTM 3a nogaepxaHue 6e3onacHOCTM B Npeaenax opraHusauun. Kpome Toro, fomkHa ObiTe paspaboTaHa 1 peanu-
30BaHa nporpaMmma no obecneyveHmo 3HaHUS 1 NOHMMaHust Mep 6e30NacHOCTU 1 NpoBeaeHO 0By4YeHne NCMoNnb30-
BaHMIO 3TUX MEP.

[omkHO BbITb Ha3Ha4YeHOo NMLO, OTBETCTBEHHOE 3a peanun3aLuio NoNUTUKM 6e30nacHOCTU MHAOPMALMOHHBLIX
TEXHOSOIMIN 1 obecneYeHe COOTBETCTBUS NMOSNIUTUKM TPEOOBaHUAM 1 pearnibHOMY COCTOSIHUIO Aen B OpraHn3auun.
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OObIYHO TaKMM OTBETCTBEHHbBIM NNLIOM B opraHunsaunn ABAeTCA COTPYAHNK CJ'Iy)K6bI ©e3onacHocTn Mchopmau,M-
OHHbIX TEXHOSOIMIA, MOMUMO CBOMX JOJPKHOCTHBIX 065913aHHOCTE OTBEYaIOLLNIA U 33 npoeeneHmne JononHuTe b=
HbIX MepoanHTMVI, KOTOpPbl€ OOJTKHbI BKIKOYaTb B cebs KOHTpOJ'IbeIVI aHanma ﬂeVICTByPOIJJ,VIX 3allNTHbIX Mep,
06pa60TKy WHUNOEHTOB, CBA3aHHbIX C HapyLleHNeEM CUCTEMbI 6e3onacHoCTu 1 06Hapy>|<eH|/|eM yFI3BVIMOCTel7I B
cucTeme, a Takke BHECEHNMEM U3MEHEHWUI B coaepXxaHume noJiMTukn ©e3onacHocTu, ecriv B pes3ynbrare npoBeaeH-
HbIX MepOHpMHTMVI BO3HUKHET Takasi He06X0aUMOCTb.

8 OcHoBHbIe BapuaHTbl CTpaTermn aHanni3a puckKka opraHnauumm

Mpexae Yem NpUCTYNUTL K NMHoObIM SEACTBUSIM, CBA3AHHBLIM C aHanM30M pycka, OpraHu3aums 4oMmKHa UMETb
cTpaTernio NpoBeAeHMs TaKOro aHanmaa, NpUYemM CocTaBHble YacTu 3ToW cTpaTerin (MeTodbl, Cnocobbl U T.4.)
[OOIMKHbI ObITb OTPaXXeHbI B COAEPXKaHUM NONUTUKM obecneyveHnst 6e30nacHOCTM MHOPMAaLIMOHHbLIX TEXHOOMUIA.
OTn MeToabI U KpUTEPUM BbIOOPa BapMaHTOB CTpaTerim aHanmaa pucka JomkHbI 0TBeYaTh NOTPeOHOCTSIM opraHu-
3aumun. CTpaTernst aHanusa pucka 4omkHa obecrneynBaTb COOTBETCTBME BbIOpaHHOMO BapnaHTa cTpaTerum ycro-
BMSIM OCYLLIECTBINEHUS AENOBbIX OnepaLuii U NPUIoXKeHMs yeunuii no obecneyeHmio 6esonacHoCcTy B Tex obnac-
TAX, [Ae 3T0 AeNCcTBUTENbHO Heobxoammo. PaccmaTprBaeMble HUXKE BapyaHTbl CTpaTerm NpeacTaBnsoT cobom
YeTblpe pasHbIX Noaxo4a K aHanuay pucka. OCHOBHOE pasnuyne Mexxay HAMU COCTOUT B CTEMNEHN rMyOBuHbI NPOBO-
OMMOro aHanmaa. Nockonbky 0ObIMHO NPOBEAEHME AETaNbHOMO aHanm3a pucka s Bcex cucteM MHopmaLMoH-
HbIX TEXHOMOIMIN COMPSPKEHO CO CIULLKOM GONbLUMMK 3aTpaTamu, Torda Kak MoBEPXHOCTHOE PacCMOTPeEHME
npo6reM, CBsI3aHHbIX C CEPbE3HbLIM PUCKOM, HE AAeT HyXHOro addpekTa, HeoGXoAMMO HalTK GanaHc Mexay pac-
CMaTpUBaEMbIMU HXKE BapuaHTaMu.

Ecnu He paccmatpuBaTh BapyaHT CTpaTermm aHanunsaa pucka, 3akno4atoLLmMincs B OTCYTCTBUN MPUHATUS Ka-
KMX-NOO 3aLUTHBIX Mep, U AONYCTUTb, YTO pearibHO NosIBIIEHNE pasfnyHbIX BUOOB pUCKa HEM3BECTHOIO YPOBHS
N MHTEHCUBHOCTMU, TO CYLLECTBYIOT YETbIPE OCHOBHbIX BapuaHTa CTpaTerMm aHanmsa pyucka opraHusaumm:

- ucnonb3oBaHWe 6a30BOro Noaxoaa (C H3KOKM CTEMEHBLIO pycka) AN BCEX CUCTEM MHPOPMALIMOHHbIX TEX-
HOMOrMIN, HE3aBMCUMO OT YPOBHS pUCKa, KOTOPOMY NOABEPratoTCs CUCTEMbI, MPUHSATUE TOTO, YTO YPOBEHL 0becne-
YeHnst 6e30nacHOCTU He Bceraa MOXET OKasaTbCsl JOCTAaTOUHbIM;

- MCrorb30BaHMe HedhopMarbHOro NoAxoAa K NpoBeaeHUo aHanmaa pucka, obpallas ocoboe BHUMaHWE Ha
cUCTEMbI MHGOPMAaLMOHHBIX TEXHOMOMIA, KOTOPbIE, Kak MPEACTaBseTCs, NoABepraTcs HanbonbLIEMY PUCKY;

- NpOBEAEHNE AeTarnbHOro aHanmaa p1cka ¢ Ucrnonb3oBaHMeM hopmMarnbHOro noaxoaa ko BCEM cuctemam
NHPOPMALIMOHHBIX TEXHOOMMIA U

- MPOBEAEHME CHavana aHanmaa p1Mcka «BbICOKOrO YPOBHS» C TEM, UTOObI oNpeaennThb, Kakne n3 CUCTEM
NHEOPMALIMOHHBLIX TEXHOIOMMIA MOABEPXKEHBI BbICOKOMY YPOBHIO PUCKa U Kakne UMEIOT KPUTUYECKOE 3HaYeHne
OnNsi BEAEHWs AenOoBbIX OnepaLuuii, ¢ NocreayroLLmMM NpoBEAEHMEM OETANBHOIO aHanm3a pycka Ans BblaeneHHbIX
CUCTEM, a AN BCeX OCTarnbHbIX — OrpaHn4MBatoTCcs NpuMeHeHnemM 6a3oBoro noaxoaa k npobrnemam obecneve-
HUsi 6e30MacHOCTH.

Hwxe paccmaTtpuBaloTcs BO3MOXKHbIE BapuaHThl Moaxoaa k obecneveHnto 6e3o0nacHoCT U NPUBOAATCS
pekoMeHaaumm no Belbopy NpeanoYTUTENbHbIX BApUAHTOB.

Ecnu opraHusaums pelumnT He yaensiTb BHUMaHus Bornpocam 6e30nacHOCTY UK OTINOXUTL Ha NOTOM BHeape-
HMEe 3aLUMTHbIX Mep, TO ee PYKOBOACTBO JOJIKHO SICHO NPeAcTaBnsaTb cebe BO3MOXHbIE NOCMNEACTBUS TaKoro
peLleHns. XOTs B 9TOM Clydae oTnagaeT Heo6XoAMMOCTb 3aTpaT BPEMEHU, CPEACTB, paboumx Unn Apyrux pecyp-
COB, TaKoe peLLeHne UMeEeT psa HedocTaTkoB. Ecnm opraHuaauus He yBepeHa B TOM, Y4TO PYHKLIMOHUPOBaHNE ee
cmcTeM MHAOPMALIMOHHBLIX TEXHOMOMIN aGCONMOTHO HE KPUTUYHO K BHELLHUM Yrpo3am, OHa MOXET BrNocneacTBUn
BCTPETUTLCSH C Cepbe3HbIMU NpobneMamin. Tak, opraHM3aumns MOXET HapyLUMTbL MONOXKeHUs Kaknx-nMbo 3akoHoaa-
TeNbHbIX M HOPMAaTUBHbIX aKTOB UK penyTaLusi OpraHn3aLUmmM MOXeT NocTpaaaTh B Clyvyae HeCaHKLUMOHUPOBaH-
HbIX JOCTYMNOB K MHGOPMaLIMK U HEMPUHATUS ENCTBUIA NO UX NpeaynpexaeHnto. Ecnm opraHnsauuio He o4eHb
3a60TAT NpobnemMbl obecneyeHnst 6e3onacHOCTN MHPOPMAaLMOHHBIX TEXHOMOMIA UK OHa He MeET cuctem, 6e3o-
MacHOCTb KOTOPbIX BaXkHa A1 BEAEeHMS AeN0BbIX onepaLuii, oHa MOXeT criedoBaTk nogobHol ctpaTternn. OgHako
npun 3TOM He ByaeT MMETb NPEACTaBNEHNSI O TOM, HACKOSbKO XOPOLLIO UiK NII0X0 pearibHoe COCTOsIHWE ee Aen, Tak
yTOo AN GoNbLUMHCTBA OpraHu3auuii cregoBaHme Takow cTpaTern Bpsia N SIBMNSIETCS NpaBUIbHbIM.

8.1 basoBbIl noaxon

B cnyyae ncnonb3oBaHus NEPBOro BapuaHTa NOAX04a K aHanm3y pyucka opraHn3aumst MoOXeT NPUMEHUTb
6a30BbIl ypoBEHb 06ecneYeHnsi 6Ge3onacHOCTU KO BCEM cucTeMaM MHAOPMAaLIMOHHbLIX TEXHOMOMIA NyTeMm Bblbopa
CTaHAapTHbIX 3aLLUUTHBLIX Mep 6e3onacHocTu. MepeyeHb pekoMeHayeMbIX CTaHOAPTHBIX 3aLLMTHBIX Mep NpUBeaeH
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B JOKyMeHTax no 6a3osor 6e3onacHocTu (cm. MCO/M3IK TO 13335-4); 6onee noapobHoe onmMcaHue 3Toro Bapu-
aHTa nogxoaa cm. B 9.2.

CyLuecTBYyeT psg NpenMyLLIECTB NCMOSb30BaHNS 3TOMO BapyaHTa nogxoaa, B TOM Yucre:

- BO3MOXXHOCTb 000MTUCH MUHMMArTbHBIM KONTMYECTBOM PECYPCOB MNP NPOBEAEHMM aHann3a n KOHTPons
pyicka Onsi KaXaoro cryyas npuUHATUS 3amUTHBIX MEP U, COOTBETCTBEHHO, MOTPATUTh MEHbLLIE BPEMEHU N YCUIWI
Ha BbIOOp aTUX Mep;

- PV NPMMEHEHNN 6a30BbIX 3aLLMTHBIX Mep 6€30MacHOCTM MOXHO MPUHATE SKOHOMUYECKU 3dhheKkTMBHOE
peLueHne, MOCKOIbKY Te e U cxoxue 6a3oBble 3aLluTHblEe Mepbl 6e30nacHOCTN MoryT 6biTb 6€3 0coBbIX NPo-
©nem npumMeHeHbl BO MHOTMX CUCTEMaX, eCin 60NbLLIOE YMCHO CUCTEM B pamKax opraHn3aumnm yHKLMOHMPYET B
OOHUX U TEX >Ke YCITOBUSX 1 MpeabsBrisieMble K 06ecnedeHunto 6e3onacHoCTn TpeboBaHNsi COU3MEPUMBI.

B T0 e BpeMs 9TOT BapyaHT nogxoda MMeeT creayoLme HeqoCTaTKu:

- eCNY NPYHUMAETCS CIMLLKOM BbICOKUIA 6a30BbIN YPOBEHb, TO ANs pSAa CUCTEM MHPOPMALIMOHHBIX TEXHO-
norum yposeHb obecneveHns 6e3onacHOCTU ByaeT 3aBblLLEH;

- ecnv 6a30BbIM YPOBEHb OyAET NPUHAT CIAMLLKOM HU3KMM, TO A5 psiaa cuctemM MHOPMAaLMOHHBIX TEXHOSO-
i ypoBeHb obecneveHns 6e3onacHocTv OyaeT HeAOCTaTO4EH, YTO YBENUYNT PUCK €€ HAPYLLEHNS 1

- MOTYT BO3HUKHYTb TPYAHOCTU NPY BHECEHUN N3MEHEHWIA, 3aTparnBatoLLMX BONpockl obecneyeHns 6e3o-
nacHocTu. Tak, ecnu 6bina NpoBeAeHa MogepPHM3aLNst CUCTEMBI, TO MOTYT BO3HUKHYTb CITOXXHOCTM NPU OLEHKE
CMocoOHOCTEN NepBOHaYarnbHO NPUMEHEHHbIX 6a30BbIX 3aLLMTHBIX Mep 6e30MacHOCTU 1 Aaree octaBaTbCsa 40C-
TaTOMHO 3(PGEKTBHBIMN.

Ecnu Bce Ucnonb3yemble B OpraHn3aumnm CUCTeMbl MH(POPMaLMOHHBLIX TEXHOOMMIA XapakTepuayTcs HA3-
KMM ypoBHeM TpeboBaHUii k obecneveHno 6€30nacHOCTH, TO NEPBbIV BapyuaHT CTpaTerim aHanmaa pucka MoxeT
0Ka3aTbCst IKOHOMMYECKUN 3P EKTUBHBIM. B 3TOM cryyae 6a30BbIv ypoBeHb 6€30MacHOCTM OOMKEH BblIbpaTbcs
Tak, YTOObl OH COOTBETCTBOBAS YPOBHIO 3aLLMTBI, HEOOXOAMMOMY A 6OMNbLMHCTBA CUCTEM MHDOPMALMOHHBIX
TexHonorui. [na 60nblMHCTBa OpraHM3aLUmMin Bcerga cyLlecTByeT HeobXxoanMMoCTb UCMONb30BaTb HEKOTOPbIE
MUHUMarbHbIE CTaHOAPTHbIE YPOBHU ANs 00ecneyvyeHnst 3alnTbl BaXXHeLWen MHOopMaLImMm C Lienbio oTBeYvaTb
TpeboBaHUsIM NPaBOBbIX 1 HOPMATMBHbIX aKTOB — Hanpumep TpeboBaHKsIM 3akoHa 0 6e30MacHOCTU MHpopmaumm.
OpHako B criyyasix, ecrnv oTaeNbHbIE CUCTEMbI OPraHN3aLumM XapakTepuayoTCsl pa3nnyHON CTENEHbIO YyBCTBU-
TENbHOCTU, pasHbIMN 0GbEMaMM 1 CITOXKHOCTbIO AENOBON MHOPMAaLIMK, CTIONb30BaHNE OBLLMX CTaHOapTOB Npu-
MEHUTENBHO KO BCeM cucTemMam OyaeT Normyeckn HeBEPHLIM, SKOHOMUYECKN HEOMNPaBAAHHbLIM.

8.2 HechopmanbHbIN Noaxopn,

BTopow BapraHT nogxoaa npegycMmaTtpmBaeT NnpoBeaeHne HedhopmarnbHOro aHanmsa pyucka, OCHOBaHHOMO
Ha NPaKTU4YeCKOM OMbITe KOHKPETHOTO 3KcrepTa. HedbopmanbHbIi nogxoa npeanonaraeT NCnofb30BaHNE 3HAHWIA
1 NMPaKTU4YECKOro OrbiTa CNeumnanucToB, a He CTPYKTYPHbIX METOAO0B.

OtoT noaxop obnagaet cnegyowyMm JOCTOMHCTBAMM:

- He TpebyeT NCNoNb30BaHUSA 3HAaYMTENBHBIX CPEACTB UM BpeMeHw. [py ero ncnonb3oBaHuUmM 3KCNepT He
[OImKeH NpnobpeTaTb AONONHUTENBHbIE 3HAHKS MO CBOEW CMeLManbHOCTK, a 3aTpaThl BPEMEHW Ha aHanNM3 prcka
Npv 3TOM MeHbLLIE, YeM NPV NPOBEAEHUN AeTanbHOro aHanmaa p1cka.

OpHako JaHHbIV ToOX04 UMEET U CBOV HEAOCTaTKM:

- IPU OTCYTCTBUM XOTHA Obl OAHOTO 3rieMeHTa 6a30BOro Noaxo4a (Nepsbil BapyaHT cCTpaTerim aHanunsa puc-
Ka) Unm KOMMIEKCHOTO NePEYHsI KOHTPOSbHbIX OrepaLmii yBENMYMBAETCS BEPOSATHOCTb NPONyCcKa psiaa BaXHbIX
JeTanen y Bcex CUCTeM MH(pOPMaLIMOHHbIX TEXHOMNOMIA, AENCTBYIOLLMX B OpraH13aLuu;

- MOTYT BO3HWKHYTb TPYOHOCTU Npy 060CHOBaHNM HEOOXOAUMOCTY peanu3aumm 3aLnTHLIX Mep, onpegeneH-
HbIX MO pe3ynbratam aHanmaa p1cka, npoBe4eHHOro Nogo6HBIM NOAX0A0M;

- ONS 9KCMEepTOoB, He 0bnaaaroLLmMX 3HaUUTENBHBLIM OMbITOM PaboTkl B 06racTv aHanm3a pucka, He cyle-
CTBYET OTOBbIX pEKOMEHAALMI, KOTOPbIE MO Gbl 06NerYnTL X paboTy;

- MOAXOAbI OPraHM3aLmMm K aHan1ay p1cka B NpoLLIoM ObInv NPOAUKTOBaHbI UCKITHOUUTENBHO OLIEHKOW YS3BU-
MOCTM CUCTEM, T. €. TOTPEOHOCTL B Mepax obecneveHns 6e30nacHOCTM OCHOBbIBaNach Ha HANMMYUN y 3TUX CUCTEM
ysi3BUMOCTel 6e3 aHanuaa Toro, CyLLEeCTBYHOT N1 Yrpo3bl, CNOCOOHbIE peanu3oBaTh Hanuymne 3T1X ysi3BUMOCTEN
(6e3 obocHoBaHUs pearbHON HEOBXOAMMOCTM B UCNOMNb30BaHUM 3aLLUTHLIX Mep);

- pe3ynbeTaTthbl NPOBEeAEHMS aHann3a MoryT B KaKOM-TO Mepe 3aBUCETb OT CYyOLEKTUBHOIO Noaxoaa, NMUYHbIX
npenyobexaeHnii akcnepTa 1, KpoMe TOro, MOryT BO3HUKHYTb NPobreMbl B criydae, eCnv crneumanucT, KOTopbIn
npoBoaun HedopMaribHbI aHanmn3, NoOKMAAET OpraHM3aLmio.

C yyeTOM NpuBeaEHHbIX BblLLe HE[OCTaTKOB BTOPOW BapuaHT NOAX0AA K aHanmM3y pucka Anst MHormx opra-
HM3aumn 6yaeT HeadhPEKTUBHBIM.
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8.3 [leTanbHbIV aHanNMU3 pucka

TpeTuin BapnaHT nogxoda npearnonaraeT NpoBeAeHne AeTarnbHOro aHanmaa pycka ¢ noslyYeHneM pesyrsra-
TOB AJ151 BCEX CUCTEM MHAOPMALMOHHBIX TEXHOSOMMIA, AEACTBYHOLLMX B OpraHu3aumn. [letanbHbii aHannsa pucka
BKIoYaeT B cebs noapoOHY0 MAEHTUAUKALMIO U OLEHKY aKTUBOB, OLIEHKY BO3MOXHbIX Yrp0o3, KOTOPbIM MOIyT
NMOABEPrHYTLCH 3TU aKTUBbI, @ TaKKe OLIEHKY YPOBHS UX YSI3BUMOCTW. Pe3ynbtaTthl 3TUX onepaumii 3aTem UCMnorb-
3YHOT ANS OLEHKW PUCKOB M MOCreaytoLLen naeHTUdMKaLmm 060CHOBaHHbIX 3aLLMTHBIX Mep. TpeTuii BapuaHT noa-
XoAa noapobHo npeacTasneH B 9.3.

OTOT BapMaHT NoAaxoaa MMEET crieaytoLLme NpenMyLLIECTBa:

- BECbMa BEPOATHO, UTO B pe3yrbraTe 3TOro NoAxo4a Ans Kaxaon n3 cnuctem byayT onpeaeneHbl COOTBET-
CTBYHOLLME el 3aLLUTHbIe Mepbl 0becrneyeHnst 6Ge3onacHoCTy;

- pesynbraTthl NPoBeAeHNs AeTaNbHOMO aHanM3a MoryT ObITb MCMONb30BaHbI NPV YNpaBieHUM U3MEHEHNSIMU
B cucTemMe obecneyeHnsa 6e30nacHOCTU.

B T0 >ke BpeMsi Takol BapmaHT Noaxoaa XapakTepuayeTcs cnegyrolmmmn HegoctaTkamu:

- 411 ero peanuaaumm 1 NostydeHns Hy>KHOTrO peayrnbrata TpebyeTcs 3aTpaTuTb 3HaUUTENBHOE KONMYECTBO
Cpe[CTB, BPEMEHM U KBAanNnUMpoBaHHOIO TPyAa;

- CyLLLeCTBYET BEPOSATHOCTb TOr0, YTO ONnpeaeneHne HeobXxoauMbIX 3aLLUTHBLIX Mep At KAaKOW-Nnbo KpUTK-
YeCKOM CUCTEMbI MPOM30NAET CITULLKOM MO34HO, MOCKOSbKY aHanmM3 0yaeT NpoBOANTLCS OOVUHAKOBO TLLATENTbHO
ONS CUCTEM MHAOPMAaLMOHHbBIX TEXHOSOMIA M 4118 NPOBEAEHMS aHanm3a BCeX CUCTEM NOTpebyeTcs 3HaUNTENbHOE
BpeEMS.

Taknm 06pa3om, Cnorb30BaHUE AETarNbHOMO aHanu3a pucka NpMMeHNTENBLHO KO BCeM cucteMam MHdopma-
LIMOHHBIX TEXHOJTOTUI HE pekoMeHayeTcs. Ecnm npuHATO pelueHne npuberHyTb K TakoMy BapuaHTy nogxoaa, To
BO3MOXHbI CreaytoLLme OOMNOMHUTENbHbIE Pa3HOBUAHOCTU E€r0 MCMONb30BaHUS:

- CTaHOAPTHbIV MOAXO0A, OTBEYAIOLLIMIA KPUTEPUSIM HACTOSILLErO CTaHaapTa (HanpumMep nogxop no 9.3);

- CTaHAAPTHbIN NOAXO0[, B pa3HblX BapuaHTax, OTBeYaoLwuii NOTPeObHOCTSIM OpraHM3aumm; 45 psiga opraHu-
3auUu NpeanoyTUTENbHBIM MOXET ObITb UCNONb30BaHME «AeTarlbHOro aHanmaa pucka (cm. 9.3).

8.4 KomGuHMpoOBaHHbIN NogX04

B cooTBeTCTBMM C YETBEPTLIM BapuaHTOM NOAXOAa NpeanonaraeTcs NpoBOAUTL NpeaBapuUTenbHbIN aHanmns3
BbICOKOI0O YPOBHS! p1CKa Ar1si BCEX CUCTEM MH(POPMaLMOHHLIX TEXHOSOrMIN, obpallas ocoboe BHUMaHUe Ha Aeno-
BYIO 3HAYMMOCTb CUCTEMbI M YPOBEHb p1CKa, KOTOPOMY OHa noggepraeTcs. [Ans cuctem MHPOPMaLMOHHBLIX TEXHO-
NOrUN, KOTOPbIE UMEIOT BaXKHOE 3HaYeHWe AN AeN0BOW AeATEeNbHOCTN OpraHM3aLmm u/nnm noaBepXeHbl BbICOKO-
My YPOBHIO puUcKa, B NepBY0 04epeab NPOBOAAT AeTarlbHbI aHanm3 pucka. [ns octanbHbIX cucteM MHdopmMaLm-
OHHBbIX TEXHONOIMIN crneayeT orpaHnyYnTbCs 6a3oBbIM BapMaHTOM noaxoaa. Takum 06pa3om, KOMOUHUPOBAHHbIN
BapuaHT, CoMETaIOLLNI Ny4yLUIne CBOMCTBA NOAXOA0B, ON1caHHbIX B 8.1 1 8.3, No3BoNseT Npy CBEAEHUN K MUHU-
MyMY BPEMEHU U YCUNWIA, 3aTpadeHHbIX Ha MAEHTUUKALMIO AOMKHbIX 3aLLMTHBIX Mep, o6ecnevntb Heobxoau-
MYI0 3aLLNTY CUCTEM C BbICOKMM YPOBHEM pUCKa.

Kpome Toro, KOMGMHMPOBAHHbIV BapuaHT Noaxoaa MMeeT cneayoLume npenvyLLecTsa:

- UICNONb30BaHMe BbICTPOro M NPOCTOro NPeABapUTENBLHOIO aHanms3a prcka No3BoNUT 0BeCneYnTb NPUHATHE
nporpaMmbl aHanmn3a pucka;

- CYLLECTBYET BO3MOXHOCTb ObICTPO OLIEHUTL ONEepaTMBHOE COCTOsTHUE NporpaMMbl obecnedeHus 6esonac-
HOCTW OpraHmnsaLmu, T. €. UCNONb30BaHWE TaKOro Noaxoda OyaeT B 3Ha4YMTENbHOM Mepe crnocobCcTBOBaTh yCneLw-
HOMY NNaHNPOBaHUIO;

- pecypchbl U cpeacTBa MOryT ObITb BNOXEHBI TYAa, [Ae OHU NMPUHECYT MakcUMarnbHbIA 3¢peKT, Tak Kak OHU
B MepBYyo odepenb OyayT HanpasneHbl B CUCTEMBbI, B HaMborbLLEeR CTeneHn HyxxaatoLmnecs B obecnedeHumn 6e30-
nacHocCTY;

- NpoBeAEeHME NocreayLwmnx MeponpusTun bygeT 6onee ycnewwHbIM.

EOWHCTBEHHDIV NOTEHUMAnNbHLIN HE4OCTaTOK AaHHOro BapuaHTa NoAxo4a COCTOUT B CreAyoLeM: MOCKOSb-
Ky NpeaBapuTenbHbIN aHanu3 pycka NpoBoAAT MCXOAS U3 NPEANONoXeHMs 0 ero BO3MOXHOM BbICOKOM YPOBHE,
OTAenbHblE CUCTEMbI MOTYT BbITb OLLIMBGOYHO OTHECEHBI K CUCTEMAaM, He TpebyroLLMM NpoBeaeHNa AeTarnbHOro
aHanmsa pucka. K atum cuctemam B gansHenwem 6yayT npyMmeHeHbl 6a3oBble MeToabl 06ecneyeHus 6e3onacHo-
cTu. Mpn HeOBXO0ANMOCTM MOXKHO ByAeT BEPHYTLCS K PACCMOTPEHMIO 3TUX CUCTEM C TEM, YTODbI Y4OCTOBEPUTLCS,
He TpebyLoT N OHM Bonee TwaTenbHOro No cpaBHEHNIO C 6A30BbIM NOAX0O40M PACCMOTPEHMS.

Vcnonb3oBaHme faHHOro BapuaHTa noaxoga ¢ aHarnM3oM BbICOKOrO YPOBHS pUcka B codeTaHnm ¢ 6a3oBbiM
NOAXO0A0M U (ecnv HeOBX0AMMO) AeTarnbHbIM aHanM3oM pucka obecneunBaeT GONbLLUMHCTBY OpraHM3aumii Hanbo-
nee acpdekTnBHOE peLleHme npobnem. Takum obpasom, nogobHbIN noaxoa ABnaeTcs Hanbonee NnpeanoyTUTENb-
HbIM 1 ByaeT 6onee nogpobHO paccMoTpeH B pasgerne 9.
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9 KombnHupoBaHHbIN Nogxon

HacTosawuin pasgen CoaepXuT ykasaHus 4ns peanusaummn pekoMeHO0BaHHOM BhiLLE CTpaTermm KOMOMHUPO-
BaHHOro noaxoaa.

9.1 AHanu3 BbICOKOIro YPOBHS pUcCKa

Mpexae Bcero NnpoBoaAT NpeaBapUTENbHbIA aHaNn3 BbICOKOrO YPOBHS pUcka C TeM, YTOObl YCTaHOBUTD,
KaKoW U3 BapMaHTOB noaxoda (6a3oBbiv unv AeTarbHbIn) Nyylle NoaXoauT AN KOHKPETHON CUCTEMbI MHGpopMaLUm-
OHHBbIX TEXHONOMMI. B xoOe npoBeaeHWs Takoro NpeaBapuUTENbHOIO aHann3a paccMaTpuBaroT AENOBYHO 3HAUN-
MOCTb CUCTEM MHAOPMALIMOHHBLIX TEXHOSIOMUI 1 0BpabaTbiBaeMON C MX MOMOLLIbIO MHGOpMaLMK, a Takke YPOBHS
pucka ¢ y4eToM BMaa AeNOBON AeATENbHOCTU opraHm3aumnn. icxoaHble AaHHbIe AN NPUHATUS PELLEHMS O TOM,
KaKoW BapuaHT Noaxoda sBfsieTcst Hamboree Noaxoasmm Ans Kakaon CMcTeMbl MHOPMAaLMOHHBLIX TEXHOITOTUNA,
MOTYT ObITb MNOJTy4eHbI HA OCHOBE PaCCMOTPEHMS CIIeAYIOLLINX YCIIOBUNA:

- DENOBbIX LeNnen, Ansi OCTMKEHNS] KOTOPbIX OpraHn3aumsi UCMNorb3yeT AaHHYH CUCTEMY MHGOPMALIMOHHBIX
TEXHOormuy;

- B KaKOW CTeneHn OerioBasi akTMBHOCTb NPeanpusTUsi 3aBUCUT OT KOHKPETHOM CUCTEMbI MHOPMaLMOHHbBIX
TEXHOJTOMIA, T. €. HACKOJTbKO (hYHKLMM, KOTOPbIE OpraHn3aLmsi CHUTAET KpUTUYECKMMM 1151 CBOETO CYLLIECTBOBaHUS
nnm acbdpEKTUBHON peanunsaumm OeNoBOM AEATENBHOCTU, 3aBUCAT OT OYHKLMOHNPOBAHMS 3TOM CUCTEMbI MK obec-
neyeHnst KOHUOEHUMANbHOCTU, LENOCTHOCTU, AOCTYMHOCTU, 4OCTOBEPHOCTU M HAOEXHOCTU MHopMaLum, obpa-
OaTbiBaeMOW 3TON CUCTEMOW;

- BIIOXKEHWSI AEHEXHbIX CPEACTB B 3Ty CUCTEMY MHGOPMALIMOHHBLIX TEXHOSOIMIA, B TOM YMCTIE B €€ pa3paboT-
Ky, 06Cy>XMBaHMe UIM 3aMeHy;

- aKTMBOB aHHOW cucTtembl T, B KOTOpble OpraHu3aums BKaabiBaeT cpeacTsa.

Mocne Toro kak 3Tu YCNoBUs NpoaHanu3npoBaHbl, MPUHSATUE peLLleHNs 0ObIYHO He Bbi3blBaEeT 3aTpyaHEHWN.
Ecnun ueneBoe HasHa4YeHWe CUCTEMbI BaXKHO Ar1si NPOBEAEHNSI OpraHu3aumen CBoen 4ernoBon AeATENbHOCTH, eCNn
CTOMMOCTb 3aMeHbl CUCTEMbI BbICOKa UIM CPEACTBA, BITOXXEHHbIE B aKTUBbI, NOABEPXKEHBI BbICOKOMY YPOBHIO
pucka, To Ansi aHHOW CUCTEMbl He06X0AMMO NPoBeAEHME AETalNbHOIO aHanus3a pucka. Hanmume ogHoro us nepe-
UYNCIEHHbIX BbILLE YCIIOBU MOXET CITY>KUTb OCHOBaAHWEM ANs MPOBEAEHUS AeTanbHOro aHanmaa pucka.

MpuoepxmBatoTcs crieayowero ooLero npaeuna: ecrnv npekpalieHne gyHKLUMOHNPOBaHUSA AaHHOW CUCTe-
Mbl MIHGOPMALIMOHHBIX TEXHOOMMIA MOXET NPUUUHUTB YLLIEPO NN NpUHECTU yObITKM OpraHu3aLmm, oTpuLaTensHo
NOBMMATb Ha ee OeNOoBY0 AEATENbHOCTL UMW aKTUBbI, TO 4151 OLEHKM NOTEHUMANbHOIo p1cka NpoBOAAT AeTarnb-
HbIi aHanm3 pucka (cMm. 9.3). Bo Bcex apyrux cnyyasx gocratovHas 6e30nacHOCTb CUCTEMbI MOXET ObITb 0becne-
YeHa npuMeHeHnem 6asoBoro noaxoaa (cm. 9.2).

9.2 ba3oBbI noaxon

Lienb o6ecneyeHns 6e3onacHOCTM C MOMOLLIbIO 6a30BOro Noaxoaa CoOCToUT B TOM, UTOOLI nogobpath Anst
opraHu3aumn MUHUMarbHbIN HA0OoP 3aLUTHBLIX Mep ANS 3aLLMTbI BCEX UITN OTAENbHbIX CUCTEM MHGOPMALIMOHHBLIX
TexHonoruin. Micnonb3ysa 6a3oBbIin Noaxon, MOXHO NPUMEHATb COOTBETCTBYHOLLMIA eMy 6a30BbI ypoBeHb 6e30-
NacHOCTUM B OpraHu3aumm u, Kpome Toro (cM. 9.1), 4ONONHUTENBHO UCMONb30BaTh pe3ynbTaThl AeTarnbHOro aHanm-
3a p1cka ansa obecneyeHns 6e30nacHOCTU CMCTEM MHEOPMALIMOHHBLIX TEXHOSTOMIA C BbICOKMM YPOBHEM pUCKa UIU
CUCTEM, UTPaIOLLIMX BaXKHYHO POIb B AEMNOBOM AeATENBHOCTU OpraHm3auuu. Vicnons3osaHne 6a3oBoro nogxona
MO3BOMSIET CHU3UTb MHBECTULMM OpraHM3aLumn Ha UccrneaoBaHne pesyrnsraTtoB aHanu3aa pycka (cm. 8.1).

YaoBneTBopuTenbHas 3aLlmrta ¢ noMoLLbo 6a30BOro noaxoaa MoxeT ObiTb 06ecnedeHa nyTemM UCMOonb30-
BaHUS CNpaBOYHbIX MaTepuaroB (KaTanoroe) no 3awmuTHLIM Mepam 6e30MacHOCTU, Iae MOXHO nogobpatsb Habop
CpencTB Ans 3alLmTbl CUCTEMbI MHOPMAaLIMOHHBIX TEXHOMOMMI OT Hanboree YacTo BCTpevaromxces yrpoa. baso-
Bbll1 ypOBEHb 6€30MacHOCTN MOXET ObITb YCTAaHOBIIEH B COOTBETCTBUM C MOTPEBHOCTAMM OpraHu3aLmu, Npyu 3ToM B
NpoBeaeHNM AeTarbHOW OLEHKUN YTPO3, PUCKOB M YSI3BUMOCTM CUCTEM He OyaeT HeobxoaumocTu. Bee, UTo Hy>KHO
caenatb, NpuMeHsst 6a3oBbI Noaxoa Kk obecnedeHuto 6e3onacHOCT, — BblIGpaTh U3 CNpaBOYHbIX MaTepranos
(kaTanoros) MO 3aLLMTHBLIM MepaM 6e30MacCHOCTU COOTBETCTBYHOLLME MYHKTbI KOTOPbIE NOAXOASAT A4S paccMaTpu-
BaeMoi cMCTeMbl MHPOPMALIMOHHBLIX TEXHONOrUIA. Mpn HanNn4MKn B cMcTeMe yCTaHOBNEHHbIX 3aLLMTHBIX Mep UX
HeobX0AMMO CpaBHUTL C pEKOMEHAYEMbIMU B KaTanorax. 3aluTHble Mepbl, KOTOPbIE OTCYTCTBYIOT B CUCTEME, HO
MOTYT ObITb B HEW MCMONb30BaHbI, OSMKHBI ObITb peann3oBaHbl.

CnpaBo4Hble MaTepuansl (kaTtanorun) no 3aMTHbIM Mepam 6e30MacHOCTN MOryT coaepaTb BO-NEPBbIX,
nogpobHoe onucaHne pekoMeHAYyeEMbIX 3alLUTHBLIX Mep, BO-BTOPbIX, peKOMeHAauumn ¢ Habopom TpeboBaHuWI Mo
obecne4veHunto 6e30NacHOCTU, KOTOPbIMU MOXKHO BOCMONb30BaTLCA NpU BbIGOpe pekomeHayeMbIX Mep Ans AaH-
How cuctembl. Oba BapraHTa MMeloT CBOM NpeumyLlecTBa. CBeaeHUs 0 CripaBoYvHbIX MaTepuanax ooonx BapuaH-
TOB MOXHO HalTu B npunoxennsax A — H, npneeaeHHbix B UCO/MOK TO 13335-4. OgHow 13 uenei 6a3oBoro
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noaxopa sBnsieTCcs cornacoBaHue 3allMTHbIX Mep B MacLuTabe BCcel opraHmM3auum, YTo MOXET ObITb JOCTUTHYTO
MpY NCMOMb30BaHNN KAXKO0MO U3 yKa3aHHbIX BbiLLE BApUaHTOB.

B HacTosiLee BpeMs CyLLIECTBYET HECKOSBbKO CMPaBOYHUKOB, CoAep KalLMX NepeyvHn 6a3oBbIX 3aLUTHBLIX
mMep. Kpome Toro, B psige cnyyaeB cpeaiv KOMMaHUi, 3aHATbIX B OQHOW OTpaciv Npou3BOACTBa, MOXXHO HaNTH
KOMMaHUM CO CXOXMMMW YCIOBUSIMU BEAEHMWS AEeNOBON AeATenbHOCTU. [ocne n3ydeHns nx oCHOBHbIX NOTpebHoc-
TEN MOXET OKa3aTbCsl, YTO CNPaBOYHMKU C NepevHeM 6a3oBbix Mep 6e30MacHOCTM MOTyT ObITb UCMOSb30BaHbI
HECKOITbKUMU pasfiMyHbIMM OpraHu3aumsiMun. Takue CnpaBoOYHUKA MOXHO HAWTU, Hanpuvep, B:

- MEeXAYHapoaHbIX OpraHn3aLmsx no cTaHaapTU3aLmm 1 HauuoHanbHbIX Hay4YHO- TEXHUYECKUX LIeHTpax no
CTaHA4apTM3aLmMmn 1 METPOJIOTK;

- HAY4YHO-TEXHUYECKNX LIEHTPaX OTpacreBbIX CTaHAAPTOR (UM HOPMATUBOB);

- OpraHu3aumsix, UMeoLLMX aHaNornmyYHyo AernoByo AeATENbHOCTb UK CONOCTaBUMbIX NO MacluTabam pa-
oor.

JTiobas opraHnsaumsi MOXeT BbipaboTaTb CBoW 6a30BbIN ypoBEHb 6€30MacHOCTM B COOTBETCTBUM C COB-
CTBEHHbIMW YCITOBUSIMU 4ENOBON AEATENBHOCTU U AENOBLIMU LENAMU.

9.3 [leTanbHbIV aHanNM3 pucka

Kak 6b1rno nokasaHo B 8.3, AeTarnbHbIl aHanu3 pycka asnsi CUcTeM MHOPMAaLIMOHHBIX TEXHOMNOMMI Npearnona-
raeT aeHTUUKaLUIo BCEX BO3MOXHbBIX PUCKOB M OLIEHKY UX YPOBHS. HeoBXx0aAMMOCTb NpoBeAeHUs AeTanbHOoro
aHanmsa pucka MoxXeT bbITb onpegeneHa 6e3 HEHY>XXHbIX 3aTpaT BPEMEHM 1 CPeaCTB NOCIe aHanM3a BbICOKOro
YPOBHSI pUcka a1 BCEX CUCTEM U NMOCIEAYIOLLIENO 3YYEHMS pe3yNbTaToR AETalNbHOIO aHanuaa p1cka, npoBeaeH-
HOrO TOMbKO ANl KPUTUYECKMX cucTeM (M. 8.3) Unm cucTem C BbICOKMM YPOBHEM pUcKa, B COOTBETCTBUM C 8.4.

AHanms pucka npoBoauTcs NyTemM MaeHTUUKaLMM HexxenaTernbHbIX COObITU, CO3aatoLLMX HebnaronpusaT-
Hble AEeNoBLIE CUTYaLMK, U OMpeaeneHns BEPOSITHOCTU UX NOSIBNEHUS. HexxenaTenbHble COObITUS Takke MOryT
HeraTMBHO BNMSTb Ha AeNOBOM NPoLece, COTPYAHUKOB OpraHu3aL/mMm unv niobom aneMeHT 4enoBoro npotecca.
Takoe HebnaronpusaTHOE BO3OENCTBME HEXenaTerbHbIX COObITUI ABMSIETCH CITOXHbIM COMETaHNEM BO3MOXHbIX
BMAOB yLlepba, HaHOCMMOIo CTOMMOCTU aKTMBOB, MOABEPraloLLMXCcs pUcky. BeposiTHOCTb Takoro cobbiTus 3aBu-
CUT OT TOr0, HACKOJbKO NpUBIIEKaTENbHBLIM SBIAETCSA AaHHbIN aKTVB A5si NOTEHLMANbHOro HapyLMTENsi, BEPOSITHO-
CTV peanu3aLmm yrpo3 1 NIErkoCcTn, C Kakon HapyLUNTENb MOXET BOCNONb30BaTbLCS YS3BUMbIMU MECTaMU CUCTeE-
Mbl. Pe3ynktaTtbl aHanmsa pycka no3BonsioT MAeHTUMMLMPOBATL CUCTEMbI UHOPMALIMOHHBIX TEXHOSOMMI C BbICO-
KM YPOBHEM pUCKa 1 BbIOpaTb Mepbl obecneyeHns 6e30nacHoCTH, KOTOpble MOryT ObITb UCMOSIb30BaHbI 415
CHWDKEHWST YPOBHS MOEHTMULIMPOBAHHOIO pUcKa 40 NPUEMIIEMOrO YPOBHSI.

MeHeoKMeEHT pucka, AeTanbHbIA aHanu3 pyucka NnpuBeaeHbl Ha pucyHke 2. Pe3ynbraThl AeTanbHOro aHanusa
prcka No3BossOT NPOBOAUTL BbIOOP OOOCHOBAHHbIX 3aLLMUTHBLIX MEP Kak YacTu npoLiecca ynpaBrieHUs pUckom.
TpeboBaHusi, NpeabaBsieMble K BblOpaHHbIM MepaM 3aLuUTbl, AOIPKHbI ObITb 3ad0UKCUPOBaHbI B NONUTUKE 6e30-
NMacHOCTU CUCTEM MHCOPMALMOHHbBIX TEXHOJTOMIA U COOTBETCTBYHOLLEM el NiiaHe 6Ge3onacHoCTU. MHOXeCTBO MH-
LUWOEHTOB, CBA3AHHbIX C HapyLUEHUEM CUCTEMbl 6€30MacHOCTU, U BHELLIHME YIPpO3bl MOMYT OKa3aTb BNUAHWE Ha
TpeboBaHus kK obecneyeHnto 6e30NacHOCTN CUCTEMBI 1 BbI3BaTb HEOOXOAMMOCTb B NEpPeCMOTpe YacTu aHanmsa
pvicka (v aHanmaa B LerioM). K Takmm BHELLIHUM Yyrpo3amM MOryT OTHOCUTLCS: HeAaBHME CYLLLECTBEHHbIE U3MEHE-
HUSI B CUCTEME, 3aniaHMPOBaHHbIE M3MEHEHUS, a Takke NoCneaCTBUS MHUMOEHTOB HAapyLLeHM 6e3onacHoCTu, No
KOTOpbIM HEOOXOAMMO NPYHUMATL COOTBETCTBYIOLLIME MEPbI.

CyLecTtByeT HECKONBKO METOA0B NPOBEAEHNS aHann3a pucka, Ha4nHas ¢ NOAX040B, OCHOBbLIBAOLLMXCA
Ha nepeyvHe KOHTPOITbHbIX OnepaLuii, U KOH4Yasi METO4AaMM, OCHOBaHHbLIMW Ha CTPYKTYPHOM aHanmae cuctemsl. [Npu
3TOM MOTYT UCMONb30BaTbCA Kak aBTOMaTU3NPOBaHHbIE (KOMMbIOTEPHLIE) MPOrpamMmbl, Tak M pacyeT BPYUHYH.
JTlobble meToa, Unu NporpaMma, UCMosib3yemMble OpraHn3aLumven, OMKHbI, N0 MeHbLUIEN Mepe, CoAepXaTb onepa-
umun, nepevmncrienHble B nyHkTax 9.3.1—9.3.7. BaxxHo Takke, 4Tobbl UCNonb3yeMble MeToAbl He MPOTUBOPEYMIUN
NpaKkTyKke BEAEHWS e, CIOXKMBLLENCS B OpraHn3aumm.

Mocne 3aBepLUEHNsI NEPBOIoO 3Tarna pacCMOTPEHUS pe3yrbTaToB AeTanbHOro aHanmM3a pyUCcKoB Arlsi CUCTEMBbI
pe3ynbTaThl PACCMOTPEHUS — CBEAEHUSA O aKTUBaX U UX LLEHHOCTSAX, Yrpo3ax, yAa3BMMOCTSIX U YPOBHSAX pucka,
onpeaeneHHbIx Mepax obecnedyeHns 6e30nacHOCTU — OOIMKHbI ObITb COXpaHeHbl (Hanpumep B 6a3e gaHHbIX
cnctemsl). NpMMeHeHne MeTodoB, UCMONb3YHLLMX BCTIOMOraTerbHble NPorpaMMHbIe CPeACTBa, CUITbHO Obner-
YyaeT 3Ty pabory.

Mpeacraensemasn MHoOpMaLUs, MHOr4a paccMaTpuBaemas B Ka4eCcTBe Moaenu, MOXeT ObITb 3aTeM J0-
BOMbHO 3¢h(PEKTMBHO UCMONb30BaHa NOCrie TOro Kak Co BpEMEHEM C Hel NPOUCXOAAT U3MEHEHMS, He 3aBUCsILLnE
OT KOHUrypaumu, Tuna obpabaTbiBaemon MHdopmMaLumm, cLieHapreB yrpo3 U T. 4. [pr 3ToM B Ka4eCcTBe BXOAHbIX
OaHHbIX MPUBOAAT TOJTbKO CBEAEHUS 06 3TUX MBMEHEHUSX, YTO NO3BONSIET ONPEAENNTL BIIUAHWUE U3MEHEHWUI HA
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YgraHoanaHwe rpaHdly
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PVlcyHOK 2 — MeHegXMeHT pucka ¢ UCMoNb30BaHNEM AeTarlbHOro aHanusa pucka

HeobxoaVMble Mepbl obecneyeHnst 6esonacHocTy. Bonee Toro, Takue Mogeny MoryT 6bITb MCTONb30BaHbI A5
GbICTPOro N3y4eHUsi pas3nuYHbIX BapMaHTOB, HaNpuMep Npu paspaboTKe HOBOW CUCTEMbI MH(POPMALIMOHHbIX TeX-
HOMNOTMIA UM NPUMEHUTENBHO K APYIMM CUCTEMAaM CO CXOXMMM NMPUHLMNAMU NMOCTPOEHMS.
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9.3.1 YcTtaHOBneHue rpaHuL, paccCMOTpeHus

Mpexge Yem Nony4nTb UCXOAHbIE AaHHbIE OIS AEHTUMMKALMKM 1 OLIEHKM aKTUBOB, He0bXoanMo onpege-
NWTb rPaHNLibl PACCMOTPEHUST (CM. PUCYHOK 2). TLaTenbHOe onpedereHne rpaHuL, Ha 3To CTagum aHanusa pycka
MO3BONAET M3beXKaTb HEHY)KHbIX OMNepaLyii U MOBbICUTE Ka4ECTBO aHanmns3a p1cka. YCTaHOBEHME rPaHnL, paccMoT-
PEHWSI JOIMKHO YETKO ONPEAENUTb, Kakne N3 NePeYNCrIEHHbIX HUXKE PECYPCOB AOSMKHbI ObITb YYTEHBI NPU PacCMOT-
pPEeHUM pe3ynbTaTtoB aHanm3a pucka. [rist KOHKPETHON CUCTEMBI MHCPOPMALIMOHHBIX TEXHOMOMMIA YYUTLIBAOT:

- aKTMBbl MHOPMALMOHHBIX TEXHOMOMMIA (Hanpumep annapaTHble cpeacTBa, MHopMaLuoHHoe obecneye-
HWe, nHdopmauys);

- Cny>kaLLmx (Hanpumep NepcoHan opraHusauum, cyonoapsaguuky, nepcoHar CTOPOHHMX OpraHn3aumi;

- YCIOBUSI OCYLLIECTBMEHNSI NPON3BOACTBEHHON OEATENBHOCTY (HanpmuMep 34aHusl, 06opyaoBaHue);

- AENOBY0 AeATENbHOCTb (Onepauun).

9.3.2 UpeHTUMKaLMA aKTUBOB

AKTUB cUCTEMBI MHPOPMALMOHHBIX TEXHOMOTMI SABMSETCH KOMMNOHEHTOM UMM HYacTbio OOLLEN CUCTEMBI, B
KOTOPYH0 OpraHM3aums HanpsiMyto BKIagblBaeT CPeACTBa, U KOTOPbIA, COOTBETCTBEHHO, TPEDYET 3aLLmMThl CO CTO-
POHbI OpraHun3aumu. Npu nageHTudukaumm akTMBOB cneayeT UMETh B BUAY, YTO BCAKas cMcTeMa MHpOPMaLMOHHBbIX
TEXHOJTOrMN BKIMoYaeT B cebsi He TONbKO annapaTHbIe cpeacTBa 1 nporpaMMHoe obecrnieveHre. MoryT cyLlecTso-
BaTb creayoLLme TUMbl aKTUBOB:

- MHpopmaLms/gaHHble (HanpyuMep doanrnbl, cogepkalune MHPOPMaUMIO O MiaTeXxax Uv NPOAykKTe);

- annapaTHble cpeacTBa (Hanpumep KOMMbTEPhI, MPUHTEPI);

- IporpaMMHoe obecneyeHne, BKIoYas NpyKnagHbie nporpaMmmbl (HanpyumMep nporpamMmMbl 00paboTky Tek-
CTOB, NMpOrpammbl LIeNEBOro HasHa4YeHus);

- obopynoBaHue ansa obecneveHnst cBA3M (Hanpumep TenedoHbl, MeaHbIE U ONTOBOSTOKOHHbIE Kabernu);

- NporpaMmMHo-annapaTHbele cpedcTea (Hanpumep rmbkue marHuTHble guckn, CD-ROM, nporpammumpye-
Mble ROM);

- OOKYMEHTbI (HanpyMep KOHTPaKTbI);

- (boHabI (Hanpumep B BaHKOBCKMX aBTOMaTax);

- IPOAYKLNS OpraHn3aumm;

- ycnyrv (Hanpumep MHAOPMaLMOHHbIE, BbIMUCTIUTENBHBIE YCIYTW);

- KOH(bMAEHLMANBHOCTb 1 OBEPUE MPW OKa3aHUW YCIyr (HanpyuMep yCryr Nno COBEPLLEHUIO NaTeXewn);

- obopyaoBaHue, obecneunBatoLLee Heobxoaumble YCrioBust paboThl;

- NepcoHan opraH13avumu;

- NPeCTX (MMMAX) OpraHn3aumm.

AKTVBBI, BKITHOYEHHbIE B YCTAHOBMEHHbIE (CM. 9.3.1) rpaHMLbl paCCMOTPEHMS, AO0IKHbI ObITb OOHAPY>KEHbI, 1
HaobopOT, — NtobbIE aKTVBbI, BbIBEAEHHbIE 3a FPaHNLIbI PACCMOTPEHUS (HE3aBUCUMO OT TOrO, MO KakMM Coobpaxe-
HWsIM 3TO ObINO cAenaHo), AOMKHbI ObITb PACCMOTPEHbI eLle pa3 ¢ TeM, YTOObl yoeauTbes, YTO OHU He Bbinu
3a0bITbl NN YMYLLEHbI.

9.3.3 OueHka akTUBOB M YCTaHOBJIEHME 3aBUCUMOCTU MeXAy aKkTUBaMm

Mocne Toro kak Bce Lienuy npouecca MaeHTU@UKaLmm akTMBOB ObINN JOCTUTHYTLI M COCTaBMNEH NepeYeHb
BCEX aKTUBOB paccMaTpmBaeMoi CUCTEMbI MHADOPMALIMOHHBIX TEXHONOMMIA, A0MKHA ObITb OnpeaeneHa LLeHHOCTb
3TMX aKTMBOB. LIeHHOCTb akTrBa onpeaenseTcsi ero BaXHOCTbIO ANs OeNOBOW AeATENbHOCTM OpraHn3auum, npu
3TOM YPOBEHb OLIEHKM OeNOBOW AeATENbHOCTU MOXET MCXOONTbL N3 coobparkeHuin obecneyeHuns 6esonacHocTw,
T. €. HACKOIMbKO MOXET NOCTpadaTh AeroBas AeATENbHOCTb OpraHu3aLmmn 1 Apyrme akTuBbl CUCTEMbI MHpopMaLm-
OHHbIX TEXHOSOIMIN OT YTEYKM, UCKAXKEHUS, HEJOCTYMNHOCTM W/UNK paspyLueHms nHpopmauun. Takum o6pasom,
naeHTUMKaumsa N oLEeHKa aKTMBOB, NMPOBEAEHHbIE HA OCHOBE y4eTa AeNoBbIX MHTEPECOB OPraHM3aLumn, ABNSHOTCA
OCHOBHbIM (haKTOpOM B ONpeaeneHnm pycka.

WcxopHble faHHble Ans OLEHKM OOMKHbI ObITb MONyYeHbl OT BNagenbLeB 1 nonb3oBaTene akTneos. Crneum-
anucT(bl), NpoBOAALMNA(ME) aHanmM3 pUcka, JOIMKEH(OOMKHbI) COCTaBUTb NepeyeHb akTUBOB; NPY 3TOM cnegyeT
3anpocuTb COAENCTBUE NIL, HENOCPEACTBEHHO 3aHNMaOLLIMXCH NNaHMpOBaHWEM AeN0BON AeATENBHOCTU, hn-
HaHcaMu, MHCPOPMaLMOHHBLIMM CUCTEMaMM U OPYTMMM COOTBETCTBYIOLLMMM HAaNpPaBneHSMM LENOBON aKTUBHOCTU
ONnsa onpefeneHns LLEHHOCTU KaXaoro U3 aktMBoB. [onyyeHHble JaHHbIE COOTHOCAT CO CTOMMOCTBHO CO34aHNA U
obcnyknBaHWS akT1Ba, a Takke C BO3MOXHOCTBIO HEraTMBHOIMO BO34ENCTBUSA Ha AENOBYH0 AeATENbHOCTb, CBA3aH-
HOTO C HapyLLEeHeM KOH(pMAEHUMAaNbHOCTU, LLENOCTHOCTU, 4OCTYMHOCTU, JOCTOBEPHOCTU M HAAEXHOCTU MHAOP-
MaLumn. MioeHTMnLMpoBaHHbIe akTVBbI ABNSOTCSA LIEHHOCTLIO 4151 opraHusaummn. OgHako HEBO3MOXKHO Henocpe-
CTBEHHO onpeaennTb (MHAHCOBYH CTOMMOCTb KaX4oro u3 Hux. Heobxoanmo Takke onpegenutb LEHHOCTb Unn
CTeneHb BaXKHOCTM aKTUBA 1151 OpraHmn3auum B HEKOMMEPYECKOM AeATenbHOCTU. B npoTMBHOM cryvae byaet
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TPYOHO onpedenuTb ypoBEHb HEOOX0AMMOW 3aLLMThl 1 0O BbEM CPeACTB, KOTOPbIE OpPraHM3aLmun CrneayeT N3pacxo-
[0BaTb Ha MPUHSTUE Mep 3aLLmMThl. [IpMepoM LiKarnbl OLEHOK MOXET ObITb OnpeAeneHne ypoBHS LIEHHOCTM Kak
KHU3KUAY», KCPEOHUN» UNN «BLICOKUIA» UK, C BoMbLUEN CTENEHBIO AeTanu3aumu, «NPeHestPEXXUMO Marblny, KHA3-
Knit», «CpedHUN», «BbICOKUIN», KO4YEHb BLICOKUIY.

Bonee nogpoBHO 0 BO3MOXHbIX YPOBHSIX U LLIKariax OLLEHKM, KOTOPbIE MOTYT ObITb MCMOMb30BaHbI NPY OLEH-
Ke LeHHOCTU aKTMBOB, OCHOBbIBasICb Ha OLiEHKE BO3MOXHOTO yulepba, cM. npunoxenne B. HesaBrcmumo ot nc-
Nonb3yeMoM LLKarbl OLLEHOK, B X04e NpOoBeAeHUs OLEHKN HeobXxoauMo paccMOTPETb Npobnembl, CBSA3aHHbIE C
YPOBHEM BO3MOXHOTO yLLiepba, NPUYMHOM KOTOPOTo MOXKET ObITh:

- HapyLLIEHVEe 3aKoHOOATENBCTBA /MMM TEXHUYECKMX HOPM;

- CHIDKEHWE YPOBHS AEIT0BOW aKTUBHOCTY;

- noTeps/yxyaLweHue penytauuu;

- HapyLUeHWe KOHMAEHUMANbHOCTU TIMYHON MHbopMaLmu;

- BO3HUKHOBEHMWE Yrpo3bl IMYHONM 6e30nacHoCTY;

- HebnaronpusiTHbIE NOCNEACTBUS OEATENBHOCTY NPaBOOXPaHUTENBHBIX OPraHoB;

- HapyLLEeHMe KOH(MAEHUMANBbHOCTM B KOMMEPYECKNX BOMPOCAX;

- HapyLLeHue 06LLLEeCTBEHHOIO NOPSAAKa;

- oUHaHCOBbIE NOTEPW;

- nepebow B BbINMOSTHEHWM AEN0BbIX ONepaumn;

- yrpo3a 3Kosiormyeckoro yuepba.

Kaxgas opraHm3aums MOXeT BblABUHYTb Takke COOCTBEHHbIE KPUTEPUN OLIEHKU, UCXOAS N3 BaXKHOCTU KOH-
KpeTHbIX Npobriem Ansi CBoel AeN0BON AeATENBLHOCTM; 3TW KpUTEPUU CrieayeT AONONMHUTL KpUTEPUSMA, NPUBEOEH-
HbIMK B Npunoxexumn B. Kpome Toro, opraHmsaumsi 4omKHa yCTaHOBUTb COBCTBEHHbIE FpaHnLbl Ans yuepOos.,
onpeaensieMbIX Kak «HU3KUE» U «BbICOKME». Tak Hanpumep, UHaHCOBBIN yLLePO, kaTacTpoUYeCKM BLICOKUIA ANt
HebOonbLUIO KOMMNaHUN, MOXET ObITb HU3KUM U NPEHEBPEXNMO MarbIM Ans KPYMHOW KOMMNaHU.

Ha aTow ctagum npouecca OLeHKM cregyeT Nog4YepKHYTb, YTO METOA OLIEHKM A0MMKeH obecneynBath Mosny-
YeHue He TOMNbKO KONMUYECTBEHHbIX, HO M Ka4E€CTBEHHBIX OLIEHOK — TaM, e Nnosny4yeHne KornmyeCTBEHHbIX OLEHOK
HEBO3MOXHO (Hanpumep BO3MOXXHOCTb OLIEHKM CTOMMOCTM NOTEPU XKU3HU NINW AeNOoBoW penyTaumm). Vicnonbaye-
Masi LLIKaria OLEHOK JOMKHa ObITb CHabXeHa COOTBETCTBYHOLLMMU MOSICHEHNSIMU.

CnepyeT Takke BbISiBUTb BUAbI 3aBMCUMOCTU OJHUX aKTUBOB OT APYTUX, MOCKOSbKY HanMymMe Taknux BUaoB
3aBMCUMOCTEIN MOXET OKa3aTb BMMSIHME Ha OLEHKY aKTUBOB. Hanpumep kKoH1aeHUnanbHOCTb AaHHbIX AOIDKHA
BbITb 06ecneyveHa Ha NPOTSHKEHUN BCEro NpoLiecca nx obpaboTku, T. e. HeobxoauMocTb obecrneyeHunss GesonacHo-
CTK nporpamm o6paboTKM AaHHbIX crieqyeT HanpsiMyto COOTHECTU C YPOBHEM LLEHHOCTU KOH(PMAEHUNANBbHOCTH
obpabaTbiBaeMbIx aHHbIX. Kpome Toro, ecnv aenosast AeaTenbHOCTb 3aBUCUT OT LIENTOCTHOCTY BbipabaTbiBaeMbiX
NporpamMmmow JaHHbIX, TO BXOAHbIE JaHHbIE At 3TOW NPOorpaMmbl JOSMKHbI UMETb COOTBETCTBYIOLLYHO CTENEHb
HagexHocTu. bonee Toro, LenocTHOCTb MHopMaLumn byaeT onpeaensaTbCa Ka4eCTBOM annapaTHbIX CPeAcTB 1
nporpamMmmHoro obecneyeHnsi, UCNornb3yemMblX Ans ee XpaHeHns n 06paboTku. YHKLMOHUMPOBaHME annapaTHbIX
cpencTs byOeT Takke 3aBMUCETb OT KAYECTBA SHEPrOCHAOXEHMS 1, BO3MOXHO, OT paboTbl CUCTEM KOHAMLMOHUPO-
BaHWsA Bo3gyxa. Takum ob6pa3oM, AaHHble O 3aBUCUMOCTSIX, CYLLECTBYIOLUMX MEXAY OTAENbHbIMU aKkTUBaMMu,
OyayT cnoco6CcTBOBaTH MAEHTUMMKALIMN HEKOTOPBIX BUAOB YIPO3 U ONpeaeneHmnto KOHKPETHbIX YSI3BUMOCTEN, a
NCMNONb30BaHWe AaHHbIX O 3aBUCMMOCTSAX AACT YBEPEHHOCTb B TOM, HYTO aKTVBbI OLl€HEHbl B COOTBETCTBUM C UX
peanbHOW LLIEHHOCTBIO (C YY4ETOM CYLLECTBYHOLLUX B3aMMO3aBMCUMOCTEN) N ypoBEHb Be3onacHOCTU BblOpaH 060-
CHOBaHHO.

YPOBHM LIEHHOCTW aKTUBOB, OT KOTOPbIX 3aBUCAT ApYrue akTvBbl, MOryT OblTb U3MEHEHbI B CNIeAYHOLLMX
cnyJasx:

- €CN1 YPOBHM LLIEHHOCTM 3aBUCKMbIX aKTUBOB (HanpyMMep AaHHbIX) HUXE UM paBHbl YPOBHIO LLEHHOCTM
paccmaTprBaeMOoro akTvea (HanpymMep NPorpaMmMHoro obecneyeHns), To 3TOT yPOBEHb OCTAHETCS NMPEXHUM;

- €CIN YPOBHU LIEHHOCTM 3aBUCHMBbIX aKTUBOB (HanprMep AaHHbIX) BbILe, TO YPOBEHb LIEHHOCTU paccMaTpu-
BaeMOro akTuBa (HanpvmMep NporpamMmmMHOro obecneyeHust) He06X0AMMO NOBbLICUTL C YYETOM:

YPOBHS COOTBETCTBYIOLLEN 3aBUCUMOCTH,

YPOBHEWN LLIEeHHOCTM OPYTnX akTUBOB.

OpraHusauusi MoOXeT MMeTb B CBOEM PacnopsKEHUN HEKOTOPbIE MHOTOKPaTHO MCMNOMb3yeMble aKTWBbI, Ha-
npuMep KoMum Nporpamm CUCTEM NPOrpamMMHOro obecrneveH1s Unmn nepcoHarnbHble KOMMNbOTEPbI, NOA0BHbIE UC-
nonb3yoLWmMMest B 6OMNbLUNHCTBE yupexaeHuin. OTo He06X0AMMO YUUTbIBATL NPY NPOBEAEHNM OLLEHKN aKTUBOB.
C 04HOW CTOPOHbI, KONWUW MPOrpaMM U T. A. B XOAE OLLEHKM Nerko ynycTuTb U3 Buay, U N03ToMy crieqyeT no3abo-
TUTbCS1 O TOM, YTOObI Y4ECTb MX BCE; C APYrON CTOPOHbI, NX HANNYUE MOXKET CHU3UTb OCTPOTY Npobrembl 4OCTYN-
HOCTW MHchopMaLmW.
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KoHe4YHbIM pe3ynsTaTom AaHHOro 3Tana ABnseTcs COCTaBeHNe NePeYHs akTUBOB U X OLLEeHKa C y4eTOM
Takux nokasaTernen, Kak packpbiTre MHopMaLum (CoOXpaHeHne KOHpMaEHLUMANbHOCTH), USMEHEHWE AaHHbIX (CO-
XpaHeHWe LieNoCTHOCTU), HEBO3MOXHOCTb JOCTyNa U paspyLlueHne nHpopmaumm (CokpalleHme OCTYMHOCTM)
1 CTOUMOCTb 3aMEHbI.

9.3.4 OueHka yrpos

Yrposa (moTeHumanbHas BO3MOXHOCTb HEBriaronpraTHOro BO3AencTBUs ) obriagaeT cnocoOHOCTBIO HAHOCUTD
yepb cucteme MHPOPMaLMOHHBIX TEXHOMOMMI 1 ee akTuBam. Ecniv aTa yrposa peanmayeTcs, OHa MOXET B3aumo-
OENCTBOBATh C CUCTEMOW M BbI3BaTb HEXENAaTENbHbIE MHUMAEHTHI, OKa3blBaloLLye HebnaronpmaTHoe BO3OeNCTBME
Ha cucTeMy. B OCHOBe yrpo3 MOXeT nexaTtb Kak MPUPOAHbIN, Tak U YENOBEYECKNA (DaKTOpP; OHW MOTYT pearnv3oBbl-
BaTbCS CNy4anHO 1Ny NpegHaMmepeHHo. VICTOYHUKM Kak CryYanHbIX, Tak U MpegHaMepeHHbIX Yrpo3 OOMKHbI ObITb
NOEHTUDMLMPOBAaHbBI, @ BEPOSITHOCTb UX peanu3aummn — oueHeHa. BaxkHo He ynycTuTb U3 By HU OAHOW BO3MOX-
HOW yrpo3bl, TaK Kak B pe3yrsrare BO3MOXHO HapyLUeHne OyHKLMOHUPOBaHWS UM MOSIBIIEHNE YSA3BUMOCTEN CUC-
TeMbl obecneyeHus: 6e30MacHOCTM MHGPOPMALIMOHHBIX TEXHOMOTUIA.

McxoagHble AaHHble NS OLEHKM yrpo3 criegyeT nofydatb OT BriagesnbLeB Uiv Nonb30oBaTerien akTneos,
crnyalumx OTAEeNoB KagpoB, CeLManmncToB rno pa3paboTke 06opyaoBaHUS M MHOPMAaLMOHHBIM TEXHOSOMMSAM,
a Takke vy, OTBEeYaloLLMX 3a peanv3aumio 3alMTHBIX Mep B opraHnsaumu. [pyrme opraHu3aumm, Hanpumep
deaeparnbHoe NpaBUTENBCTBO M MECTHbIE OPraHbl BIlacTU, Takke MOMyT Oka3aTb MOMOLLIb MPY NPOBEAEHNM OLIEHKN
yrpo3, HanpymMep NPegoCTaBUTbL HEOOXOAMMbIE CTAaTUCTUYECKUE AaHHbIE. [1one3HbIM MOXET ObITb MCNONb30BaHME
nepeyvHs Hamboree YacTo BCTPEYaoLLMXCS Yrpo3 (MPUMepbl TUMUYHBIX BMAOB YrpoO3 NpuBeAEHbl B MPUITOXKe-
Huu C). Take NonesHo UCMOoNb30BaHME KaTanoros yrpo3 (HaMbonee COOTBETCTBYIOLLMX HYXAaM KOHKPETHOM opra-
HM3aLUMM U BUOY ee AeNOoBON OEATENbHOCTU), TaK Kak HA OOUH NepeYeHb He MOXKET ObITb 4OCTATOYHO MNOJSTHbIM.
Hwxe npvBeaeHbl HEkOTOpble Hanbonee YacTo BCTpeYatoLMeCs BapuaHTbl yrpos:

- OLUMOKN 1 yNyLLEEHNS];

- MOLLEHHMNYECTBO 1 Kpaxa;

- Cny4au BpeauTenbCTBa CO CTOPOHbI epcoHana;

- yXyOLWeEHMEe COCTOSIHMSA MaTepuarnbHOM YacTun U HPPACTPYKTYpbl;

- IporpamMmmHoe obecrneveHne XxakepoB, HanpUuMep UMUTaLMs EeACTBUN 3aKOHHOTO NONb30BaTens;

- NporpaMMHoe obecneveHne, HapyLuatoLLiee HopMaribHy paboTy CUCTEMBI;

- MPOMBILLIFTEHHbIV LLMNOHAX.

Mpu ncnonb3oBaHUM MaTepuanos KaTanoros yrpo3 unm pesynsTaToB paHee NpoBOAMBLLMXCS OLIEHOK YTpo3
crnegyet UMETb B BUAY, YTO Yrpo3bl MOCTOSIHHO MEHSAIOTCS, 0COBEHHO B CryYae CMEHbI OpraHu3aLmen 4ernoBom
HanpaBneHHOCTN UITN MHPOPMALIMOHHBIX TEXHOSTOMMI. Hanprmep, koMmnbloTepHble Bupycbl 90-x rogoB npeacras-
NS0T ropasgo 6onee cepbe3Hyo Yrpo3dy, YeM KOMMbIOTEPHbIE BUPYChl 80-X. HY)KHO Takke OTMETUTb, YTO crea-
CTBMEM BHELPEHMS TaKUX MEP 3aLLUTbI, KaK aHTUBUPYCHbIE NPOrpaMmbl, BEPOSITHO, ABISETCA MOCTOSIHHOE MosiB-
NeHne HOBbIX BMPYCOB, HE NOAAALLNXCS BO3AENCTBUIO AENCTBYIOLLNX aHTUBUPYCHBIX MPOrpamm.

Mocne naeHTndukaumm MCTOYHKKA yYrpo3 (KTO 1 YTO SABMSETCS MPUYMHON YTPo3bl) M 00 bEeKTa yrpo3bl (Kakomn
13 3NIEMEHTOB C1CTEMbI MOXET MOABEPrHYTLCHA BO3AENCTBUIO YrPO3bl) HEOOXOOUMO OLEHUTL BEPOSTHOCTE peanm-
3aumm yrposbl. [py aToM crnegyeT yuuTbiBaTh:

- 4acToTy MOSABMNEHUS Yrpo3bl (Kak 4YacToO OHa MOXET BO3HUKaTb COMMAcHO CTaTUCTUYECKUM, OMbITHBIM U
OPYrMM JaHHbIM), ECIY UMEIOTCS COOTBETCTBYHOLLIME CTaTUCTUYECKUE U ApYrve MaTepuansl;

- MOTMBaUMIO, BO3MOXHOCTU U PEeCYpChbl, HEOOXOAUMBIE NOTEHLMANBHOMY HapYLLUMTENO Y, BO3MOXHO,
WUMEIOLLIMECS B EI0 PACMOPSKEHWUM; CTEMNEHb NPUBIEKATENTBHOCTU U YA3BUMOCTU aKTUBOB CUCTEMbI MHOPMAaLMOH-
HbIX TEXHOJTOTMI C TOYKM 3PEHUS BO3MOXXHOIO HAPYLUMTENS M UCTOYHMKA YMbILLIEHHON Yrpo3bl;

- reorpadpmyeckue hakTopbl — TaKkMe Kak Harunyme nobrnmaocT XMMUYECKX Nnn HedpTenepepabaTtbiBaroLLMX
npeanpuaTii, BO3MOXHOCTb BO3HUKHOBEHMS 9KCTPEMasibHbIX MOroAHbIX YCIOBUIA, a Takke hakTopoB, KOTopble
MOTYT BbI3BaTb OLUMOKM y NEpCOHana, BbIxo U3 CTpos 000pya0BaHNS U NOCAYXUTb MPUYNHON peanv3auum cry-
YanHOW yrpo3bl.

B 3aBucumocTy oT Tpebyemor TOHHOCTU aHanM3a MoOXeT BO3HUKHYTb HEOOXOAMMOCTb pPa3AennTb akTVBbl Ha
OTAENbHbIE KOMMOHEHTbI Y pacCMaTpMBaTh YrPO3bl OTHOCUTENBHO 3TUX KOMMOHEHTOB. Hanpymep, 0gHUM U3 Taknx
aKTMBOB MOXHO CUMTaTb aKT1B, 0603HAaYEHHbIN KaK «LieHTparbHble cepBepbl 0OCIY>KMBaHUSA AaHHbIX», HO ECINN
3TV cepBepbl PacnosioKeHbl B pa3finyHbIX reorpadmyeckmnx Toukax, To 3TOT akTMB HeobxoanMo pasaennTb Ha
«LeHTpanbHbIN cepBep 1» 1 «LeHTparbHbI CepBep 2», MOCKOSbKY Arsi CEpBEPOB OAHMW Yrpo3bl MOMYT pasnunyaTtb-
Cs1 M0 XapaKTepy OnacHOCTU, a Apyrne — Mo CTeneHn onacHoCcTU. Takum o6pa3omM akTuB, BKIOYaOLWMIA B cebs
nporpammHoe obecnedeHne nog obbeaNHEHHBIM Ha3BaHNEM «MPUKITagHOE NporpaMMHOe obecneveHmey, 3aTem
MOXXHO pa3buTb Ha ABa nnu 6oree anemeHTa «NpPUKIIaaHoro NporpaMmmMmHoro obecneveHus». Hanpumep, cogepxa-

51773 15



roCT P ACO/MIK TO 13335-3—2007

LM JaHHblE aKTUB, BHavane 0603Ha4YeHHbIN Kak «4oCke Ha NPeCTYNHUKOBY, pa3buBatoT Ha ABa: «TEKCT AoChbe Ha
NPECTYMHUKOBY» N «1M300pasuTenbHast MHPOpPMaLust K 4OCbE Ha MPECTYMHMKOBY.

lMocrne 3aBepLUEeHUsI OLIEHKM YTPO3 COCTaBMNAT NepeyeHb AEHTUULMPOBAHHBIX YIPO3, aKTUBOB UK rpynmn
aKTUBOB, MOABEPKEHHbLIX 3TUM Yrpo3amMm, a Takke onpeaensitoT CTeNeHb BEPOSTHOCTY peanusaumm yrpos ¢ pa3ous-
KOW Ha rpynnbl BbICOKOW, CpeaHEN U HU3KOW BEPOATHOCTM.

9.3.5 OueHKa yaA3BUMOCTH

OTOT BUA OLEHKM NpefnonaraeT aeHTUMUKaLMIO YA3BUMOCTEN OKpPYXatoLLIen cpedbl, OpraHn3auum, npo-
ueayp, nepcoHana, MeHeKMeHTa, adMUHUCTpaLMK, annapaTHbIX CPEACTB, MporpamMmMHOro obecneyeHns unu an-
napaTtypa CBsi3u1, KOTOPble MOrM Bbl BbITb NCMONb30BaHbI UCTOMHMKOM Yrpo3 Ans HaHeceHus yuepba akTmeam 1
[OEenoBov 4eATEeNbHOCTY OpraHn3aLmum, OCyLLECTBIIIEMON C MX UCNonb3oBaHueM. Camo no cebe Hanuuue ysa3su-
MOCTeW He HaHOCUT yLlepba, NOCKONbKY ANs 3TOro Heob6XoANMO Hanu4mMe CooTBETCTBYHOLLEN yrpo3sbl. Hannuve
YSI3BUMOCTU MPY OTCYTCTBUM TAKOW Yrpo3bl HE TPEDYET NPUMEHEHMS 3aLLUTHBIX MEP, HO YA3BMMOCTb JOMKHA ObITb
3adpmKcnpoBaHa 1 B fanbHenwem npoBepeHa Ha cnydvan nsmeHeHus cutyauun. Cnegyet oTMETUTb, YTO HEKOP-
PEKTHO MCMOSb3YOLLMECH, a TakKe HEMPaBUITbHO (PYHKLIMOHUPYHOLLIME 3aLLUTHBIE Mepbl 6E30MACHOCTM MOTYT CaMm
no ce6e cTaTb UCTOYHMKaMU NOSIBIIEHMS YS3BMMOCTEN.

MoHATME «YA3BUMOCTb» MOXHO OTHECTU K CBOMCTBAM UNn aTpubyTam akTuBa, KOTopble MOryT UCMONb30-
BaTbCS UHbIM 06Pa30M MK A1 HbIX LieNen, Yem Te, 411 KOTOpbIX MpruobpeTarcs nnv n3rotaBnmuBasncs AaHHbIN
aKkTuB. Hanpumep, 0OA4HNM N3 CBOMCTB 3MNEKTPUYECKM CTUpaeMoro nepenporpammmpyemMoro NoCTOAHHOro YCTPOK-
ctBa (OCIIN3Y) siBnseTcs To, YTO XpaHsLLasics B HEM MHopMaLmMs MOXET ObITb CTepTa Ui 3aMeHeHa (O4HO
13 CBOMCTB KOHCTPYKUMK OCIM3Y). OgHako HanmMume Takoro CBOMCTBA O3HAYaAET Takke BO3MOXHOCTb HECaHK-
LMOHMPOBAHHOIO YHUUYTOXEHUSA MHAdOpMaL MK, xpaHswencs Ha SCIM3Y, 1. e. Mbl UMeeM 4eno ¢ BO3MOXXHOMW
YSI3BMMOCTbHO.

B npouecce oueHKn yS3BUMOCTU MPOUCXOANT NAEHTUDMKALMS YA3BUMOCTEN, B KOTOPLIX MOTyT ObITb peanu-
30BaHbl BO3MOXHbIE YTpO3bl, @ TaKKe OLIeHKa BEPOSTHOIO YPOBHS CriabocTy, T. €. NerkocTu peannaaumm yrposbl.
Hanpumep, oTaenbHbIe BUObI aKTUBOB MOXHO MNErko NpoAaTh, CKPbITb UK NepeMecTUTs — 3TU X CBOMCTBA MOTyT
ObITb CBA3aHbI C HANMYNEM YA3BUMOCTU. ICXOaHbIE OaHHbIE O OLEHKW YA3BUMOCTY AOIPKHbI ObITh NOSTyYeHbl OT
BMnafenbLEeB UK NONb3oBaTeNen akTnea, CrneumuanucToB No 06CnyKnBaLLUM YCTPONCTBAM, 3KCMEPTOB MO Npo-
rpaMMHbLIM M annapaTtHbIM cpeacTBamM CMCTEM MHADOPMaLMOHHBLIX TEXHOMOMMIA. NMpumepamMm ya3sBumMocTen MoryT
ObITb:

- HesalWuLLeHHbIe nogcoeanHeHns (Hanpumep kK IHTepHeTy);

- HEKBanM1UMpPOBaHHbIE NOMb30BaTeNy;

- HeNpaBuWIbHbLIN BbIGOP M UCMONb3oBaHWeE Napons 4OCTyna;

- OTCYTCTBUE AOIMKHOIrO KOHTPOMS AOCTYNA (FTOrMyeckoro n/mnv pmanyeckoro);

- OTCYTCTBME pe3epBHbIX KON MHOPMALMOHHBIX AaHHbBIX UMM MPOrpaMMHOro obecneyeHuss;

- pacnonoXxeHne pecypcoB B paloHax, MoABEPKEHHbIX 3aTOMNNEHUIO.

Mpumepbl Opyrnx oOLmX yA3BMMOCTEN NpuUBEAEHbI B Mpunoxexun D.

BakHO OLEHWTb, HACKOSLKO BEMNKWKa CTENEeHb YA3BUMOCTM UITN HACKOMNBKO NErko ee MOXHO NCMOoNb30BaTh.
CreneHb ya3BMMOCTU CrieyeT OLEHMBATb MO OTHOLLEHMIO K KaXKOOW Yrpo3e, KoTopasi MOXXET UCTOSb30BaTh 3Ty
YS13BMMOCTb B KOHKPETHOWM cuTyaumu. Hanpumep, cucteMa MoXeT oka3aTbCH YyS3BUMOM K Yrpo3e HenerarbHOro
NPOHWUKHOBEHWS NPU NAEHTUdMKaLMN NONb30BaTENS U HECaHKLMOHNPOBaHHOMO UCMONb30BaHKs pecypcos. C oa-
HOW CTOPOHbI, CTENEHb YS3BUMOCTY MO OTHOLLEHMIO K HENeransHOMY MPOHMKHOBEHWIO MPY MOEHTUMKALMN NOMb30-
BaTenst MOXeT ObITb BbICOKOW B CBSI3U C OTCYTCTBUEM ayTeHTUdukaumm nons3osatenen. C opyron CTOPOHbI CTe-
NeHb YSI3BUMOCTM MO OTHOLLEHMWIO K HECAHKLNOHMPOBaHHOMY MCMOMNb30BaHMIO PECYPCOB MOXET ObITb HU3KOW,
MOCKObKY Aae Npu OTCYTCTBUU ayTeHTUMKaLmm nonb3oBaTenen cnocobbl HECaHKLMOHNPOBaHHOMO UCMOMNbL30-
BaHUsi pECYpPCOB OrpaHNYEHBI.

Mocne 3aBepLUEHNS OLIEHKM YA3BUMOCTEN JOIMKEH ObITb COCTaBMNEH NepeYveHb YA3BUMOCTEN U NpoBeAeHa
OLiEeHKa CTeneHy BEPOSTHOCTU BO3MOXHOW peanu3aumm oTMEeYEHHbIX YA3BMMOCTEN, HanpuMep «BbICOKasay», «cpea-
HSS1» UMK KHU3Kas».

9.3.6 UgeHTUdUKauusa cywecTByOLWUX/NNIAHUPYEMbIX 3aLUTHLIX Mep

Vcnonb3oBaHne naeHTUnumMpoBaHHbIX MOCIE PACCMOTPEHNS pe3yrbTaToB aHanMaa pucka 3almTHbIX Mep
OOMKHO NPOBOAUTLCS C YHETOM YXKe CYLLEeCTBYOLWMX UK NNaHUPYEMbIX 3alUMTHBIX Mep. [JencTByowme nnm
nnaHnpyemble 3aLlnTHbIe Mepbl AOMKHBI BbITb YacTblo 0bLLero npouecca, Bo n3bexaHne He Bbl3biBaeMbIX HEO6-
XOOMMOCTbIO 3aTpart Tpyda U cpeacTs, T. . AybnvpoBaHus 3awutHbIX mep. Kpome Toro, ncnonb3oBaHve gen-
CTBYIOLLMX UNW MIaHNPYEMbIX 3aLUUTHBIX MEP MOXET NPOUCXoAUTb Be3 AomkHOro o6ocHoBaHuS. B atom crnyyae
HeobXoaMMO NPOBEPUTD, CrieayeT N 3aMeHUTb Mepbl obecneyeHns 6e30nacHOCTM HOBbIMU, Gonee 060CHOBaH-
HbIMU, UM COXPaHUTb NPEXHWE (Hanpumep no 3KOHOMUYECKNM COOBPaKEHMSAM).
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Kpome Toro, He06x04MMO NPOBECTU JOMONTHUTENBHYHO NPOBEPKY C TEM, YTOOLI ONpeaennTb, ABMASHOTCH Nn
3alLMTHbIE Mepbl 6e3onacHOCTH, BbiIOpaHHLIE MOCe NPoBeAEHMS aHanu3a pucka (cMm. 9.4), COBMECTUMbBIMU C
OENCTBYIOLLMMM U MIaHMpyeMbIMM MepamMm 6e30MacHOCTMU (T. €. BbibpaHHbIe 1 AENCTBYOLLIME Mepbl 6e3onacHoc-
TW He JOMKHbI MPOTMBOPEYUTL APYT APYTY).

B npouecce ngeHTugrkaumm yxxe 4eNCTBYOLWMNX 3aLLMTHBIX Mep 6e30nacHOCTM HEOOXOAMMO NPOBEPUTD,
npaBUIIbHO N OHW hYHKLMOHMPYIOT. ECnv npegnonaraeTcs, YTo kakoe-To CpeCcTBO 3aLLMTHON Mepbl 6e30nacHo-
CTU PYHKUMOHMPYET NpaBUbHO, OAHAKO 3TO He MOATBEPXKAAETCS B NPOLIECCe OCYLLECTBMNEHMS AeNOBbIX onepa-
LMIA, TO OYHKLUMOHNPOBAHME Ero MOXET CTaTb UCTOYHUKOM BO3MOXXHOW YS3BUMOCTH.

Mo pesynkTatam NpoBeAeHNs AEHTU(MKALIMN 3aLLMTHBLIX MEP COCTaBISOT NepeYveHb AENCTBYOLIMX U Nia-
HMpYEMBbIX 3aLLUUTHBIX Mep 6e30MacHOCTY C yKa3aHMeM cTaTyca Ux peanvsaumm U UCNosib30BaHus.

9.3.7 OueHKa pUCKoOB

Llenbto gaHHoro atana siBnsieTcs naeHTUUKaLUms U oLleHKa pUCKOB, KOTOPbLIM MOABEPralTCcsa paccMaTpu-
BaemMas cmcremMa MHOPMAaLIMOHHBIX TEXHONOMMI U €€ aKTVBbI C TEM, YTOObI UOEHTUMMLMPOBATL M BbIOpaTh NOAX0-
Asme n obocHoBaHHbIE 3alLnTHbLIE Mepbl Be3onacHocTu. BennunHa prcka onpeaenseTca LEeHHOCTbIO NoaBep-
raloLLMXCH PUCKY aKTUBOB, BEPOSTHOCTBIO peanvaawmm yrpos, CnocobHbIX Oka3aTb HeraTMBHOE BO3OENCTBME Ha
OENOBYH0 aKTUBHOCTb, BO3MOXHOCTLIO MCMONb30BaHWS YSI3BUMOCTEN MOEHTUMULIMPOBAHHLIMW YTpo3amMu, a Takke
HanMuMem OeNCTBYIOLLMX MW NITAHUPYEMbIX 3aLLMTHBLIX Mep, UCMOSb30BaHNE KOTOPbIX MOFO Obl CHU3NUTL YpO-
BEHb pu1cKa.

CyLLecTBYIOT pasnmyHble cnocobbl y4eTa Takmx hakTopoB (aKTUBbI, YTPo3bl, yS3BMMOCTM), HANPUMEP, MOX-
HO 00bEANHWTB OLIEHKM pUCKa, CBA3aHHbIE C akTUBaMM, YI3BMMOCTAMMU 1 yrpo3amu, 4518 TOro, YToObl MONyYnTb
OLLeHKM N3MepeHnsi obLLEero ypoBHs pucka. PasnnyHble BapuaHTbl NoAxoaa K aHanunay pucka, OCHOBaHHbIE Ha
NCMONb30BaHUM OLIEHOK, MOMYYEHHbIX 115 aKTUBOB, YA3BUMOCTEN M Yrpo3, CM. NpunoxeHue E.

BHe 3aBMCMMOCTM OT NCMOMb30BaHHOIO Cnocoba OLEHKN U3MEPEHUS PUCKA PE3YNLTaTOM OLIEHKN Npexae
BCEro AOMKHO CTaTb COCTaBMNEHME NEPEYHSI OLleHEHHbIX PUCKOB 4151 KaXKA0ro BO3MOXHOTO Crydasi packpbITus,
N3MEHEHWS], OfPaHNYEHNS OOCTYMHOCTU 1 paspyLUeHNs nHopMaLMmM B pacCcmMaTprBaeMow cucteme MHopmaum-
OHHBIX TEXHONOMMIN. CoCTaBNEHHbIN NepeYeHb OLIEHEHHbLIX PUCKOB 3aTEM MCMOSb3YOT NPY MaeHTUMKaLmMmn pmc-
KOB, Ha KOTOpble criegyeT obpallatb BHUMaHME B NepBY0 o4epeb Npu BbiGope 3almTHbIX Mep. MeTof oueHKu
PVCKOB JOMKeH ObITb MOBTOPSIEMbBIM 1 MPOCIIEXMBAEMBIM.

Kak y>xe rosopunoch BbiLLe (cM. 9.3), 4ns yCKOpeHust BCeEX Uiy OTAENbHbIX 311IEMEHTOB NpoLecca aHanusa
pyCKa MOTYT UCMOMb30BaTbCS PasfnvyHble aBTOMaTU3NPOBaHHbIE MPOrpaMMHble cpeacTBa. Ecnv opraHusaums
PELUUT UCMONb30BaTh TakMe cpeacTBa, HE0OX0AMMO NPOCNEANTL, YTOOLI BbIDPaHHbIA NOAX04 COOTBETCTBOBAIT
MPUHATBIM B OpraHmn3aLmmn cTparermm v nonutuke 6esonacHocT MHAOPMaLIMOHHBIX TEXHONOrMIn. Kpome Toro, crie-
ayeT 0bpaTuTb 0c060e BHUMAHUE Ha NPaBUbHOCTb UCMNOSb3YEeMbIX BXOAHbIX AaHHbIX, MOCKOMbKY Ka4ecTBo pabo-
Tbl IPOrpamMMHbIX CPeACTB onpeaenseTcs Ka4eCTBOM BXOAHbIX AaHHbIX.

9.4 Bbi60Op 3aWUTHLIX Mep

[nsi CHUWXKeHUs1 OLEHEHHbIX YPOBHEN pycka 40 NpUeMneMblx HeobxoamMmMo oTobpaTh 1 ngeHTudnumnpoBaTb
nogxogsiime n obocHoBaHHbIE Mepbl 6e3onacHocTu. [nsg npaBunbHOCTM BbiGopa HEOOXOAMMO NPUHSITH BO BHU-
MaHUWe Hanuyve SencTBYHOLLMX UMW 3anfiaHMPOBaHHbLIX Mep 6e30nacHOCTH, CTPYKTYpY obecneveHns 6esonacHoc-
TV MHCPOPMALMOHHLIX TEXHONOMIN U HANMYNe orpaHnYeHnin pasnuyHoro Tuna (cm. 9.3.6, 9.4.2 1 9.4.3). ononHu-
TenbHble pekoMeHaaumm Mo Bbloopy 3almTHbIX Mep — B cootBeTcTBMM ¢ ICO/M3K TO 13335-4.

9.4.1 OnpegeneHuve 3aWMUTHLIX Mep

PesynbraTthl OLLEHKM YPOBHS pyvcKa, NPOBEAEHHOW Ha npeaplaylieM atane (cm. 9.3), AOMKHbI NCMONb30-
BaTbCsl B KAYECTBE OCHOBbI AN MOEHTUMMKALUN 3aLLMTHBIX Mep, HeobxoanMbIX Ans AOMKHOro obecneyeHms
6e30MacHOCTU CUCTEMBI.

[ns Boibopa 3alwMTHBIX Mep, obecneunBaroLLmMx 3PMEKTUBHYIO 3aLLUTY NPU HEKOTOPBIX YPOBHSIX PUCKa,
HeobXoAMMO pacCMOTPETL pe3ynbTaThl aHanm3a pucka. Hannuve ysisBUMOCTM K onpeneneHHbIM Buaam yrpos
MO3BOMSIET ONpPEeaenuTb, rae 1 B Kakon hopme HeoOXoaMMO UCTONb30BaHME JOMOTHUTENBHBLIX MEP 3aLLMTHI.

Bo3MOXHbI Takke ansTepHaTUBHbLIE BapuUaHTbl UCMONb30BaHMSA 3aLUTHBLIX Mep, BbIGOP KOTOPbLIX NPOM3BO-
OVTCH MCXOAst U3 CTOMMOCTM PACCMOTPEHHbIX 3aLLMTHBIX Mep. OBnacTb MCNoNb30BaHUs 3aLUTHBIX MEP BKITHOYaeT
B cebs:

- PU3NYECKYIO OKPYXKaIOLLLYO cpeay;

- obcnyxvBaroLwmii nepcoHarn;

- aAMUHUCTPALMIO;

- annapaTHble cpeacTBa/NporpammHoe obecrneyveHme;

- cpeacTBa obecneyeHns CBA3N (KOMMYHMKaLMK).
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[encTytoLLme 1 3aniaHMpoBaHHbIE Mepbl 3aLLMTbl 0€30MacHOCTM CriedyeT pacCMOTPETb MOBTOPHO C TOYKM
3pPEHUS UX CPaBHUTESTBHON CTOMMOCTU (C Y4ETOM CTOMMOCTM OBCIYXMBaHWS) U MPUHSITL peLleHne 06 NX HEBKITHO-
YeHUn (Mnn oTKa3e OT X peanuaaummn) unn gopaboTke, ecriv OHWM HeAOCTAaTOUHO 3pdeKTUBHLI. CreqyeT OTMETUTD,
YTO MHOrAA yaaneHue HeJoCTaTO4HO 3P EKTUBHBIX AEACTBYHOLNX 3aLUTHBIX Mep 06XoanTCs OPOXKe, YEM UX
NCMosib30BaHUe 1 NPUHATMUE OOMNOSNTHUTENbHLIX 3aLLUTHLIX Mep (B criyvae HeobxoammocTun). Bo3amMoxHbI Takke
cny4dau, korga oencTeme 3almUTHBIX Mep MOXET ObITb pacnpoCTpaHEHO Ha akTUBLI, HAXOASLLIMECS BHE YCTaHOB-
NEHHbIX rpaHunL, paccMoTpeHus (cm. 9.3.1).

[nsa naoeHTndrKaumm 3aamTHBIX Mep Nosie3HO PAaCCMOTPETL YSI3BUMOCTU CUCTEMBI, TPEDYIOLLIME 3aLLMTbI, U
BMAbI YTPO3, KOTOPbIE MOMYT peanun3oBaTbCs MPU HaNMYMM 3TUX ysi3BMMOCTen. CyLLECTBYHOT CriegyHoLLMe BO3MOX-
HOCTW CHUXKEHUS YPOBHS pycKa:

- n3beraTb p1CKa;

- YCTYNUTb PUCK (HAanpumep, NyTeM CTPaxoBKW);

- CHMU3UTb YPOBEHb YIpo3;

- CHU3NTb CTEMEHDb YS3BUMOCTU cucTembl UT;

- CHU3UTb BO3MOXXHOCTb BO30ENCTBUS HEXXEeNaTeNbHbIX COObITUI;

- OTCrEeXMBaTh NOSABIIEHNE HEXeNaTeNbHbIX COOLITUI, pearMpoBaTth Ha UX NOSABIIEHUE U YCTPaHATb UX NO-
cnencTeus.

Kakasi n3 aTx BO3MOXXHOCTEN (M UX COYEeTaHME) OKaXkeTcst Hambornee NpuemMnemon Anst KOHKpeTHOM opra-
HU3aUMK1, 3aBUCUT OT KOHKPETHBLIX 00CTOATENBLCTB. CyLLIECTBEHHYIO MOMOLLIL MOXET OKa3aTb TakkKe UCMONb3oBa-
HWe CnpaBOYHbIX MaTepmanoB (KaTanoros) Mo 3aWwuTHBIM MepamM 6esonacHocTu. OgHaKO NPy UCMOSNb30BaHUN
3aLLMTHBIX Mep, BbIGpaHHLIX Mo KaTtarnory, Heobxoaumo nx gopaboTtaTtk ¢ TeM, YTOObI OHM COOTBETCTBOBAsM CrieLm-
dunyeckmm TpeboBaHMAM opraHu3aLmnn.

[pyrm BakHbIM acneKkToM BblGopa 3alLUTHBbIX Mep SBMSTCS SKOHOMUYECKne coobpaxeHus. He cnepyet
peKoMeHO0BaTb MCMONb30BaHME 3aLLMTHBIX Mep, CTOMMOCTb peanusawumm 1 SKCnyaTaumm KOTopbIX NpeBbiLlana
Obl CTOMMOCTb 3alUMLLI@EMbIX aKTMBOB. Takke HepauMoHarnbHO peKOMeHA0BaTh UCMOSb30BaHME 3aLLUMUTHBLIX Mep,
CTOMMOCTb KOTOPbIX NPEBbLILLAET OIOMKET TOM OpraHn3aumu, rae npegronaraercs Ux ucrnonb3oBanune. OgHako
cneayet ¢ 605bLLIO OCTOPOXXHOCTLIO MOAXOAMTD K CryvasiM, Korga ua-3a orpaHM4YeHHOCTH BrogpkeTa NpUXoanTes
YMEHbLLUATb YNCIIO U CHKaTb KA4YeCTBO peanmayemMblx 3alUTHBIX Mep, MOCKOSbKY 3TO nogpa3yMeBaeT BO3-
MOXXHOCTb 60os1Iee BbICOKOrO, YEM MIIaHMPOBAIIOCh, YPOBHS pucka. MpuHATLIN Bo4KeT opraHM3aumm Ha 3aluTHbIE
Mepbl A0IMKEH C OCTOPOXXHOCTbIO MCMOSb30BaTLCS B KAYECTBE OrpaHMYMBaIOLLENO 3aTpaThl hakTopa.

B cnyyae, ecnu ans obecneveHns 6€30nacHOCTU CUCTEMbI MH(POPMALIMOHHBIX TEXHOMOMMI MCMONb3yeTCst
©0a30BbLIN NoAxoa, BbIOOP 3aLLUTHLIX MEP CpaBHUTENBHO NPOCT. CnpaBoYHble MaTepuarnb! (katanoru) rno 3awmT-
HbIM Mepam 6e3onacHoCTY NpeanaratoT Habop 3aLUMUTHBIX Mep, CMIOCOBHbIX 3aLLUTUTL CUCTEMY UHGOPMALIMOHHBIX
TEXHOMNOrMM oT Hanbonee YacTo BCTPeUaoLLMXCHA BUOOB Yrpo3. B aToM crnyyae pekoMeHaoyeMble KaTarnorom Mepbil
obecneyeHus 6e30MacHOCTM CneayeT CPaBHUTL C YKe OENCTBYIOLLIMMM UM 3amnSlaHMPOBaHHLIMU, @ YNTOMSIHYThIE B
KaTanore Mepbl (OTCYTCTBYIOLLME UMM NPUMEHEHME KOTOPbIX HE MNaHMpyeTcs) AOMKHbI COCTaBUTb NepeYveHb 3a-
LLMTHBIX Mep, KOTOpble HEOOXOAMMO peann3oBaTb A1 obecrneveHnsa 6a3oBoro ypoBHs 6e30nacHOCTU.

BbI60p 3aLLMTHBIX Mep OOSMKEH BCeraa BKnoyaTh B ce09 KOMOMHALMIO OpraHN3aLMOHHBIX (HE TEXHUYECKUX)
N TEXHNYECKNX Mep 3aLLMTbl. B kauecTBe opraHM3aumMoHHbIX paccMaTpuUBaloTCs Mepbl, obecnevmBatome pusm-
YeCKyto, MepCoHarnbHYyH U agMUHUCTPATMBHYIO 6e30MacHOCTb.

3awuTHble Mepbl Ang duanyeckon 6e3onacHOCTU BKoYatoT B cebs obecnedeHne NpoYHOCTM BHYTPEHHNX
CTEH 30aHNIA, UCMONb30BaHME KOAOBbIX ABEPHbIX 3aMKOB, CUCTEM NMOXAPOTYLUEHMS U OXpaHHLIX crny6. Obecne-
YyeHue Be3onacHOCTM NepcoHana Bkno4vaeT B cebsi NpoBepKy Nnuu, Nnpy npueme Ha paboTty (0COBEHHO L, HaHK-
MaIOLLIMXCA Ha BaXKHbIE C TOUYKW 3peHnsi obecrnedeHns 6e30nacHOCTV A0MKHOCTH), KOHTPOIb 3a paboToln nepcoHa-
nawu peanu3aumio NporpaMmm 3HaHUS U MOHUMaHUS Mep 3aLUNThI.

AamuHucTpaTmBHasn 6e30nacHOCTb BKITtoYaeT B cebs 6e3onacHble crnocobbl BeaeHUs AoKyMEHTaLUum, Hanu-
une MeToLOoB pa3paboTKku N MPUHATMSA NPUKNagHbIX MPorpamMM, a Takke npoueayp 06paboTkM MHUMOEHTOB B Crly-
Yyasx HapyLleHust cuctem 6esonacHocTu. [pu Takom cnocobe obecneveHnsa 6e€30NacHOCTU OYEHb BaXKHO, YTOObI
[0S KaXkaom cucTeMbl Obina paspaboTaHa cucteMa BeieHMs 4EN0OBOM AeATENbHOCTM OpraHM3aumm, npegycMaTpu-
BaloLLlasi B TOM YMCIEe BO3MOXHOCTb NOSIBIIEHUSA HENPEeABUAEHHbIX 06CTOATENLCTB (NIMKBMAALMIO NOCNEACTBUI
HapyLLeHnsi cucteM 6e30MacHOCTI) 1 BKITKoYatoLwas B cebsi COOTBETCTBYHOLLYIO CTpaTEro U niaH (nnatbi). MNnax
[OOIMKEH coaepkaTb NoApOoOHbIE CBEAEHNSI O BAXKHENLLIMX OYHKLMSIX U NPUOPUTETaX, NMOANEXaLLUMX BOCCTaHOBIe-
HUI0, HEOBXOAMMBIX YCNoBUsX 06paboTkm MHdOpMaLmm 1 crnocobax opraHnsaumm, KOTopble HE0H6Xo0AMMO OCyLLe-
CTBNSATb B Crly4ae aBapvm UM BpeMEHHOTo NpeKpaLleHns paboTbl cucteMbl. [naH gormkeH cogepkaTtb nepeYveHb
LLaroB, KOTopble cneayeT NpeanpuHATb Ans obecneyeHns 6e30nacHOCTU BaxkHenLLen MHopmMaumn, noanexa-
Len obpaboTke, He NpekpaLlas Npu 3ToM BeAeHWs OpraHu3aumen 4enoBbiX ornepaumi.
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TexHu4eckne Mepbl 3aLLmnThbl NpegycMaTpUBaIoT 3alLuUTy annapaTtHbIX CpeacTB U NporpaMMHoro obecneye-
HUKSA, @ Takke cucTeM CBA3N. [1pr aTOM BbIOOP 3aLLUTHBIX MEP MPOBOAST B COOTBETCTBUM C MX CTENEHBIO prcKa Ans
obecneyeHns PyHKLNOHANBHON NPUrogHOCTU U HAAEXHOW cucteMbl 6e3onacHoCTU. PyHKUMOHaNbHas npuroa-
HOCTb C1CTEMbI JOIDKHA BKIOYaTh B cebs1, Hanpnmep NpoBeAeHne MOEHTUMMKALUN U ayTEHTUGMKALMN NONb30Ba-
Tens, BbIMNOHEHWE TpeboBaHUM NOMMYECKOro KOHTPOMS 4omnycka, obecnedyeHne Be4eHWS KOHTPOSBHOIO XKypHana
N PErMCTPaLMIO NPOUCXOASALLMX B cucTeMe Be3onacHoCTU cobbITuin, 0becneveHme 6esonacHoCcTy nyTem obpaTHo-
ro BbI30Ba 3arpaLlvBatoLLLEro, onpeaerneHme NoanmMHHOCTM CoOoOLEeHNI, LindpoBaHue nHdopMaumm n T. 4. Tpebo-
BaHWS K HAOEXHOCTU cucTeM 6e30MacHOCTM ONPEAENSAOT YPOBEHb A0BEPUS, HEOOXOAMMBIV NMPU OCYLLIECTBIIEHWN
dyHKUMI 6e3onacHOCTU, N TEM CaMbIM ONPEAENSOT BUAbl MPOBEPOK, TECTUPOBaHUS 6€30NacHOCTU U T. 4., obec-
neyvMBaloLLMX NOATBEPKAEHME 3TOro ypOoBHS. [py NPUHATUM pelueHns 06 NCnonb30BaHUM AOMOMHUTENBHOTO Ha-
BGopa opraHn3aLMOHHbIX M TEXHUYECKNX 3aLLMTHBIX Mep MOTyT ObITb BbIOpaHbI pa3Hble BapuaHTbl BbINOMHEHNS
TpeboBaHui K obecrneveHnto TexHudeckonm besonacHocTu. CrnegyeT onpefenutb CTPYKTYPY TEXHUYECKOW
6e3onacHOCTW ANs KaXX40ro U3 AaHHbIX BapnaHToOB, C MOMOLLIbIO KOTOPOM MOXHO MOMyYMTb OOMOSTHUTENbHOE
noATBEpXAeHUe NPaBUbHOCTM MOCTPOEHUS CUCTEMBI BE30MacHOCTU 1 BO3MOXHOCTM €€ peanusauny Ha 3afaH-
HOM TEXHONOTMYECKOM YPOBHE.

OpraHusauus MOXeT BbIbpaTh NPYMEHEHNE NPOAYKLUN 1 CUCTEM, MPOLLEALLNX OLIEHKY, B KQYeCTBE OQHOIO
13 cnocoboB peLleHns 3a4a4mn OKOHYATENBHOrO NOCTPOEHUS cucTembl 6e3onacHocTu. MNMpodyKumen n CMCTeEMON,
MPOLUEALLMMU OLIEHKY, CYHUTAKOTCS TE, UCTbITAHMS KOTOPbIX MPOBOAUINMCH TPETHEN CTOPOHOW. OTOW TPETLEN CTOPO-
HOW MOXeT ObITb Apyroe noapasaesieHne TOoW e opraH1u3aumnm Unm HesaBrMcuMasi opraHm3aLusi, Creumuanmanpyo-
LLLlasic Ha OLEeHKe NPOoAYKLUUM N/unu cuctem. MicnblTaHsa MOryT NpOBOAMTBLCSA HAa COOTBETCTBUE HAabopy 3apaHee
YCTaHOBJIEHHbIX KPUTEPUEB OLIEHKU, KOTOPbIE (POPMYTINPYHOTCSH, UCXOAS U3 OCODEHHOCTEN CO34aBaeMOi cncte-
Mbl; B TO )X€ BPEMSI MOXKET CyLLIEeCTBOBaTb 0O600LLIEHHBIV HAOOP KPUTEPUEB OLIEHKM, COOTBETCTBYHOLLIMX Pa3fTNYHbLIM
cuTtyauusam. Kputepum oLeHkn NpoayKLmMm MoryT onpeaenstb TpeboBaHus K (OyHKLMOHANBHOCTM UM HageXHOC-
TV NpoAaykuum n cucteM. CyLecTByeT HECKOINBbKO CXEM OLIEHKM Ka4eCcTBa NpoayKLUM, MHOMME N3 HUX DOPMUPYHOT-
Cs1 MO 3aKady NPaBUTENbCTBEHHBIX CNYX0 M MeXAyHapoAHbIX OpraHM3auui no ctaHgaptmsauun. OpraHnsauus
MOXET NPUHATb peLleHne 06 NCMoNb30BaHMN NPOAYKLMU /UM CUCTEM, NPOLLEALLIMX OLEHKY, ecrnv en TpebyeTcs
YBEPEHHOCTb B TOM, YTO NPOAYKUMsi OTBeYaeT TpeboBaHWNSM K YHKLUMOHANbLHOCTU, U HEOOXOAMMBI rapaHTUK TOY-
HOCTU 1 MOMNHOTbI peanM3aumm 3reMeHTOB (PyHKLMOHANbHOCTN MPOAYKUMN 1 cucTeMm. B kayecTBe ansrepHaTuBbI
NCMONb30BaHUIO OLIEHEHHOW NPOAYKLIMU MPOBOAAT LieneBble NpaKTU4eckne UcnbiTaHs NpoayKumm Ha 6esonac-
HOCTb, MOMNOXMTENbHbIE PE3YrbTaThl KOTOPbIX MOTYT AaTh YBEPEHHOCTb B Ka4eCTBe 1 6e30nacHOCTM NoCcTaBrsie-
MO NpOAYKUMN.

B npouecce BbiGopa 3aLMTHLIX Mep, NpeanaraeMbiX 4 peanvs3aumnm, Heo6X0AMMO YYUTLIBaTL PSA hakTo-
pOB, TaKMX Kak:

- BOCTYMHOCTb MCMOSIb30BaHNS 3aLLUTHBIX Mep;

- MPO3pPaYHOCTb 3aLLMTHBIX MEp Arsi NoNb30BaTerns;

- B KaKou Mepe 1CMNornb30BaHe 3aLlUTHbBIX Mep MOMOraeT Nonb30BaTeNto peLlaTh CBOU 3a4auu;

- OTHOCUTErNbHas HAAEXHOCTb (CTOMKOCTb) CUCTEMbI Be3onacHOCTY;

- BMAb! BbINOMHSAEMbIX (DYHKLUA — NpegynpexaeHne, caepxusaHme, obHapyXeHne, BOCCTaHOBIEHMWE, UC-
npaBfieHne, MOHUTOPUHI U OOMEH MHOpMaLEN.

OO6bIYHO 3aWUTHBIE MEPbI NpeaHa3HaYeHbl 4115 BbINOMHEHMWS TOSNTbKO HEKOTOPbIX U3 Y1CIa NEPEYNCTIEHHBIX
BbiLLe yHKUMI (Hem BonbLue, TeM nyyie). [Npyn paccMoTpeHun cuctemsl 6e30NacHOCTY B LieoM nnm Habopa
NCMOSb3YyEMbIX 3aLUUTHBIX Mep CriefyeT YCTaHOBUTb (ECNW BO3MOXHO) HEOOXOAMMbIE MPOMNOPLIMN MEXAY BUAaMU
YHKLMIA, YTO NO3BONUT 06ecneyvmnTb 6onbLLYH A(EKTUBHOCTL N AENCTBEHHOCTL CUCTEMBI 0BecneyeHust 6eso-
nacHocT B LenomM. MoxeT notpeboBaTbCs NpoBedeHne aHan13a peHTabensHOCTM Uiy aHanu3a KOMNPOMMUCCHOMO
peLleHns (MeTo4 CpaBHEHUS BO3MOXHbIX anbTepHaTMBHBIX BApMaHTOB C MCNONb30BaHNEM Habopa KpuTepues,
KaXKOOMY M3 KOTOPbIX NPMOAETCH CBOE 3HAYEHME BECOBOIO KOI(hULIMEHTA B 3aBUCMMOCTM OT €r0 OTHOCUTENBHON
Ba>KHOCTV MPUMEHUTENBHO K ONpeaeneHHon cutyaumm).

9.4.2 CtpyKkTypa 6e30nacHOCTM MHPOPMALUOHHBLIX TEXHOOrNMN

CtpykTypa 6e30nacHOCTM MHPOPMALIMOHHBIX TEXHOMNOMIA OTpaxaeT npoLiecc obecneveHus TpebosaHun 6e-
30MacHOCTU A5 OTAENbHOM CUCTEMbI MHOPMALIMOHHBLIX TEXHOSOMMI Kak YacTy O6LLEel CTPYKTYpbI cucTemsl. Mo-
3TOMY TaK Ba)kHO pacCCMOTPEHME CTPYKTypbl 06ecnedeHnst 6e3onacHOCTU MHPOPMAaLIMOHHBIX TEXHOMNOIUIA B Npo-
Lecce BblIbopa 3aLUUTHBIX Mep.

CrtpykTypa 6e30nacHOCTM MHHOPMALIMOHHBIX TEXHOMOMIA MOXET MCNOMb30BaThCs NPU pa3paboTKe HOBbIX
cuUcTeM, a Takke Npy BHECEHUM CYLLLECTBEHHbIX UIBMEHEHUN B CYLLLECTBYOLLME CUCTEMBI. [laHHasi CTpyKTypa oc-
HOBbIBAETCS Ha pesynsratax aHanmsa pucka nnm 6asoBoro noaxoaa, AorpkHa yumTbiBaTb TpeboBaHMA k obecneve-

6—1773 19



roCT P ACO/MIK TO 13335-3—2007

HMO 6e30MaCHOCTU U Ha X OCHOBE pa3paboTaTtb HAbop TEXHUYECKNX Mep 3aLmUThbl Mo obecneveHnto 6e3onacHo-
CTu cucteM. B psge cnydaes, ecnv N3MeHeHNsi BHOCST B CYLLIECTBYHOLLME CUCTEMBI, HEKOTOPbIE TpeboBaHUS
MOTyT ObITb B hopme crneumndUnyecknx 3amUTHbIX Mep, KOTOPbIE AOMKHbI ObITb NCMOMNBb30BaHbI.

B cTpykType 6e3onacHOCT! MH(DOPMAaLMOHHBIX TEXHOMOMMIN 0cob0e BHMMaHNe yaensitoT TEXHUYECKNM 3a-
LWMTHBIM Mepam No obecneveHno 6e30NacHOCTU N AOCTUXKEHUIO C UX MOMOLLIbHO Lienen 6e30nacHOCTY; Npy 3TOM
crnegyeT NpMHMMaTh BO BHUMaHUE Takke COOTBETCTBYHOLLME HETEXHUYECKME cpeacTBa obecneveHns 6esonacHo-
CTU. XOTHA CTPyKTypa 6e30MacHOCTM MOXET ObITb MOCTPOEHA HA OCHOBE NCMOSb30BaHWS psaa pPa3nnyHbIX NOAXO0-
[OOB M NepcneKkTyB, crieayeT Bceraa yunTbiBaTb cneayowmn yHaaMmeHTanbHbIn NPUHLMIM €€ NOCTPOEHNS: HENMb3S
Jonyckarb HebriaronpuaTHoe BO3AencTBMe NpobrnemMbl obecneveHrs 6e30nacHOCTY B npegeriax yHUKanbHOM 30HbI
©e3onacHOCT (30HbI C OAMHAKOBBLIMU UITN CXOXNMK TPeOOBaHUsIMM K obecneyeHunto 6e30nacHOCTU U CpeacTBaM
ee 3awmTbl) Ha obecneyeHne 6e3onacHOCTU B Apyrom OTAeNbHOW 30He Ge3onacHocTu. CTpykTypa be3onacHocTu
WMHGOPMAaLIMOHHbBIX TEXHOSTOMMN OObIYHO BKIMOYaEeT B ceds oaHy unm 6onee 30H 6e3onacHocTy. 3oHbl 6e3onacHoc-
TV JOIMKHBI COOTBETCTBOBATL OONACcTAM AeN0BOM OEATENBHOCTY OpraHm3auun. 3Tu obnactv AenoBor AesTenbHo-
CTW MOTYT COOTBETCTBOBATh PYHKLMOHANBHBIM CEKTOPaM OTAENbHbIX BUAOB AENOBON OEATENBHOCTM OpraHn3a-
LMK, TaKUM KaK Bbirniata 3apaboTHOM nnatbl, TPOM3BOACTBO NPOAYKLIMY MW OBCINY>KMBaHNE NOKynaTenen, Unm oHu
MOTyT COOTBETCTBOBaTb PYHKLMOHANbHBIM CEKTOPaM TaKUX BUAOB AEATENBHOCTM, KaK 0B6CIy>KMBaHME 3IIEKTPOH-
HOW NOYTbI UITN BbINMOSTHEHWE KOHTOPCKMNX OnepaLmn.

B 3aBMCUMOCTM OT HaNU4Ms OOQHOIO UMM HECKONBKNX NMPU3HAKOB CYLLLECTBYIOT pa3fnyHble TUnbl 30H 6e30-
nacHocTu. lNMpumepamun NpU3HaKkoB MOTYT ObITb:

- YPOBHU, KaTeropum unm sugsl UHopMaLmm, AOCTYMNHbIE B Npedenax 30Hbl 6e3onacHocTy;

- orepauum, KoTopble MOryT NPOXOAWTb B Npeaenax 30Hbl 6e30NacHOCTY;

- 06beaMHEHMS Mo HTepecaMm, accoumnpyeMble ¢ 30HOM 6e30nacHoCTY;

- OTHOLLUEHUS K APYrMM 30HaMm 6e30nacHOCTU 1 OKPYXKatloLLUM UX cpeaam;

- BUAbI PYHKLMI UK OCTYN K MHOpMaLMy, KOTOpble MOryT 3anpalunBaTe 00beaAnHEHNS N0 UHTEpPecam
BHYTPM 30HbI 6E30MacHOCTH.

Mpun nocTpoeHnn CTpyKTypbl obecneveHns 6e30nacHOCTU MHPOPMaLMOHHBIX TEXHOMNOrMN Heobxoanmo
TaKke y4mTbiBaTh Criegyome npobnemMbi:

- B3aMMOOTHOLLEHUS 1 B3aMMO3aBUCUMOCTU MEXAY OTAENbHbIMU 30HaMu 6e30MacHOCTY;

- ponb (UK y4acTne) B3aMMOOTHOLLEHWUI U B3aUMO3aBNCMMOCTEN B CHUXKEHUM KavecTBa ycryr no obecne-
YeHuo 6e30nacHoOCTy;

- HE06XOAMMOCTb OpraHM3aLmMn JOMONMHUTENBHBIX YCIYT UK NPUHATUS AOMNONHUTENBHBIX MEP 3aLUmTbl Ans
ncnpaeneHunsi, KOHTPOIS NN HeJoNyLLEHNS CNyYaeB CHMKEHUS KadecTBa YCnyr.

CTtpykTypa 6e30nacHOCTV MH(POPMALIMOHHBLIX TEXHOSTOMMI He CyLLecTBYeT cama rno cebe, Ho onupaeTcs Ha
coaepxaHve Apyrmx AOKYMEHTOB Mo MHPOPMaLMOHHBIM TEXHOMOMMSAM 1 COrnacoBbIBaeTcs ¢ HUMu. Hambonee
Ba>KHbIMW U3 3TVMX JOKYMEHTOB SIBMSIOTCS CTPYKTYpa CUCTEMbI MHDOPMALMOHHBIX TEXHOSTOMIA U CTPYKTYPbI APYIX
COOTBETCTBYIOLLMX CUCTEM (annapaTtHble CPeacTBa, CpeacTBa CBA3W U NpuknagHble nporpaMmmel). CTpykTypa be-
30MacHOCTN MHADOPMALIMOHHBIX TEXHOMNOMMI HE AO0MKHa coaepxaTb NONHOro onucanns cuctemol VT, a Tonbko
onncaHme TEXHNYECKMUX BONPOCOB U AEMEHTOB, KacatoLwmxcs obecnedeHns 6esonacHoCcTU. HazHavyeHne aTom
CTPYKTYpbl COCTOUT B TOM, YTOObI CBECTU K MUHUMYMY Cily4aun HebnaronpmsaTHOro BO3AENCTBMS Ha Nonb3oBaTte-
nen, obecnevmBas Npy1 3TOM ONTUMarbHY BHYTPEHHIOK 3aLLmMTy MHAPacTpyKTypbl cuctem UT.

K cTpykType 6e3onacHOCTv MHPOPMAaLMOHHBLIX TEXHOITOMN UMEET OTHOLLEHNE MHOXECTBO APYrMX JOKYMEH-
TOB UMW OHa MOXET HaXOAMTLCS B MOAYNHEHHOM MOSOXEHMM NO OTHOLLEHWNIO K HUM. K Yncny Taknx AOKYMEHTOB
OTHOCATCS:

- NIpoeKT 6e30MacHOCTU MHGPOPMALIMOHHBIX TEXHOMOMNIA;

- paboyas koHuenumsa 6e3onacHOCTU MHPOPMALIMOHHBLIX TEXHOITOMNIA;

- riaH 6e3onacHOCTV MHADOPMALIMOHHBLIX TEXHOSTOMUIA;

- onuTHKa 6e30MacHOCTU CUCTEMBI MHOPMALIMOHHBIX TEXHOOMMN;

- AOKYMEHTbI N0 cepTUdMKaLMM U akkpeaUTaLmMm CUCTEMbI MHZOPMALIMOHHBIX TEXHONOMI (B CrydYae HeobXo-
ONMOCTW).

9.4.3 UpeHTUMKaLMA N aHanNU3 orpaHUYeHUn

Ha BbIGOp Mep 3amnThbl BAMSIOT MHOTUE OFPaHNYeHns. ST OrpaHnYeHns Heo6Xo4MMO NPUHMMATL BO BHU-
MaHve Npu pa3paboTke u peanusaumu pekoMeHgauui. K TunnyHbIM orpaHu4eHnsM OTHOCAT:

- OrpaHNYeHNsi MO BPEMEHW.

MoxeT cyLecTBoBaTb MHOXXECTBO BUAOB OrpaHM4eHui no BpeMeHu. Hanpumep, nepsbin BUO — 3awutHas
Mepa 6esonacHoCTV — OSKeH ObITb peanv3oBaH B Npeaernax nepyuoga BpeMeHu, NpuemMnemMoro ans pykosos-
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CTBa opraHusauun. Bropor Bua orpaHnyeHust o BpeMeHN — peanmnsaumns KOHKPETHOW 3aLmMTHOM Mepbl Ge3onac-
HOCTW B Npeenax >XM3HEHHOIro Cpoka COOTBETCTBYHOLLIEN CUCTEMBI. TPETbUM BUAOM OrpaHNYeHUs No BpeMeH
MOXET ObITb ANIMTENBHOCTL Nepuoaa BpeMeHn, He06XOAMMOro pyKoBOACTBY OpraHM3aunm AN NpUHATUS peLue-
HWS O TOM, CTOUT N 1 Aanblue NoABepraTb CUCTEMY Yrpo3am Hanm4uus KOHKPETHOMO PUCKa;

- (hmHaHCOBbIE OrpaHuyeHus.

CToMmOCTb peanusauumn pekoMeHAYyEMbIX Mep 3aLUTbl HEe AOMMKHA NpeBbiwaTh LEHHOCTN akTUBOB, ANs
©e30MacHOCTN KOTOPbIX OHY NpeaHa3Ha4YeHbl. Heobxoaumo caenaTh Bce BO3MOXHOE, YTOObI He BbIATK 3a npeae-
bl BblAEMNEHHbIX Ha 3T LieNM accurHoBaHuin. OHaKo B psae crny4vaeB AOCTKEHNE He0bBX0aMMOro YpoBHS 6e30-
NMacHOCTU N MPUEMIIEMOrO YPOBHS prCKa MOXET OKa3aTbCsl HEBO3MOXHbLIM B npeAenax nogobHbIX PrHaHCOBbLIX
orpaHundeHuin. B 3Tom cny4vae Bbixom, U3 CIIOXMUBLLENCS CUTyaLmn NPEAOCTaBNSETCA Ha YCMOTPEHME pyKOBOACTBA
opraHM3aumu;

- TEXHUYECKME OrpaHUYEHusI.

TexHn4eckme Npobrnembl, HAaNPUMeEP COBMECTUMOCTbL MPOrpaMM UM annapaTtHbIX CPeACTB, NTErko paspeLua-
I0TCH, ecnn yaenuTb UM cepbe3HOe BHIUMaHVE B npoLiecce Bbibopa cpeacTs 3awmtbl. Kpome Toro, npu peanusa-
LUK pa3paboTaHHbIX paHee 3aLUTHBIX Mep NPUMEHUTENBHO K CYLLLECTBYIOLLIMM CUCTEMaM 4acTO BO3HMKalOT
3aTpyaHEeHWs1, CBA3aHHbIE C TEXHUYECKUMM OrpaHmnyeHnsmMu. Hanuume nogobHbIX 3aTpyaHEHU MOTYT Nnepemec-
TUTb HaNPaBNEHHOCTb (MePEeCMOTP Bbibopa) 3aLLUTHBIX MEP B CTOPOHY OpraHn3aumMOHHbIX U hr3nyeckux cnocobon
3aLUNTHI;

- coumonornyeckmne orpaHM4eHus.

OcobeHHOCTU COLMONOrMYECKMX OrpaHUYEHI NMpK BbIBope 3alUTHLIX MEP MOTYT 3aBMCETb OT TOTO, O KaKoW
CTpaHe, oTpacnu, opraHM3auum Unmn gaxe otTaene opraHusauumn naet peds. STUMN OrpaHNYEHNSIMU HEMNb3st Npe-
HebperaTb, NOCKObKY 3dEKTUBHOCTb NCMOSIb30BaHNSA MHOMMX TEXHUYECKMX 3aLUTHBLIX MEP 3aBUCUT OT aKTUB-
HOW Noaaep Kkn NX COTPyAHMKaMM opraHmM3aumn. Ecrnv coTpygHUKU HE MOHMMAaOT HEOOXOAMMOCTM TakUX Mep Unm
He CYMTaloT NX NpUEMMEMbIMU MO MOpasibHbIM COODPaXKeHsIM, TO CyLLIeCTBYeT BonbLuas BEpOSITHOCTb TOrO, YTO
€O BpemeHeM 3¢pheKTMBHOCTb 3aLLUMUTHBLIX Mep OyaeT CHUXKaTbCS;

- OFpaHUYEHNST OKPY>KaOLLIEN cpeabl.

Ha BbIOOp 3aLUMTHBIX MEP MOTYT BITUSATb TAKKE U 3KOrornyeckue haktopbl, HanpUMep npuneratoLwme Teppu-
TOPUK, SKCTPEMaIbHbIE NMPUPOAHLIE YCIOBMS!, COCTOSIHNE OKpYXKatoLen cpebl U NpUreratLwmnx ropoackux Tep-
pUTOPUA U T. A.;

- NpaBOBblE OrPaHNYEHMUS.

[MpaBoBble orpaHU4eHusl, HaNnpUMep YCTaHOBMNEHHbIE 3aKOHOAATENBLCTBOM TpeboBaHWs O 3aLUmTe NUYHOM
MHdOpMAaLIMK UN CTaTbU YrorIOBHOMO KOAEKCA, KacatoLmecs 00paboTkm MHpopMaLmm, MOTyT MOBMMATL Ha BbIOOP
Mep 3aLUUTbI. 3aKOHbI 1 HOPMATMBbI, HE MMEIOLLIME NMPSIMOrO OTHOLLEHUS K 3aLUmTe MHGOPMALIMOHHBLIX TEXHOSOMMHN,
Hanpumep TpeboBaHUA NPOTUBONOXAPHOM BE30MaCHOCTM U CTaTby TPYAOBOrO 3aKOHOAATENLCTBA, MOTYT Takke
MOBMUATL Ha BbIGOP Mep 3aLLUTbI.

9.5 NMpuemMneMocTb pUCKOB

Mocne BbiGopa 3aWUTHBIX Mep N AEHTUMNKALIMM CHDKEHUS YPOBHS pycKa B peayrnbraTte NpUMeHeHNs 3a-
LWNTHBIX Mep Bceraa byayT UMeTb MeCTO OCTaTOuHbIE PUCKU, MOCKOSbKY CUCTEMA HE MOXET ObITb abCONOTHO
Ge3onacHon. 3T 0CTaTOYHbIE PUCKUN AOMMKHbI OLlEHMBATBLCS OpraHM3aLmen Kak npuemMrieMble Uk Henpuemsemble.
Takasi oLieHKa MOXeT ObITb OCYLLECTBIIEHA MYyTEM PACCMOTPEHNSI NOTEHLMArbHBIX HEONaronpUATHLIX BO3OENCTBUN
Ha ccepy 4enoBon AeATENBHOCTU, KOTOpPbIe MOrYT BbITh Bbi3BaHbl OCTaTOYHbIMU pyckamn. O4eBUOHO, YTO
CyLLIECTBOBaHWE HeMpueMrieMbIX PUCKOB HENb3si onyckaTb 0e3 ganbHenwero nx obecyxaeHnsi. Heobxogumo
yrnpaBieH4yeckoe peLleHne o0 JONYCTUMOCTU TakuX PUCKOB B CBSI3U C UMEIOLLIMMNCS OrpaHudeHusaMu (Hanpumep
no 3aTpaTam CpeACTB UIM HEBO3MOXXHOCTW NpeaynpexaeHnsi pUCKoB — nageHne camosieToB Ha 30aHns unm
3eMneTPACEHS; TEM He MeHee NinaHbl BOCCTaHOBUTESbHbLIX PaboT Ha cryvan NoaobHbIX kKaTacTpod MoryT ObiTh
NOAroToBMNEHbI) NIM60 HeobXoaMMO NPeayCMOTPETb AOMONHUTENBHbIE U, BO3MOXHO, JOPOrocTosALLME MEPbI 3aLLim-
Tbl 4J151 CHUXKEHUST YPOBHSI HENPUEMSIEMbIX PUCKOB.

9.6 Nonutuka 6e3onacHOCTU CUCTEM MH(POPMALIMOHHLIX TEXHOSOrUMn

B nokymeHTe, oTpaxkatoLeM NoriMTuKy 6€30rnacHOCTM CUCTEMbI MHOPMALIMOHHBLIX TEXHOITOMMIA, OIMKHO CO-
aepxatbcs NoapobHOe onMcaHue NpMMeHsIEMbIX 3aLLMTHBIX Mep ¢ 060CHOBaHUEM ux HeobxoaumocTu. icnonb-
30BaHUE NMPUMEHSIEMbIX 3aLUTHBLIX MEP AOIMKHO ObITb ONMCaHO B ninaHe 6e30nacHOCTM MHPOPMaLNOHHbBIX TEXHO-
Torn.

MHorue cuctembl MHPOPMAaLIMOHHBIX TEXHOMOMNIA HYXXAatoTcs B COGCTBEHHOM NonuTuke 6esonacHocTyH, no-
CTPOEHHOW Ha OCHOBE PaCcCMOTPEHUs pe3yrnkraToB aHanmaa puckoB. OBbIYHO 3TO CNpaBeanBo Mo OTHOLLEHMIO K
KpYNHbBIM 1 CIIOXHBIM cucTemam. MNonutuka 6e3onacHOCTU cUCTeMbl MHGOPMALIMOHHBIX TEXHOMOMMIN JOMKHA ObIThb
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COBMECTUMOW C NONUTMKON 6e30MacHOCTY MHPOPMAaLMOHHBIX TEXHOMOMMIA — MEXOY HAMMW He cregyeT AonyckaTb
pacxoxaeHui. MNonutrka 6e3o0nacHOCTU CUCTEMbI MH(POPMALIMOHHBLIX TEXHOSOMMIA A0MKHA ObITh HAaNpaBneHa Ha
BOMNpOCHI 6oree HM3KOro ypoBHS, YeM NonmTHka 6e30nacHOCTM MHPOPMAaLIMOHHBIX TEXHOMorui. NonuTtrnka 6e3o-
NaCHOCTU CUCTEMbI MHGOPMALIMOHHBIX TEXHOMOMMN 6asnpyeTcs Ha pesyrnsraTtax aHanmsa puckoB 1 onpeaeneHum
3aLUTHBIX Mep AN KOHKPETHOW CUCTEMbBI M NoJAepKUBaAETCA MepamMm 3aLLmTbl, BbIGpaHHbIMW B COOTBETCTBUN C
OLEHEHHbBIMU puckamn. 3alLMTHbIE Mepbl AOIMKHLI 0becnevnBaTh AOCTKEHME TPebyemoro ypoBHsl 6e30MacHOCTU
3aluLLaemMon CUCTEMBI.

Monutrka 6e3onacHOCTU cUCTEMbI MHOPMAaLMOHHBIX TEXHOMOMIA He AOMKHA 3aBUCETb OT NPUMEHSIEMOM
CcTpaTerMm aHanmsa pucka, a Takke A0oMmKkHa onpeaensaTs Mepbl 3aLuThbl (B TOM Y1Crie MeToabl 3aLUnTbl), He0bXxo-
OVMble Ans OCTUXKEHNst HEOBXOAMMOro ypoBHS 6e3onacHOCTM paccmaTtprBaeMom cuctemsl. MNonuTrka 6e3onac-
HOCTY CUCTEMbI MHDOPMALIMOHHBIX TEXHOSOMMI U OTHOCALLMECS K HEW BCOMOraTesibHble JOKYMEHTbI JOIKHbI
ocBelLaTh criegytoLmne npodnemsi:

- onpegeneHne cuctTembl MHPOPMALIMOHHBLIX TEXHOSOMMI, ONUcaHMe ee KOMMOHEHTOB U rpaHunL, (onucaHme
[JOMKHO OXBaTbIBaTh BCE annapaTHoe, NporpaMmHoe obecnedeHune, nepcoHan, OKpy>KaroLLyto Cpealy, a Takke Bce
BMAbl 4EATENBHOCTU — T. €. BCE, YTO B COBOKYMHOCTM ODOpasyeT OaHHY0 CUCTEMY);

- onpegerneHue Lenen busHeca, KOTopble A0MKHbI ObITb JOCTUrHYThI C MOMOLLBIO AaHHOW CUCTEMbI MHADOP-
MaLMOHHbIX TEXHOMNOIMIN, — 3TO MOXET OKa3aTb BO3AENCTBME Ha MONUTUKY 6e30nacHOCTN MHEPOPMALIMOHHBIX TEX-
HOMOTMN MPUMEHUTENBHO K AaHHOW CcUcTeMe, BbIOpaHHbIN NOAX0 K aHanmn3y pUCKOB, a Takke Ha BbIOOp 1 npuopu-
TETHOCTb OCYLLECTBIEHNS 3aLLUMTHBLIX MEp;

- onpegeneHue Lenen 6e3onacHOCT CUCTEMbI;

- onpeneneHve cteneHun odLLen 3aBUCUMOCTH OT CUCTEMbI MHPOPMALIMOHHBIX TEXHOMOIMI, T. €. HACKOMNbKO
[enoBas AeATeNbHOCTb OPraHM3aLMmn MOXET NoCTpaaaTh OT NOTEPU UMW PACKPbITUS CUCTEMBI MHOPMALMOHHBLIX
TEXHOMOMI, 3aaY, KOTopble A0IMKHA BbINOMHATb AaHHAs cucteMa MHOPMaLMOHHbBIX TEXHOSTOMMI, 1 XapakTepa
obpabatbiBaemMon MHopMaLumuy;

- onpegeneHre ypoBHS KanuTanoBNoOXeHW B MHOPMAaLIMOHHBIE TEXHOSOMMN: CTOMMOCTU pa3paboTku, noa-
OepaHus B paboveM COCTOSIHUM U 3aMeHbl KOHKPETHON CUCTEMbI MHGOOPMALIMOHHBIX TEXHOSTOMMIA, BKIOYasi pac-
XOAbl Ha NPUOBpPeTEHNE, AKCTyaTaUmo U CMEHY NMOMELLEHUS;

- onpegerneHne Noaxo4a K aHanmay puMckoB, BbIDPaHHOMO Anst KOHKPETHOW CUCTEMBbI MH(POPMAaLMOHHBIX TEX-
Homnori;

- onpegerneHne akTMBOB CUCTEMbI MH(POPMaLMOHHbIX TEXHONOMI, 3aLLMTY KOTOPbIX JOIMKHa 06ecneynTb
opraHu3aums;

- OLLEHKY YKa3aHHbIX aKkTUBOB, OMNpeaerisioLLyto, YTO NPoM30LLNo 6bl C opraHM3auuen B criyyae, ecnm atm
aKkTMBbl 6bInKM Bbl NOCTaBMEHbI NOA Yrpo3y (CTOMMOCTb XpaHsLLEecs MHGOopMaLIMn JoMmkHa ObITb OnNncaHa Ha OCHO-
BE BO3MOXHOrO HEraTMBHOrO BO3ENCTBUS Ha AENOBYI0 AeATENbHOCTb AaHHOW OpraHM3aLmm B criyvyae packpbl-
TUS, UBMEHEHWNS, NCHE3HOBEHNS UMW YHUHTOXEHUS 3TOM MHGOpMaLmm);

- OLIEHKY Yrpo3 A5 CUCTEMbI UH(POPMALIMOHHBLIX TEXHONOMMIA U XpaHsLLLeNcs MHpopMaLImMK, BKIOYas 3aBu-
CMMOCTb MeXy XapakTepucTMkaMmm akTMBOB, Yrpo3amMu U BEPOSATHOCTBIO peanu3aumnmn 3TuX yrpos;

- OLIEHKM YA3BUMOCTU CUCTEMbI MHPOPMALIMOHHBLIX TEXHOMOIMIA, BKNOYas onucaHmne cnabbiX CTOPOH cucte-
Mbl, B KOTOPbIX MOIYT peanun3oBaTbCH CyLLECTBYHOLLME Yrpo3bl;

- HanM4Me pUckoB No 6e30NacHOCTU KOHKPETHOW CUCTEMbI MHPOPMALIMOHHBLIX TEXHOOMIA, BO3HUKAOLLME
BCNeACTBUE:

BO3MOXXHbIX HEFaTUBHbIX BO34ENCTBMI Ha OEMNOBY0 AEATENBHOCTb OpraHu3auuu,

HanMums BEPOSITHOCTU peanusaLmm yrpos,

NerkocTv peanvaauum yrpo3 ysa3BnumocTew;

- NepeyeHb cpeacTs 6e3onacHOCTU, BbIbpaHHbIX AN obecneyeHnst 6e3onacHOCTV JaHHOW CUCTEMbI UHPOpP-
MaLMOHHbIX TEXHOSOMMN;

- OLIEHKM CTOMMOCTY 3aLLUTHBIX MEP MHCPOPMALIMOHHBIX TEXHOOMUIA.

Ecnu gokasaHo, 4to cuctema TpebyeT nuilb 6a30B0M 3aLLUTLI, MOXXHO NPUBECTN CBEAEHUS MO BbiLLenepe-
YMCNeHHbIM Npobremam, Aaxe ecriv B HEKOTOPbIX CIlydasix oHu OyaoyT MeHee nogpobHbIMK, YeM AN19 CUCTEM, MO
KOTOpbIM ObI1 NpOBEeAEH AeTarnbHbIN aHanmM3 PUCKOB.

9.7 NnaH 6e3onacHOCTN MH(OPMALIMOHHbLIX TEXHONOIMN

MnaH 6e3onacHOCTM MHGOPMALIMOHHBIX TEXHONOMMI NPeACTaBnseT cobon AOKYMEHT MO KoopauHaLumm Mep,
onpegensaLLmnx AencTBUs Ans obecneyeHns Heobxoanmor 6e3onacHOCTU CUCTEMbl UHGOPMALIMOHHBLIX TEXHOSTO-
. B nnaHe 6e3onacHOCTV AOMKHbI ObITb OTpaXKeHbl pe3yrbTaThl paccCMOTPeHust npobnem (cm. 9.6) n nepeyncne-
Hbl KPATKOCPOYHbIE, CPeOHECPOYHbIE U JONITOCPOYHbBIE MEPOMNPUATUS, HAaNpPaBreHHbIe HA JOCTUXKEHWE U noaaep-
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XaHne HeobX0AMMOro YpPOBHS 6e30MacHOCTY C ykazaHWeM CTOMMOCTU 3TUX MEPOMNPUSATUI U rpadhvka ux npoeeae-
Hus. MNnaH 6e3onacHOCTY MO KaXKaoW cMcTeMe MHPOPMALIMOHHBIX TEXHONOMIA JOJMKEH BKIOYaTh B Ce04:

- uernv 6e3onacHOCT MHPOPMAaLMOHHBLIX TEXHOMOMMI C TOYKM 3peHnst obecneyeHnst KoHMaeHUMansHOCTH,
LLeNOCTHOCTM, AOCTYMHOCTU, MOAOTYETHOCTU, ayTEHTUHHOCTU N HAOEXKHOCTY;

- BapyaHT aHanm3a puUcKoB, BbIOpaHHbIN 4119 KOHKPETHOM CUCTEMBI MHPOPMAaLMOHHBLIX TEXHONOMMI (CM. pas-
Aen8);

- OLLEHKY OXXMAAEeMbIX OCTaTOYHBIX U MPUEMIIEMbIX PUCKOB, KOTOpble OyayT CyLLEeCTBOBaTbL NOCHE OCyLUe-
CTBNEHNS HAMEYEHHbIX 3aLLMTHbIX Mep (cMm. 9.5);

- NepeyeHb BbIOpaHHbIX ANs NPUMEHEHUS 3aWUTHBLIX Mep (CM. 9.4), a TakkKe NnepeveHb CyLLECTBYHOLLNX 1
nnaHnpyeMbIX 3aLLMTHBIX Mep, BKITHoYasa onpegeneHune nx agekTMBHOCTY 1 yKa3aHue NoTpebHOCTH B UX COBEP-
LeHcTBoBaHUM (cM. 9.3.6 1 9.4); 3TOT BTOPOI NepeYeHb A0IMKEH BKIOYaTh B ce0s:

nocrnegoBaTenbHOCTb OCYLLECTBIIEHMS BbIOPaHHbLIX U COBEPLUEHCTBOBAHUS CYLLIECTBYHOLLMX MEP 3aLLMTHI,

onMcaHue NPakTU4EeCKOro NpMMEHeHUs BbIOPaHHbIX U CYLLECTBYIOLLIMX MEp 3aLLuThbl,

OLEHKY CTOMMOCTW YCTaHOBKM U 3KCMyaTaummn BbIOpaHHbIX Mep 3aLLmThbl,

OLEeHKY MOTPeBHOCTM B NepcoHarie Ansi 3KcryaTaummn 1 KOHTPOIS NPy OCYLLECTBIIEHUN HEOOXOOUMbIX Mep
3aWuThI;

- N0ApPOOHbIN paboymi NnaH peanusaumm BbibpaHHbIX MEP 3aLLMThI, COOEPXKALLIMNA:

nocreaoBaTeNbHOCTb BbIMOTHEHWS KOHKPETHBIX Onepauun,

rpachmk paboT, COOTBETCTBYIOLLMIA YCTAHOBIIEHHOM NOCNEA0BaTENIbHOCTY BbINOMHEHUS] ONepaLui,

CYMMBbI HEOBXOANMBIX AEHEXHBIX CPEACTB,

pacnpegerneHne ob6s3aHHOCTEN,

npoueaypbl 03HAKOMIIEHNSI M 0OyYeHUs NepcoHana, UMeLoLLLEro Aeno ¢ UHPOPMaLNOHHBIMU TEXHOMNOTUSI-
MW 1 KOHEYHbIX NMONb30oBaTeNen ¢ NPUMMEHAEMbIMU MePaMy 3aLLnThbl B LENAX NOBbILLEHUS 3P(EKTUBHOCTU X
JencTeus,

rpadouk npoLieccoB ogobpeHus (ecnm Heobxoanmo);

- rpacbmk npoueayp KOHTPOMsi CPOKOB UCTIOSTHEHUSI.

MnaH 6e3onacHOCTV MHPOPMALMOHHbBIX TEXHOSOMIA JOIMKEH COAepXXaTb ONMCaHWe CpeacTB OOCHy>KMBaHUS
ONs1 ynpaBneHus NpoLeccoM NpaBuITbHOTO BHEAPEHNSA HEOOXOAMMbIX 3aLLUUTHBIX Mep, HanpumMep MeTOA0B:

- NpecTaBneHnsi CoobLLEHMIN O COCTOSIHUM paboT;

- BbISIBIIEHWSI BO3MOXHbIX TPYOHOCTEW;

- OLIEHKM MO KaXKOOW U3 BbILLENepeYncrieHHbIX Npodrem, BKYas MeTogpl, CBA3aHHbIE C BO3MOXHbLIMU
N3MEHEHNsIMUN OTAENbHbIX YacTer nnaHa (ecnm HeobxoamMmo).

Pesynsratom gaHHoro atana (cm. 9.7) gomkeH ctaTe nnaH 6e3o0nacHoCT! MHPOPMAaLIMOHHBIX TEXHOITOMIA
ONs1 KaXKOOoW CUCTEMbI, OCHOBaHHbIV Ha MonuTuke obecneyeHns 6€3o0nacHoOCTV CUCTEM MHPOPMALIMOHHBIX TEXHO-
NOrnN € y4eTOM pe3yrbTaToB aHann3a BbICOKOrO YPOBHSA pycka, onncaHHoro B pa3gene 9. [NnaH 6e3onacHocTu
OorkeH obecneynTb CBOEBPEMEHHOE BBEAEHUE YKa3aHHbIX 3aLUTHbLIX Mep B COOTBETCTBUM C NMpUoputeTamu,
onpegernieHHbIMY Ha OCHOBE aHanM3a pMCKOB Ansi CUCTEMbI MH(POPMAaLMOHHbBIX TEXHONOMMI, a TakKe B COOTBET-
CTBUM C ONMCaHNEM METOAOB OCYLLECTBIEHNS YKa3aHHbIX Mep 3auTbl M obecneyeHnss HeOOXOAMMOro YPOBHS
6e3onacHocTy. [JaHHbIA NnnaH 6e30nacHOCTH, KpoMe TOro, AOJPKEH coaepaTh rpadvk nocreayoLwmx npoueayp,
nogdepKvBatoLLMX 3TOT ypoBeHb 6esonacHocTy. MogpobHoe onncaHmne aTux npoueayp NnpuBeaeHo B pasgene 11.

10 BbinonHeHne nnaHa MHOPMaLUMOHHON 6e30MacHOCTU

MpaBunbHasa peanusauust Mep 3aLuTbl OCHOBLIBAETCS, rMaBHbIM 06pa3oM, Ha XOPOLLO COCTaBIIEHHOM U
AOKYMEHTMPOBAHHOM MnaHe obecneyeHns MHopMaLMoHHOM 6esonacHOCTK. [NoHMMaHve 6e3onacHocTy u 0byye-
HMe HOBbIM MH(POPMALIMOHHBLIM TEXHOMOMMSAM OOMKHBI MATM NapaniensHo. Mepbl 3aLumTbl A0MKHbI ObiITb 0A00pe-
Hbl 1O Ha4ana aKcnyaTaLmm CUCTEMbI MU MOCHIe TOro Kak peanusauums nnaHa MHgopmMavumoHHon 6e3onacHocTn
3aBepLLUeHa.

10.1 OcywecTBneHue mep 3almnThbl

[nsa ocylecTBneHus Mep 3aLmTbl HEO6XOANMO BbIMOSHUTL BCE NYHKThI NNiaHa obecneyeHns nHpopmaum-
OHHOW 6e3onacHocTu. JTLo, OTBETCTBEHHOE 3a 3TOT nraH (0BbIMHO CnyXXaLluii n3 pykoBOASALLEro cCocTaBa OpraHu-
3aLunn, OTBETCTBEHHbIN 32 6e30NacHOCTb), AOIMKHO 06eCNeYnTb OTCNEXNBAHNE NPUOPUTETHBLIX 1 OCHOBHbIX MyHK-
TOB NnaHa obecneveHnst NHpopMaLMOHHON 6e30MacHOCTY.

JokymMeHTaums no 3aWwmTHLIM Mepam SBAETCS BaXXHON YaCTbio AOKYMEHTaLMK Mo MHOpMaLmoHHoM 6e30-
nacHocTtu, obecneunBatoLLelt HenpepbIBHOCTb 1 NOCHEAOBATENLHOCTL AENCTBUI. [oaaepxaHue HenpepbIBHOCTH
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1 NocregoBaTenbHOCTN AENCTBUN MOXET ObITb BbINOMHEHO PasnuyHbIMU cnocobamu. [lokyMmeHTaums no 3awmT-
HbIM Mepam JOJSKHa ObITb COCTAaBHOM YaCTbio AOKYMEHTaumm no 6e30nacHOCTV opraHM3aumm, Hanpuvep nnada
obecneyveHnst HHopmMaLMoHHOW 6e3onacHoCTU, BU3Hec-NnaHa, AOKyMeHTaLMU Mo aHanmay PUCKOB, MOMUTUKA U
npoueayp no obecneyeHunto 6esonacHocTu. [lokyMmeHTaums 4omkHa ObITb pa3paboTaHa ¢ y4eToM noTpebHocTen
PYKOBOACTBa OpraHu3aumm, Nofib3oBaTerien, CUCTEMHbIX aA4MUHUCTPATOPOB, 0OCMYXMBAOLLErO NepcoHara v n,
BOBIEYEHHbIX B yNPaBNeHNE N3MEHEHUSIMI 1 KOHUTypaumm cuctem. [JokyMeHTaUms 4OMKHa MOCTOSIHHO aKTya-
NM3NpoBaTbCS 1 ObITb 4OCTAaTOYHO NOAPOBHOM AN NCKIMIOYEHNS OLUMBOK Npu obecneveHn 6€30nacHOCTU CUCTEM
1 B TO e BpeMs NpeaoCcTaBnsATb MHGOpMaLMio, 06ecnevnBaroLLyto MPaBUbHOCTb U 3EKTUBHOCTb AESATENBHO-
CTM MO 3awuTe ux cmctem 6esonacHocT. YacTb JOKYMEHTOB, OCODEHHO KacatoLmMXCs yrpos, ysa3BUMOCTEN U
PYCKOB, MOXET coaepkaTb KOHPUAEHUMANbHbIE AaHHbIE N A0IMKHA ObIThb 3aLLMLLEHa OT HECAHKLMOHMPOBAHHOIO
packpbITus. OpraHusaumsi 4ormkHa obpallaTtbCs ¢ NOA0GHBIMY AOKYMEHTaMM O4EHb aKKypaTHO U JOMOSTHUTENBHO
MOXXET NCNOMb30BaTh AOBEPUTENbHBIE pacnpeaeneHHbIe Npoueaypsbl.

PacnpegeneHHbie npouedypbl 4OIMKHBI ONpeaensite Cnocobbl XpaHEHUs], UCMONb30BaHUA U obecrnedYeHns
[0CTyna KoHMAeHUMansHom MHopMaLmmn No Mepam 3almuTbl. Kpome Toro, 3Ty npoLeaypbl 4OMMKHbI ONpeaensTb
Ny, OTBEYarLWUX 3a XpaHeHne MHopmaumm Mo Mepam 3aLLmThbl, UMEKLMX NpaBo 4OCTYMNa U UCMOSIb30BaHUS
nHcbopmaumw. MNpm paspaboTke npoLeayp pacnpocTpaHeHUst UHGOPMaLMKW 1 oNpeaerieHnn OCTyna K Hel Heobxo-
OVMMO yuYnTbIBaTh psif cneumdmyecknx pakTopoB, Takmx Kak HeobxoanmocTb obecneveHnss GecnepebonHon pa-
D0TbI cUCTEM MHEPOPMALIMOHHBIX TEXHOSTOMMI, HANMYMe NiiaHa aBapMnHOIO BOCCTaHOBIIEHUS MPOM3BOACTBEHHOM
OesTenbHOCTH, CTpaTervio U NnaH AencTBui B criyvae 6e4CTBUS Uy Apyroro HenpeaBnaeHHoro cobbITus, Ans
KOTOPbIX BpEMS ABMSETCS KpUTUYECKUM PakToOpoM. HakoHeL,, HeobXoamMm CTPOrin KOHTPOSb 3a JOKYMEHTaUnen
Nno Mepam 3aLLUMTbI C TeM, YTOObI HE JOMYCTUTb HECAHKLMOHNPOBaHHBLIX M3MEHEHUI, CMOCOOHBIX CHU3WUTb 3ddhek-
TUBHOCTb Mep 3aLUnThI.

Kak Tonbko nnaH nHpopmaLumoHHo 6e30nacHOCTM ByeT 3akOHYEH M PacrimMcaH Mo OTBETCTBEHHBIM (OYHK-
UMM, AOMKHbI OblTb BHEAPEHbI MEPbI 3aLLMTbI, MPOBEPEHA U UCMbITaHa NX CO4ETAEMOCTb C 6€30MacHOCTbLIO.
AHanma NpoBepKM CO4ETAEMOCTU C 6E30MAaCHOCTBLIO NPOBOAAT ANs MOATBEPXKAEHNS TOr0, YTO MEpPbI 3aLLUTbI BHE-
OPEHbI KOPPEKTHO, COOTBETCTBEHHO MCMNbITaHbI 1 3OEKTMBHO NPUMEHSOTCS. [lonyckaeTcsi NpOBEAEHME OLIEHKM
©e30nacHOCTM Kak YaCTu 3TOro aHanu3sa. TeCcTMpoBaHue SABMNSIETCHA BaXKHbIM CMOCOO0M 00ecneyeHnsi KOPPEKTHOCTH
BHEOPEHHbIX Mep 3aLmTbl. OueHky 6e3o0nacHOCTU NMPOBOAAT B COOTBETCTBUM C MITAaHOM MpoBepkn obecrneveHuns
©e3onacHoOCTH, ONMCLIBAIOLLIMM NMOAXOA K TECTUPOBaHUIO, rpadouk NpoBepky obecneveHnss 6e30nacHOCTY U OKpY-
XaroLLyto cpey. B 3aBMCMMOCTY OT pe3ynbTaToB OLIEHKM PUCKOB MOXKET NCMOSb30BaTbCA TECTUPOBaHUE MO npe-
0J0JeHMIO 3awmnThl. Heo6xoaumo nmeThb AeTarnbHble METOA4bI TECTUPOBAHMWS 3aLLUThbl C UCMONb30BaHNEM CTaH-
JapTHou dhopMbl oT4eTa. Llenb TecTMpoBaHms — BHeOPEHUE M NPOBEpPKa Mep 3aLluTbl METOAO0M, obecneunBaro-
LLIMM BbINOSHEHWE NnaHa obecneyeHns MHOpMaLMOHHON 6e30NaCHOCTY C y4ETOM CHUXKEHUS puUcKa 4o Tpebye-
MOFO YPOBHSI.

10.2 KomneTeHTHOCTb B Bonpocax 6esonacHocTu

Llenb nporpammel o6ecneyeHnst KOMNETEHTHOCTM B Bonpocax 6e30nacHOCT! COCTOUT B TOM, YTOObI NOBbI-
CUTb 3HaHWS COTPYAHMKOB OpraHn3aLmmn o HeoBXoaMMOro YPOBHS, Koraa npoLecckl obecneveHns 6e3onacHoCTu
CTaHOBSATCS perynsipHbIMU 1 BCe COTPYAHUKU UX BbINOMHAIOT. [porpamma gomkHa obecnevmTsb nepcoHany u Ko-
HEeYHbIM MONb30BaTENAM AOCTAaTOYHOE 3HaHWe cucteM VT (B annapaTHbIX CPpeAcTBax M NporpaMmmMHOM obecneve-
HWK) C TEM, YTODbI OHU MOHUMAaNM HE0OXOANMOCTb MEP 3aLLMThI ¥ MOTTIN MX MPaBUITbHO UCMONb30BaTh. OddekTnB-
HbIMW MOXHO CUMTaTb TONbKO Te Mepbl 3aLUThbI, KOTOPbIE XOPOLLO YCBOEHbI NEPCOHAN0OM OpraHn3aLmm 1 KOHEYHbI-
MU NONb30BaTENSAMM.

[aHHble anga nporpaMmbl 06ecneyeHmnst KOMNETEHTHOCTH B BONpocax 6e30nacHOCT AOMKHbBI NOCTyNaTh OT
BCeX noapasaeneHuin opraHmsaumn. [lJaHHble JOMKHbI BKITHOYaTh B cebs Bonpocskl obLLen cTpaTerim opraHmsaumum
no MHOpPMaLUMOHHOM 6e30MacHOCTY U OXBaTbIBaThb BCE 3a4a4v ninaHa obecneveHms nHpopmaLmoHHorm 6esonac-
HOCTM opraHu3aumu. [pynne, 3aHumaroLencs NporpaMmmMon obecnedeHnsi KOMMETEHTHOCTM B Bonpocax 6e3onac-
HOCTW, AOIMKHa ObITb 0becneyeHa agMMHUCTPaTUBHAs NOAAEPKKa BCcex 0TAenoB. [porpamma obecneveHms Kom-
NeTeHTHOCTU B BONpocax 6e30nacHOCTU JOIMKHA 3aTparMBaTth CneayroLumne TeMbl Npy NpoBeaeHUn 00yYaoLLnx
KypCcoB, 06CY>XAEHUIN Unu Apyrux BUAOB 06ydeHUs B Lensax noBbilleHUs 3EKTUBHOCTU 3TUX Mep:

- 3Ha4YeHue NHPOpPMaLIMOHHON Be30NacHOCTM A4S OpraHn3auum 1 COTPYOHNKOB,;

- Uenv 1 3agadv cuctembl obecneveHnss MHPOPMaLMOHHOM 6e30MacHOCTU B YaCTM COXPaHEHWS ee KOHU-
OEeHUManbHOCTK, LLENTOCTHOCTM, AOCTYMHOCTM, MOAJIMHHOCTU Y HAAEXHOCTY;

- NOCrNeACcTBUsSt UHUMOEHTOB HapyLUeHNs MHAOPMaLMOHHON 6e30MacHOCTU KaK A8 opraHu3aunm, Tak v ans
€e COTPYOHUKOB;

- BXXHOCTb KOPPEKTHOIO UCNOSb30BaHUA MHPOPMAaLIMOHHBIX CUCTEM, BKIOYas annapaTHble cpeacTsau
nporpamMmmHoe obecrneveHue;
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- pa3bsACHEHWE CTpaTernm 1 3agad opraH1samm no obecneveHmnio MHpopmMaLumoHHOM 6e30NacHOCTU, ANPEK-
TUB 1 pekoMeHAauun, o6 bACHeHWe cTpaTernm ynpaBrneHus puckamu, Be4yLen K MOHMMaHWIo PUCKOB 1 Mep 3a-
LMTbI;

- HEOBX0AVMMYIO 3aLLMTY MHEPOPMALMOHHBIX CUCTEM OT PUCKOB;

- OrpaHM4eHne JocTyna B MHPOPMAaLMOHHY0 cpefy (YNONHOMOYEHHbIN NepcoHarn, brnokMpoBKka ABepen,
3HaKN NaeHTUUKaLMK, permcTpauus NoceLLeHnn) 1 K nHdopMaumm (normyeckoe ynpaerneHne AocTyrnom, npaea
yTeHus/MogudrKaumm JaHHbIX) Y NPUYMHBI HEOBXOAMMbIX OrPaHNYEHUI;

- He06XO0OUMOCTb B COOOLLEHMSX O HAPYLUEHUSAX 3aLUUTbI UMW MOMbITKAX HApYLUEHWS;

- npoueaypbl, 0693aHHOCTY 1 paboure 3agaHns no obecneveHnto 6e30NacHOCTY;

- OrpaHNYeHNs AeATENBHOCTM NepCcoHarna v KOHEYHbIX Norb3oBaTerien, Bol3BaHHbIE hakTopamm obecneye-
Hus1 6e3onacHocTy;

- OTBETCTBEHHOCTb MEepCOHaria 3a HapyLueHne MHPOPMaLMOHHOM 6e30MacHOCTY;

- 3Ha4YeHue nnaHa obecneveHns MHpopmMaLMOHHON BE30MacHOCTN CUCTEMBI ANt OCYLLIECTBIIEHUS U KOHTPO-
ns Mep 3awmThbl;

- HeOBX0AMMbIE MEpPbI 3aLUNTLI U X NPaBUbHOE NMPUMEHEHNE;

- MeToApl, CBA3aHHbIE C MPOBEPKOW COrNacoBaHHOCTU MEP KOHTPONS;

- ynpaBrieHne U3MeHEHMSIMN 1 KOHpUrypaumen cuctemsl.

PaspaboTka nporpammbl obecrneveHms KOMNETEHTHOCTM B BOnpocax 6e30nacHOCTU Ha4YMHaETCs ¢ npoLecca
aHarnusa crpartermm 6e30nacHOCTH, Lenewn 1 nonmTuku obecneyveHunsi 6esonacHoCcTU. ATOT NPOLECC A0SMKEH MPOBO-
ONTbCs paboyer rpynnom, MaeHTUMULMPYIOLLEN KPUTUYECKME acneKTbl B paboTe opraHn3aLmmn 1 MMEeroLLIEN NorT-
HY0 MOOOEPXKKY MMTaBHOMO PYKOBOACTBA OpraHvM3auum.

Pabouyas rpynna, npoBoAsiLLas Takon aHanms, ormKHa yCTaHOBUTb TpeboBaHMst K Bonpocam 6e3onacHocTu
B COOTBETCTBUM C 0bLLIe CcTpaTermen MHopMaLoHHON 6e30MacHOCTN opraHn3aummn. T TpeboBaHNsS AOMKHbI
YyYnTbIBaTh AEATENBHOCTb OpraHn3aumm no obecneyeHno 6€3onacHOCTU B LIESNTOM (He TONbKO MHCpOpMaLIMOHHOWN
©Ge3onacHOCTH) 1 AOBEAEHbI A0 CBEAEHWSI NepcoHana B (oopMe nrakaToB, NMMCTOBOK, UHOPMALIMOHHbLIX BronneTe-
HeW, NPV MOMOLL BHYTPEHHEW NOYTbI U T. 4.

3aTeMm paboyas rpynna gormkHa MPOBECTU cneumarnbHble CoBeLLaHus no Bonpocam 6esonacHocT. Heobxo-
anm rny6okumn aHanua TpeboBaHUM K NOAroTOBKE MaTepuanos coBellaHuii. CoBeLLaHUs JOMKHbI MPOBOAUTLCA
perynsipHo (Hanpumep OAVH pa3 B LLECTb MeCALEB), 4TOObl 06ecneynTb 0CBEAOMITEHHOCTL BCEro nepcoHana c
prckamMu, CBOMCTBEHHBIMM COBPEMEHHBIM MHOPMALIMOHHBIM TEXHOMNOTUSIM.

OTBETCTBEHHOCTL 3a OnpeaeneHue Lienen n coaepxaHus nporpammbl 06ecneveHnst KOMNeTEHTHOCTU B BOM-
pocax 6e3onacHoCTy AormkHa bbiTb pacnpegeneHa Ha ypoBHe rMaBHbIX adMUHUCTPATOPOB Ha KOHdepeHLUn Mo
BOnpocam uHcpopmMaLmoHHon 6esonacHocTn. OTBETCTBEHHOCTL 3a pa3paboTKy U1 BbINOMHEHUE 3TOW NPOorpaMmebl
OOrmKkHa ObITb BO3r0OXeHa Ha Lo, OTBEYatoLLLee B opraHu3aLmm 3a 6e3onacHocTb, U Ha pabouyto rpynny paspa-
00Tk NporpaMmbl. BosnoxxeHne 0TBETCTBEHHOCTM JOIMKHO ObITb OAHOBPEMEHHBIM C AEATENBHOCTHIO B OpraH13a-
UMM no Bonpocam obyyeHuns 1 npodeccroHanbHoM NoarotoBkn. OgHaKko, MOCKOMbKY KaXKabl COTPYAHUK OpraHu-
3auum HECET OTBETCTBEHHOCTb 3a 6€30MacHOCTb M JOIMKEH ObITb O3HAKOMITEH CO CTpaTerven ee obecneyeHus,
nporpamma obecrneyeHms KOMNETEHTHOCTM B BONpocax 6e30nacHOCTU JoSmkHa ObITb BHEAPEHA HA BCEX YPOBHAX
opraHusaumu.

10.2.1 AHanu3 NOTPeOBHOCTU B 3HAHUAX

[nst onpegeneHns ypoBHS NOHMMaHusi npobnem 6e3onacHOCTM (yXKe CyLLEeCTBYIOLLENO Y pasHbIX KaTeropui
rpynn COTPYAHNKOB — PYKOBOACTBO, MEHEXKEPbI U UCNONHUTENN) U BbISCHEHUSA Hanbonee npuemnemMbIX MeTo-
0B nepefayn UM HoOBOM MHGOPMaLUM HEOBXOAMMO NPOBECTM aHarnmM3 NOTPeBHOCTU B 3HAHUAX B 9TON 06nacTu.
AHanus noTpebHOCTEN B 3HAHUSAX UCCNEQYET CTpaTernto, MeToabl, 3HaHne npobnem 6e3onacHOCTM 1 Heobxoau-
MOCTb WX MOBbILLEHNS MO CPAaBHEHMIO C UMEIOLLIMMCSH B OpraHu3aumnm ypoBHEM.

10.2.2 NMpepacTaBneHune nporpamMmmbl

BcecTopoHHAs nporpaMmma obecnevyeHns KOMNeTEHTHOCTU B BONpocax 6e30nacHOCTM A0MKHA BKMOYaTh B
cebs meTobl B3aUMOAENCTBUSA U cogencTBms. BHMMaHue B 3Ton YacTu nporpamMmbl AOIMKHO ObITb cocpegoTo4e-
HO Ha HegocTaTKax, MAeHTUMULMPOBaHHbIX Ha 3Tane aHanuaa noTpedHoCcTel B 3HaHMAX Mo 6esonacHocty UT.
CoTpyaHVKM JOMKHBI MOHMMATb, YTO MHAOPMALMOHHbIE aKTMBbI MMEIOT LIEHHOCTb 1 Yrpo3bl 411 aKTUBOB SIBIAOTCS
BMOIHE peasbHbIMU.

MonoxutensHbIM MOMEHTOM NPOrpamMMbl 0BecrnedeHnsi KOMNETEHTHOCTUM B BOMpocax 6e30nacHOCTY SIBMSIET-
Cs1 BO3MOXHOCTb Y4acTus COTPYAHUKOB B Nporpamme obecneyeHus 6esonacHocTn. MeToasl B3aumogencraus
(cobpaHus nepcoHana, obyyatoLlme Kypchl 1 T. A4.) obecneynBaloT ABYXCTOPOHHEE OOCYXAeHMe, B KOTOPOM
COTPYOHWKM 1 NepcoHan, obecneynsatoLLmi 6e30nacHOCTb, 06CYyXaatoT NPaBUNbLHOCTb KOHLLENLUMI 1 TpeboBa-
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HWI, BbITEKAIOLLNX N3 aHanu3a notTpebHocTen B 3HaHusAX. MeToabl 0byyeHus (BugeomaTtepuansl, ody4atoLine
MaTepwuarnbl, CoOaepXXalue cBegeHnsi no 0e30nacHOCTM B 3NIEKTPOHHOM MoYTe, nrakaTthbl, NeYyaTHble U3gaHus
W T. O.) NpyHaanexar K YncIy OAHOCTOPOHHUX METOA0B, MO3BONSHOLLNX OCYLLIECTBIIATL YNpaBlieHNe LWMPOoKoBe-
LaTenbHbIMK NpoLeccamm, pacnpocTpaHeHNneM MHAOPMaLMK 1 BIUSATb Ha 00y4eHne nepcoHarna.

10.2.3 KoHTponb nporpamMmmbl o6ecneyeHnss KOMMNETEHTHOCTU B BONpocax 6e30MacHOCTH

CyLLecTBYHOT iBa KOMMOHEHTA, 06ecneunBaroLLMX 3PEKTUBHDBIM KOHTPOSb 3a MPOrpaMmon obecrneveHus
KOMMETEHTHOCTU B BONpocax 6e30nacHOCTU:

- Nepuoanyeckas oueHka, onpegensowas 3peKTMBHOCTb NPOrpaMmbl MPu MOMOLLIM KOHTPOSA 3a NoBeae-
HMEeM nepcoHarna B CUTyauusix, CBsi3aHHbIX C 6€30MacHOCTbIO, M MAEHTUdUKALNS MECT, TPeOYOLMX UBMEHEHUS
dopM NpeacTaBneHnsi NporpamMmbl;

- KOHTPOJIb 32 UBMEHEHUSAMW B MPOrpaMmme, Npy KOTOPOM NPON3BOAATCA M3MEHEHUS B 00LLEN NporpamMmme
obecneyeHnss 6e3onacHOCTU (MI3MEHSAOTCS CTpaTers Uny NonMTUKa obecrneveHnst 6e3onacHOCTU, XxapakTep yrpo3
O51s1 IHpopMaLumn, NOSBNSATCS HOBbIE aKTUBbI UM TEXHOMNOMMU U T. 1.), NOSIBNSAETCA HEOOX0AMMOCTb U3MEHUTL
nporpammy obecrnevyeHnsi KOMNEeTEHTHOCTU B BOMNpPOcax 6€30MacHOCTU B LIENIOM C TEM, YTOObI 0OOHOBUTL 3HAHMSA U
KBanudmkaumo nepcoHana n oTpasuTb 3T UBMEHEHNS B MporpamMMe.

10.3 O6yyeHue nepcoHana uHopmaLnMoHHON 6e30MacHOCTU

MomMmmo o6LLelt Nporpammbl obecneveHnsi KOMMETEHTHOCTM B BONpPOcax 6€30MacHOCTU, NpeaHa3HauYeHHoM
OIS K&XKO0ro CoTpyaHMKa opraHn3aumm, Heo0XoamMmo crnelmanbHoe obydeHne nepcoHana, CBsi3aHHOe C 3agava-
MU 1 0653aHHOCTAMM No obecneveHnto nHopMaLMoHHo 6e3onacHocT. CTeneHb 3TOro 0by4eHns 3aBUCUT OT
YPOBHS1 B&XKHOCTU MHGOPMAaLMOHHOM 6e30MacHOCTU ANsi OpraHn3aumm U AoIMKHa BapbMpoBaTbCA COrnacHo Tpebo-
BaHMAM 6e30MacHOCTU C y4ETOM BbINOMHSeMOM paboTbl. B cnydae HeobxoaumMocTu He nckntoyeHo bonee yrnyo-
neHHoe obpa3oBaHue (YHUBEPCUTETCKUE NEKUMN, crieumarnbHble Kypcbl U T. 4.). [NporpaMmma obyyeHus nepcoHana
nHdopMaLMOHHOM 6e30MacHOCTY A0MKHa ObITb pa3paboTaHa Tak, YToObl OXBaTUTL BCe NOTpebHOCTM 0b6ecneveHns
©e30nacHOCTU KOHKPETHOW OpraHn3auun.

B cnuncok nuu, koTopbiM HEO6X0AMMO cneumanbHoe 0by4YeHne no MHpopMaLVOoOHHON ©e3onacHOCTH, crie-
ayeT BKIoYaTh:

- COTPYOHMKOB, 3aHMMaOLLMX KIMoYEBbIE MOCTLI B pa3paboTke MHpOPMAaLMOHHOW CUCTEMBI;

- COTPYOHUKOB, 3aHNMAIOLLMX KIFOYEBbIE NOCThI B AKCNNyaTaumMm MHpOPMaLMOHHON CUCTEMBI;

- DOIMKHOCTHBIX NL, OpraHM3aummn, pykoBoasaLmMX pa3paboTkom NpoekTa MHAOPMaLMOHHON CUCTEMBI U NMPOo-
rpammbl obecneyeHus ee 6e30nacHOCTY;

- COTPYOHUKOB, HECYLUMX aAMUHUCTPATMBHYIO OTBETCTBEHHOCTb 3a 6€30MacHOCTb, Hanpumep KOHTPONu-
pYHOLUX AOCTYN NN YNPaBsoLWNX ANPEKTOPUSIMU.

MpoBepka HeoHXx0AMMOCTU crieumansHOro obyveHus MHopMaLMOHHON 6e3onacHOCTU AomkHa bbITb NpoBe-
OeHa Ans TeKyLMX M 3anfaHMpoBaHHbIX 3aga4y, MPOeKToB U T. 4. Kaxkabli HOBLIN MPOEKT CO crieumarnbHbIMn
TpeboBaHMAMN 6€30MacHOCTU JOMKEH CONPOBOXAATLCA COOTBETCTBYIOLLIEN NPOrpaMMon obyyeHus, paspaboTaH-
HOW A0 Havara NnpoekTa 1 CBOEBPEMEHHO BbIMOJTHAEMOMN.

TeMbl KypcoB 06y4eHNst UHPOPMALIMOHHOM 6e30MacHOCTU 4O KHbI COOTBETCTBOBATL (PYHKLMSIM M JOSPKHO-
CTHbIM 00513aHHOCTAM 006yYaeMbIX COTPYAHMKOB. PekoMeHayeTca BKoYaTh B CIMCOK CneaytoLmne TeMbl:

- onpegeneHne NoHATUS «6e30nacHOCTbY;

- NnpeaynpexaeHne HapyLUueHUn KOHPUAEHUMANbLHOCTH, LIENTOCTHOCTU U AOCTYMHOCTY;

- NOTeHUMarnbHble Yrpo3bl, KOTOPbIE MOTYT OKa3aTb HebrnaronpusaTHOe BO30eNCTBME HAa MPON3BOACTBEHHYIO
[eaTenbHOCTb OpraHn3aLmn U COTPYAHUKOB;

- Knaccupmkaums YyBCTBUTENBLHOCTU MHCbOPMALIW;

- npouecc obecneyveHus obLer 6eaonacHoCTy;

- onmcaHuve npoLiecca obecneveHnst obLlen 6e3onacHoCTy;

- KOMIMOHEHTbI aHanu3a p1cka;

- MepbI 3aLLUTbI 1 0By4eHUe NnpueMam Nx NPUMeEHEHUS;

- ponu 1 06513aHHOCTN COTPYOHUKOB;

- ONUTMKa MHGOPMAaLMOHHON 6E30MacHOCTHU.

MpaBunbHOE BbINOMHEHME U UCTIONb30BaHUE Mep 3aLUMTbI ABNSETCA OA4HUM U3 Hanbornee BaXXHbIX aCreKToB
nporpammbl 00y4eHnst UHpopMaunoHHon 6e3onacHocTu. Kaxkgasa opraHm3aumsi 4omkHa paspaboTaTb COOCTBEH-
HYI0 Nporpammy obyyeHmnst MHpopMaLMOHHOM Be30MacHOCTH COrnacHo ee NOTPEBHOCTSM U CYLLLECTBYHOLLIMM UM
3anaHnpoBaHHbIM MepaM 3aLLmTbl. Hke NnprBeaeHbl MPUMEpPBI TEM, CBA3AHHbIX C MPMMEHEHEM Mep 3aLUUThI, B
KOTOpbIX cOanaHcnpoBaHbl TEXHUYECKME U OpraHN3aLMOHHbIE acnekTbl 6e30MacHOCTU:

- MHPACTPYKTYpa cucteMbl 6€30NacCHOCTY:

ponu 1 0683aHHOCTH,
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cTpaTerns 6esonacHocTy,

perynsipHasi NpoOBEpKa COrmacoBaHHOCTU Mep 3aLUnThI,

06paboTka MHUMAEHTOB, CBSI3aHHbLIX C HApyLLeHneM 6e3onacHoCTy;
- husmyeckasn 6e3onacHOCTb:

30aHus,

OMCHBIE U KOMMBIOTEPHBIE MOMELLIEHUS] U KOMHATB,

obopyaoBaHue;

- 6esonacHOCTb NepcoHana;

- Be3onacHoCTb HoCUTENE;

- 6esonacHOCTb annapaTHbIX CpeacTB/MPorpamMmmMHOro obecneveHmst:

naeHTumKaumsa n ayteHTuukaums,
NOMMYECKNIA KOHTPOMb AOCTYNa,
yyeT n ayaut 6esonacHocTy,
O4YMCTKA HOCUTENEN AaHHbIX;
- TENEKOMMYHUKaLMOHHasi 6e30MacHOCTb:
ceTeBas MHPaCTPYKTypa,
KaHarbl, MapLLpyTM3aTopbI, LL03bl, MEXCETEBLIE 3KPaHbI,
WHTepHeT 1 gpyrve BHeLLHME CBA3N,
HenpepbIBHOCTb OM3Heca, BKNoYasi NNaHMpoBaHUe AENCTBUI B Ype3BblHaliHbIX CUTyauusix (BoccTa-
HOBIEHWeE Nocre aBapui), cTpaTerns U NnaH(nnaHb).

10.4 Mpouecc oao6peHnsa MHPOPMaLMOHHBLIX CUCTEM

OpraHu3auum gomkHbI 06ecneunTb 0godpeHne BCeX Unv npeanovTUTENbHbIX MH(POPMaLUMOHHBIX CUCTEM Ha
npeaMeT X COOTBETCTBUS YCTAHOBMEHHbIM TPeBOBaHUSIM NONUTUKN MHCpOPMaLMOHHOM 6€30MacHOCTU U NiaHy ee
obecnevenus. Npouecc ogobpeHns 4OMKEH ObITb NPOBEAEH TAaKMMU METOAAMM, Kak MPOBEpKa COrMacoBaHHOCTH
Mep 3aLUUTbl, TECTUPOBaHME Mep 3aLUUTbI U/UnK oueHka cuctemsl. Mpouenypbl 0406peHNst MOTyT NPOBOANTLCS
COrnacHo cTaHgapTam opraHu3auum U HaumMoHarbHbIM CTaH4apTaMm, a opraH, BbIMOMNHALWMIA Npoueaypy ogo0-
PEHUs, MOXET ObITb BHYTPEHHUM UM BHELLHUM MO OTHOLLIEHMIO K OpraHn3auun.

Mpouecc ogobpeHus gormkeH bbITb HanpaBneH Ha obecneveHne BHeOPEHHBIMW MepaM 3aLLmUThLI Heobxoau-
Moro ypoBHsi 6esonacHocTv MHdopmaumm. OgobpeHne AOMKHO UMETb CUIY A1 KOHKPETHOW OnepaLMoHHOM cpe-
Obl B TeYEHME KOHKPETHOIO Nepuoaa BpEMEHU, OTOBOPEHHOTO B CTpaTerim unm nnaHe obecneveHns nHcopmauy-
OHHOW 6e3onacHOCTU opraHm3auui. Jllobble 3HaYNTENbHbIE M3MEHEHMSI B MEPaX 3aLLUThbI UM UBMEHEHMWS B UHCT-
PYKUMSX, BNMsOLLME Ha 6e3onacHOCTb, MOryT noTpeboBaTtb HOBOIo Nx ogobpeHns. Kputepun, Ha ocHOBaHMU
KOTOpPbIX AenaeTcs HOBOe 00006peHune, LOMKHbLI ObITb BKIMOYEHbI B CTpATENI0 MHpOpMaLMOHHOM 6e30nacHOCTU
opraHusaumu.

Mpouecc onobperus cuctem LT cocTouT, rmaBHbIM 06pa3oMm, U3 aHanusa AOKYMEHTOB, TEXHUYECKUX OCMOT-
POB U OLIEHOK (Hanpumep NPOBEPKM COrMacoBaHHOCTU Mep 3aLUmThl). [insi BeINOMHEHMS 3TOro npouecca Heobxo-
OVIMO PYKOBOZCTBOBATLCS CNEAYOLLMMN MONOXKEHUSIMM:

- Mpouecc 0gobpeHns AOIMKEH ObITb CMaHMPOBaH M NPUCNOCOBNEH K KOHKPETHBIM MHPOPMALIMOHHBIM CUC-
Temam; 3TOT NepBbIV LLAar NOMoraeT Takke onpeaenuTb rpaduk OCyLLECTBINEHUS NaHa MHGOPMaLMOHHO 6e30-
MacHOCTK, HeOOXOAMMbIE PECYPChI 1 OTBETCTBEHHOCTD;

- BOMKHbI BbITb COBPaHbI AOKYMEHTbI, UCMONb3yeMbIE B MPOLIECCE;

- KaXXObIVi JOKYMEHT JOIDKEH MPOBEPHATLCS Ha MOMHOTY Y COrMacoBaHHOCTb C APYTMMW AOKYMEHTaMu;

- DOIMKEH ObITb 3aKOHYEH aHanM3 u TECTMPOBAHKME MO KPUTEPUSIM, ONMCAHHLIM B NiaHe MHGOOPMaLMOHHON
Ge3onacHocTy;

- UTOrM NpoLecca 0gobpeHns AOMKHbI ObITb U3MNOXEHbI B OTYETE C YKa3aHNEM YPOBHSI COOTBETCTBUSI CUCTE-
Mbl TpeboBaHMsM 6e3onacHoCTM (NOMHas, YacTuYHasi, OrpaHNYEHHas UM HECOOTBETCTBUE ), HANNYNS OTKITOHEHWN
Unn orpaHNYeHnn B pabodem npoLecce;

- HOBOE 00bpeHne HeobxoaMMO, ecnv HOPMaLIMOHHas cMCTeMa Unu ee cpeaa npeTepneny u3MeHeHusl,
a Takke B KOHLE CpOoKa OeNCTBUS NpeablayLlero ogobpeHms.

Cpaay nocrie okoH4YaHus npoLiecca 0AgobpeHnst HAYMHAKT NpoLieaypbl CONPOBOXAEHMS MHPOPMAaLIMOHHON
cucteMbl. ConpoBOXAeHNE NoMoraeT 06HapPYXnUTb U NpoaHanNM3npoBaTb M3BMEHEHUS B CUCTEME, €€ 3aLUUTE U
cpege. [Npy obHapyXeHUn U3MEHEHNI B CUCTEME HEOOXOAMMO ee OBHOBMEHME C NOCNEeayOLLMM HOBbIM 0gobpe-
HVEeM.
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HeobxoammocTb 0goGpeHnst cMCTEM KOMMEPYECKOIO NapTHepa onpeaensieTcs 6asoBbiM ypoBHEM Ge3onac-
HOCTM 1 HOpMaMW, AEVCTBYIOLLMMI B OpraHn3aLum, Kotopasi:

- )XenaeT yCTaHOBUTb COGCTBEHHYIO BEpCUio Ga3oBOro YpoBHsi 6e30MacHOCTU UMM CBOU HOPMbI U NepeaaTb
UX napTHepam/nocTaBLLMKam Arst o4obpeHuns 4o NOAKTHYEHNS K CBOUM pecypcam;

- BEET TOProBt0 C APYTMMM KOMMaHUSIMU U XKeNnaeT NoaaepKnBaTb C HUMU MHADOPMAaLMOHHYHO CBSA3b, ANs
yero el HeobxoAMMO NPOAEMOHCTPUPOBATL CBOW YPOBEHL 6€30MacHOCTM C NO3MLIMIA 6a30BOro YPOBHS 1 OBLLMX
HopM Be3onacHoCTy;

- )XenaeT yCTaHOBUTb YPOBHU PUCKOB HapyLLEHW MH(OPMaLIMOHHO Ge30nacHOCTU Ans ApYrx MHdopMa-
LIMOHHO NOACOEeAMHEHHbBIX KOMMaHWI, KOTOPbIE 3TU KOMMaHWUK AOMKHbI cobrnioaaTh. TO 4AaCT BO3MOXHOCTb Opra-
HV3aLMK 3acTaBNUTbL NApTHEPOB NMPOBECTM NPOLEcC 0406peHnst 6e30MacHOCTU CBOMX CUCTEM Ha OCHOBaHMUM NPo-
BEPKM COrNacoBaHHOCTU Mep 3aLLMThI, KOTOpble ByAyT yKasbiBaTb Ha CTENEHb COOTBETCTBUS 3TUX MEP YacTsM
6a30BOro YpOBHSI 1 HOPM GE30MaCHOCTM, COBMECTVMbIM C MPUHATLIMU B OpraHm3aummn TpeboBaHusmm Gesonac-
HOCTW.

11 NMocneaylolee conpoBoXaeHNe CUCTEMbI

Mocnepytolee conpoBoxaeHne cuctembl T (XoTa My 4acTo npeHebperaroT) SBAseTcs ogHMM U3 Hanbo-
nee BaxHbIX acnekTos obecneveHns nHdopmaLmmoHHom 6e3onacHocT. BHeapeHHbIe Mepbl 3aLLmTbl MOTyT ObiTh
adhpeKTUBHbBI, €CNN OHU NPOBEPEHLI B pearibHOM NPoM3BOACTBEHHOM npoLlecce. Heobxoanma yBepeHHOCTb B
TOM, YTO 3aLUUTHbIE MEPbI UCNONb3YIOTCA NPABUBLHO U Mbble MHUMAEHTLI U U3MeHeHus 6e3onacHocTu ByayT
0BHapy>KeHbI NPV CONPOBOXAEHMW. [MaBHas Lienb NocreayoLero ConpoBOXAeHUs1 COCTOUT B 0becneyeHnn npo-
[ormkeHnst OyHKLMOHUPOBAHMS MepP 3aLLUTbl CUCTEMBI, Kak ObIfIo Ha3Ha4YeHo Npu Ux NnaHMpoBaHni. Co BpeMeHeMm
KayecTBO paboTbl KaX4oro MexaHmama unm cryxobl CHkaeTcs. [NocnegytoLLee CoOnpoBOXAeHWE OOMKHO OOHa-
PYXUTb 3TO YXyALLEHNE 1 ONPeaennTb KOPPEKTUpYLoLLneE AeNCTBUSA. TOT cnocob ABNseTcs eaUHCTBEHHbBIM ANd
noaaepaHus Heob6xoanMMoro Ang 3almnTbl CUCTEMbI YPOBHSA 6e3onacHocTu. Mpoueaypsbl, ONMCaHHbIE B HACTOS-
LLeM pasfene, COCTaBrstoT OCHOBY 3(pdeKTUBHOM NporpaMMbl MOCHEaYHOLLEro CONpPoBOXAEHWS. YNpaBrneHne
MHOPMALIMOHHOM BE30MAaCHOCTLIO SABMSIETCS HEMPEPbIBHBIM NMPOLIECCOM, KOTOPbIN HE 3aBepLLIAETCH Nocrie BbIMnosi-
HeHusi NnaHa obecneyeHns 6e3onacHoCcTL.

11.1 O6¢cnyxuBaHue

BonbLUMHCTBO Mep 3aLLnThbl TPEBYIOT 06CNYXMBAHWUA U aOMUHUCTPATUBHOW NOAAEPXKKKN NS obecneyeHnst
WX NPaBUIbHOIO 1 COOTBETCTBYHOLLLETO (PYHKLIMOHMPOBaHUSA B TeHEHUE Cpoka Cnyxbbl. OTW AencTBUS (06CnyxmBa-
HWe 1 aAMUHUCTPUPOBAHMWE ) AOMKHbI NNaHUPOBATHLCS U BbINOMHATHCS PErYNSAPHO, YTO AOMKHO CBECTU K MUHUMY-
My CBSI3aHHbIE C HMMW HaKIagHble pacxopbl M COXpaHUTb 3dEKTUBHOCTb MEP 3aLLUUThI.

[nsa obHapyxxeHns cboeB B cuctemax T HeobxoamMm nepnoamnyeckmin KOHTponb. beckoHTponbHast mepa
3aLLmMTbl HE MpedcTaBNsaeT LEHHOCTM, TaK Kak Herb3s OnpeaenunTh, B KAKOW CTENEHN MOXHO Ha Hee NONOXUTLCA.

O6cnyxuBaHue BKIOYaEeT B cebs:

- NPOBEPKY CUCTEMHBbIX )KypPHarnoB;

- KOPPEKTMPOBKY NapamMeTpOoB, OTPaXKatoLLIMX USMeHEHNS 1 A0OaBNeHNsI B CUCTEMY;

- NEPEOLIEHKY PbIHOYHbBIX LIEH UK CXEM NEepecyeTa;

- OOHOBIIEHME CUCTEMBI HOBBIMU BEPCUSAMM.

3aTtpatbl Ha 0BCny>XMBaHVE N aMUHUCTPUPOBaHME OOMMKHbI BCErga paccMaTprBaTbCsl OTAENBHO NPy OLEH-
Ke 1 BbIbope Mep 3aLLmMTbl, Tak Kak CTOMMOCTb 06CNYXMBaHUSA 1 aAMUHUCTPUPOBAHNS MOTYT 3HAYUTENbHO OTNK-
YaTbCA Ans pasnuMyHbIX Mep 3amThbl. [loaToMy 3aTpaTthbl MOryT ObITh ONpeaensoLmm hakTopom nNpu Beibope mep
3awuThl. B obLiem cnyyvae xenaTtenbHO Be3ae, rae BO3MOXHO, CBECTU K MUHUMYMY 3aTpaTthl Ha 06CnyxuBaHne
W aAMWHUCTPUPOBAHWE, MOCKONbKY OHW NPEeACTaBNSAT cobor nepMognyeckne n3gepxkkun, a He 0OAHOPa3oBble
3aTparbl.

11.2 NMpoBepKka cOOTBETCTBUSA 6e30MNacHOCTU

MpoBepka cooTBETCTBUS BE30NacHOCTM BKtoYaeT B cebs 0630p 1 aHanm3 ocyLLEeCTBNEHHbIX Mep 3aLUnTbI.
OHa ncnonb3yeTcs Ansl KOHTPOMs COOTBETCTBUS MHAPOPMALIMOHHOW CUCTEMbI UIK YCNYTn TpeboBaHUAM, yKa3aH-
HbIM B MONUTMKE BEe30NacHOCTU, NPUHATON OpraHnsaumen, 1 nnaHe uHdopmaLuuoHHon 6esonacHocTu. [poBepku
YpOBHS1 6€30MacHOCTM MOTYT MCNOSb30BaTbCS A1 KOHTPONS B CUTYaLUSIX:

- BHEOPEHUS HOBbIX MH(DOPMALMOHHBIX CUCTEM W YCIyT;

- HaCTYMNEeHNsi BPEMEHU NEPUOANYECKON (HanprMMep rogoBoW) NMPOBEPKN CYLLIECTBYIOLLIMX CUCTEM MITN YC-
nyr;

- BHECEHNS N3MEHEHUI B CTpaTermio MHopMaLoHHOM 6e30MacHOCTY CyLLECTBYHOLLNX CUCTEM U YCITyT C
Lenbo onpeaeneHns nonpasok, He0bBXoAUMbIX 4151 COXpaHEHWS 3a4aHHOTO YPOBHA 6€30MacHOCTMU.
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MpoBepku 6e30NacHOCT MOryT NPOBOAUTLCS C UCMOSTb30BaHNEM COBCTBEHHOIO MW NMPUBIIEYEHHOIO Nep-
coHarna u, no CyLecTBY, OCHOBaHbI Ha MCMOSb30BaHNM KOHTPOSbHBIX MPOBEPOK, KacatoLLmMxcsi cTpaternn 6e3o-
MacHOCTW.

Mepbi 3aWwnTbl MHHOPMALMOHHOW CUCTEMbI MOTYT ObITb MPOBEPEHDI:

- NEPVOJMNYECKNM KOHTPOIEM N TECTUPOBAHUEM;

- OTCNEXMBaHUEM VHUMAEHTOB B NMPOLECCe SKCryaTaumm CUCTEMB;

- NpoBeAeHVEM BbIGOPOYHBIX MPOBEPOK C OLLEHKON YPOBHSI 6€30MacHOCTY B CNeLMUYECKUX HYYBCTBUTESb-
HbIX 0bnacTax AeATenbHOCTU OpraHM3aLmmn UM B MecTax, Bbi3blBatOLLIMX 6ECMOKOMCTBO.

IMpw npoBeaeHWn NGO NPOBEPKUN YPOBHSI 6e30NacHOCTY LieHHas MHdopMaLms o paboTe MHAOPMaLMOHHOM
CUCTEMbI MOXET BbITb NOMyYeHa OT UCMONb30BaHUS:

- NaKeToB NPOrpamMm, PErMCTPUPYHOLLINX COObITUS;

- KOHTPOJSIBHbIX XXYPHArOB C MOTHOW 3aMNMCho COObITUN.

lMpoBepka ypoBHSA Ge3onacHOCTW, MPOBOAMMAs B NpoLiecce 0A00peHnst 1 Npu AanbHENLNX PErynsipHbIX
npoBepkKax, 4ormkHa 6a3MpoBaTbCS Ha COrNacoBaHHbIX MEPEYHAX MEP 3aLUUThl, COCTaBIIEHHbIX MO pe3ynsratam
nocregHero aHanuaa pyckoB, Ha cTpaTerm MHOpPMaLMOHHOM 6€30MacHOCTM, MPUHATON B OpraHm3auum, a Takke
WHCTPYKLMAX MO MHOPMaLMOHHOM 6e30MacHOCTM, NMPUHATBLIX PYKOBOACTBOM OpraHu3aLmn, BKIoYasi peructpa-
LMo MHUMAEHTOB. Llenb npoBepok — y6eamnTbCs, YTO Mepbl 3aLuThl BHEAPEHbLI KOPPEKTHO, MCMOMb3YIOTCS Npa-
BWITbHO U (Npy HE0BXOANMOCTI) TECTUPOBAHBI.

KoHTponep/uHcnekTop no npoBepke ypoBHS 6e30MacHOCTY A0IMKEH B TEHYEeHMe paboyero OHs NpoXoauTb Mo
noMeLLieHVaM 1 HabnoaaTh 3a BbINOMHEHMEM Mep 3awWwuTbl. PesynsraTtel HAONAeHWI JOMMKHbI ObIThb, MO BO3MOX-
HOCTU, NepenpoBepeHbI. JTiogm 06bIMHO FOBOPAT TO, YEMY BEPST, @ He TO, YTO eCTb Ha camMoOM Jene, No3ToMy
HeobXxoaMMbl NEPENPOBEPKM NPY y4aCTUM OPYTUX MOAen, paboTalolmx BMECTE.

BorbLuoe 3HayeHne npy NpoBepke ypoBHSA 6€30MacHOCTV MMEIOT NogpobHas Tabnmua KOHTPOIbHBIX NPOBE-
POK 1 cornacoBaHHasi hopmMa oTyeTa no pesynsratam NpoBepku. Tabnmua KOHTPOMNbHbIX MPOBEPOK A0MMKHA OXBa-
ThiBaTb OOLLY0 MAEHTUULIMPYIOLLYIO MHOPMALMIO, HAaNpUMep AeTanu KoHUrypauum cuctemsl, 06513aHHOCTU
nepcoHana no obecnevyeHmio MHpopmaLmoHHON 6e30NacHOCTH, AOKYMEHTLI, onpeaenstome cTpaTervio, okpyxa-
oL yto ob6cTaHoBKy. Pranyeckas 6e3onacHOCTb JOSMKHA KacaTbCsl Kak BHELLIHMX (HAanpyMep OKpy»aroLen obcTa-
HOBKM BOKPYT 30aHUs, BO3MOXXHOCTU MPOHVMKHOBEHNS YePE3 KPbILLIKW FTHOKOB), TakK Y BHYTPEHHUX (Hanpumep npoy-
HOCTW KOHCTPYKUMY 30aHWs1, 3aMKOB, CUCTEMbI MOXAPHOW CUrHaNM3aumm 1 3aLuTbl, CUCTEMbI CUTHaNM3aLmmn nNpu
3aToNNeHNN BOOONKUAKOCTBIO, OTKa30B B 3HEProcHabXXeHUn 1 T. A1.) aCNeKTOB.

CyuiecTByeT psa KpuTudeckux ans 6esonacHocTy cnabblx MecT, TPEBYOLLIMX KOHTPONS:

- obnacTtu, 4ocTyrnHble AN PU3NYeCcKoro NPOHMKHOBEHMWS UMM OXpaHsieMble Mo NepUMETPY (HanpumMep 3ak-
NVHEHHbIE ABEPU, KOTOPbIE OTKPLIBAOTCS KAPTOYKaMM UITM HABOPHBLIM LLINAPOM);

- HenpaBwWIbHO paboTatoLLme Nnm YyCTaHOBINEHHBIE MEXaHW3MbI (HanpUMep UX OTCYTCTBME, HEMOMHOE pac-
npegeneHve No KOHTPONMPYEMOW 30HE UMW HEMPaBWIbHbIV BbIOOP TNa AETEKTOPHbIX YCTPOWCTB).

[ocTaTouHo Ny A4eTEeKTOpOB AbiMa/TemMnepaTypbl Anst JaHHOW 00nacTu, yCTaHOBMNEHbI Y OHW Ha NPaBUbHOM
BblcoTe. CpabaTbiBaeT nu cuctema curHanusauun. Nogaetcs N ee curHan Ha KOHTPOIbHbIN NYHKT. He nosiBunucs
N HOBbIE UCTOYHUKU YIPO3, HAaNpUMep, He UCMOMNb3YEeTCs NN NOMELLEHNE ANA XpaHEHUS NErkoBOCNNaMeHso-
LLIMXCS BELLEeCTB. VImeeTcs Ny afekBaTHbIN 3anacHOM MCTOYHVK 3NIEKTPONUTaHNSA U NPEAYCMOTPEHbI N Npoueay-
pbl €ro BKIto4eHwust. NMpaBunbHO N BbIOpaHbl TUMbI kabenen, He NPOXOAAT M OHM OKOMO OCTPbIX KPOMOK.

Mpu noucke cnabbix MECT MOXET ObITb MONE3HO OTBETUTL Ha CNeayoLLMe BOMpPOCh:

- 6esonacHocTb NepcoHarna (HeobxoauMOCTb CNeanTb 3a Npouedypamu npuema Ha cnyxoy):

OeCTBEHHbI N pekomeHaauun. [NpoBepeHs! N NepepbIBbl B TPYA0BOW AeATENbLHOCTU. IMeeT nn nepcoHan
npeacrasneHve o 6esonacHocTu. CyLecTByeT N 3aBUCUMOCTb KINOYEBbIX (OYHKLMIA OT OLHOMO YenoBeka;

- OpraHmn3aumoHHasi 6e30nacHOCTb:

Kak pacnpeaensioTcst AOKyMEHTbI. ABMNSIOTCA N AOKYMEHTbI 00LLero none3oBaHns o6HoBneHHbIMU. Mpa-
BWITBHO N1 MCMONbB3YIOTCA NPOoLEeAypbI MO aHanmay pycka, NPOBEPKE COCTOSHUS U peErMcTpaLum MHUMOEHTOB. AB-
ngaeTca nu nnaH obecneyveHnst HenpepbIBHOCTY BU3HECA KOPPEKTHBIM U AENCTBYOLLIMM;

- 6esonacHoCTb annapaTHbIX CpeacTB/MporpamMmmMHOro obecneveHus:

HaxoaUTCs N pe3epBHOE KONMMPOBaHUE Ha AOCTaTOYHOM YpoBHE. Hackonbko XopoLuu npoLenypsbl Beibopa
naeHTMdmrkaTopa/napons nonb3osartenen. Cogepxar Nn XypHarbl KOHTPOMS perMcTpaLuio oLWMBOK 1 UX npocrie-
XXVMBaHVe C 4OCTaTO4HOW CTENEHbIO AeTanm3auum 1 BbibopoM. COOTBETCTBYET I MPOBEPEHHAS MporpaMma corna-
COBaHHbIM TPebOoBaHNAM;

- 6e30NacHOCTbL KOMMYHUKaLNIA:

obecnedeHa nu Tpebyemas creneHb OybnupoBaHUst; UMEETCs N Heobxoanmoe obopyaoBaHUE Y NPorpamMMHoe
obecneyeHne 1 NpaBUMbLHO N OHO UCMONb3yeTcs NpU Habope TenedoHHOro Homepa ¢ knaesuaTypbl OBM. Ha-
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CKOMNMbKO 3p(heKTUBHA CMCTEMA YNPaBIEHNSI KITFOYaMM U CBA3aHHbIE C 3TUM ornepauum, ecnm TpebyeTcs Lwngposa-
HVe u/vnn ayTeHTdunKaumsi coodLeHmsa?

lMpoBepka ypoBHS 6e3onacHOCTN — BaXkHas 3agava, TpebytoLas 4ns yCneLwHoro ee BbIMNOSIHEHUS AoCTa-
TOYHOTO OMbITa M 3HaHUIA. ATOT OTAENbHbIN BUA OEATENBHOCTU OTIIMYAETCS OT BHYTPEHHENO ayauTa B OpraHu3aumn.

11.3 YnpaBneHne UaMeHeHnAMHU

MHhbopmaLmoHHbIE CUCTEMBI M OKpYXKatoLLLasa cpeaa, B KOTOPO OHU (DYHKLIMOHUPYHOT, MOCTOSIHHO N3MEHSIHOT-
cs. 'ameHeHnst HOPMAaLIMOHHBIX CUCTEM ECTb Pe3yrbTaT MOSIBNEHWS HOBbIX 3aLLUTHBIX MEP M YCITyT Ui OOHapy-
YKEHUS HOBbIX YIPO3 U yA3BUMOCTEN. [JaHHbIE N3MEHEHMS MOTYT Takke MPUMBECTM K HOBbIM yrpo3am u obpasoBa-
HUIO HOBbIX YSI3BUMOCTEN. I3MeHeHMs MHOPMaLIMOHHOWM CUCTEMBI BKITHOYaAIOT B cebsi:

- HOBblEe MpoLeaypbl;

- HOBbl€ 3aLUNTHbIE MEPbI;

- obHOBMEHNE NPOrpaMMHOro obecneyveHus;

- IepecMoTp annapaTHOW cpeap;

- NOSIBIEHNE HOBbLIX MOTPEbUTENEN, B TOM YACHE BHELLHUX OPraHn3aLmn UM aHOHNMHbIX MoNb3oBaTenen;

- JOMOSHUTENBHYIO OPraHN3aLuio CETU U BHYTPEHHIOK CBSA3b.

Korga nnaHvpytoTcst Unv NpoMcXoasT U3MeHeHs1 B MHpOpMaLMOHHOW CUCTEME, BaXKHO onpeaenuTb, Kak
3TO NOBMMSAET (€Cny NOBNMSET) HA MHpOpMaLMOHHYO 6e30nNacHOCTb cucTeMbI B LienioM. Ecnn cuctema umeet
cny>0y ynpaBneHus KoH1rypaumen unm gpyryto opraHM3auoHHY0 CTPYKTYPY, YNPaBsitoLLY0 TEXHUYECKMU
CMCTEMHBIMU M3MEHEHMSIMI, TO B COCTaB 3TON CNY>XObl AOIMKHO ObIThb BKITKOYEHO OTBETCTBEHHOE NULIO No 6e3onac-
HOCTW UNn €ro NpeacTaBUTENb C MONTHOMOYMSMY ONPEAENsiTe BO3AENCTBME MHOOOro M3MeHeHNs Ha MHPOPMaLMOH-
Hyto 6e3onacHocTb. [Npy 6oMbLIMX N3MEHEHMSAX, BKMOYAOLWUX B cebs NMOKYMNKY HOBbIX annapaTHbIX CPeacTs,
NporpaMmMHoOro obecneyeHus, cnyx6a NnpoBoauT NOBTOPHbLIV aHanu3 TpedoBaHuii 6e3onacHocTu. MNpu He3Hauu-
TENbHbIX UBMEHEHUSAX B CUCTEME BCECTOPOHHUI aHanm3 He TpebyeTcs, HO BCe-Takun HEKOTOPbI aHanmn3 Heobxo-
avm. B o6ounx cnyydasx cnegyeT oLeHUTb NPEUMYLLIECTBA U PaCcXOAdbl, CBA3aHHbIE C U3MEHEHMAMN. [ns He3Haun-
TEmNbHbIX UIBMEHEHUI 3TOT aHaNM3 MOXET ObITb NPOBeAEH HeobnLUManbHO, HO pe3yrnkTaTbl aHanM3a u CBsi3aHHbIE C
HUMM peLLEeHNst OOMKHbI ObITb 3aperMcTpMpoBaHsb!.

11.4 MOHUTOPUHI

MOHWTOPWHI — 3TO NPOAOIPKEHME AEVCTBUIN, HaNpaBMeHHbIX Ha MPOBEPKY COOTBETCTBUSI CUCTEMBI, €€ NOJb30-
BaTenen 1 cpedbl ypoBHIO 6e30MacHOCTH, NpegyCMOTPEHHOMY MTaHOM MHAOPMAaLMOHHON 6e30MacHOCTU, MPUHS-
TbIM B OpraH13aumn. Heobxoanmbl Takke NOBCEAHEBHbIE MaHbl KOHTPOMS C AOMOSNTHUTENBHBIMU pEKOMEHAaUust-
MU 1 npouedypamu anst obecnedeHns 6esonacHomn paboTbl CUCTEMBI, MEPUOANYECKNE KOHCYIbTaLMM C NOSb30Ba-
Tensamu, pabodrm nepcoHanom n paspaboTymkamm cuctem ansg obecneveHnsi NOSIHOM OTCIEXNBAEMOCTH BCEX
acnekToB 6€30NMacHOCTM U COOTBETCTBMS MlaHa MHOPMaLMOHHON 6€30MacHOCTY TEKYLLIEMY COCTOSIHMIO Aer.

OpHa 13 NpUYKH, onpeaensioLLIMX BaXXHOCTb KOHTPOISA MHAOPMaLMOHHON 6e30NacHOCTH, 3aKNioYaeTCs B
TOM, YTO OH MO3BONSET BbISIBUTb U3MEHEHWS, BNMSIOLLIME Ha Be3onacHOoCTb. HekoTopkle acnekTbl obecneyeHus
BesonacHocTu VT, koTopble JOIMKHBbI HAXOAUTBCS NOA KOHTPOMEeM, BKMOYaoT B cebs1 akTVBbI U X CTOMMOCTb,
Yrpo3bl aKTMBaM U UX ySI3BMMOCTb, Mepbl 3aLUMThbl aKTUBOB.

AKTVBbI KOHTPONMPYIOT ANs ONpeAeneHNs U3MEHEHUI NX LIEHHOCTM U OOHapPYXeHWS U3MeHeHWI B TpeboBa-
HUSX MHGOPMaLMOHHON 6e30NMacHOCTU CcUCTEM. BO3MOXHBIMM NpUYMHAMK 3TUX U3MEHEHMWI MOTYT ObITb M3MEHE-
HYS:

- MPOM3BOACTBEHHbIX LiENen opraHu3aumy;

- MPOrpaMMHbIX MPUNOXEHWI, paboTaroLmx B MHOPMaLMIOHHOW CUCTEME;

- Hpopmaumm, o6pabdaTbiBaemMor MHOPMaLIMOHHOW CUCTEMO;

- annapaTHoro obecnevyeHns MHPOPMAaLMOHHOM CUCTEMBI.

Yrpo3bl U ysI3BMMOCTU KOHTPOMNMPYHOT C LIENbo onpeaeneHns NsMeHeH1n B ypoBHE NX ONACHOCTU (Hanpu-
Mep, BbI3BaHHbIX MU3MEHEHNSIMU Cpeabl, UHPPACTPYKTYPbI NI TEXHUYECKUMI BO3MOXHOCTSIMW) 1 OOHapYKeHNS
Ha paHHeN cTaguv Apyrmx BUAOB Yrpo3 Ui YA3BUMOCTEN. VI3MeHeHMs yrpo3 1 ya3BUMOCTEN MOTyT ObITh BbI3Ba-
Hbl TaKKe B pesynbraTe U3BMEHEHWI B aKTUBaX.

Mepbl 3aLLMTbI KOHTPONMPYIOT HA MPEAMET NX COOTBETCTBUS PE3YNLTaTUBHOCTU M 3h(PEKTUBHOCTM B TEHEHUE
BCEro BpeMeHM npumeHeHns. Heobxoaumo, 4tobbl 3alLmTHbIE Mepbl ObINv ageKBaTHbIMM 1 3aLyLLan nHgopmMa-
LIMOHHYO CMCTEMY Ha TpebyemMoM ypoBHe. He NCKMYEHO, YTO N3MEHEHMS, CBA3aHHbIE C aKTMBaMu, yrpo3amMu 1
YSI3BMMbIMW MECTaMM, MOTYT NOBNUATL Ha 3hEeKTUBHOCTb M a0EKBAaTHOCTb MEP 3aLLMTHI.

Kpowme Toro, ecnv BHegpsieTcs HoBas MHCpOpMaLUOHHas CUCTEMa UM U3MEHSAETCS CyLLEeCTBYyHOLast, TO
nosiBNsieTc He06XoAUMOCTb YOeanTbCS B TOM, YTO TaKMe U3MEHEHUS HE NMOBITUAIOT HAa COCTOSIHNE CYLLIECTBYIO-
LLMX Mep 3aLUUTbI 1 HOBbIE CMCTEeMbI ByayT BBEAEHbI C a4eKBATHLIMU MePaMM 3aLLmThl.
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Mpu 0GHapy>KeHUN OTKITOHEHWIN B 6€30MaCHOCTUN MHPOPMALIMOHHON CUCTEMBI HEOBXOAMMO NX CCreaoBaTh
1 pe3ynbTaThl AONOXUTbL PYKOBOACTBY OpraHu3aumum Arisi BO3MOXHOro nepecMoTpa Mep 3aLuTbl Unu, B cepbes-
HbIX CNy4asx, nepecMoTpa cTpaTerMm nHpopmaumMoHHoOM 6e30nacHOCTU 1 NPOBEAEHNSA HOBOIO aHanm3a puCKoB.

B uensx obecneyeHusi TpeboBaHmMii NONUTUKM MHAOPMaLMOHHON 6e30MacHOCTM OOMMKHbI ObITb MPUBIIEYEHDI
COOTBETCTBYIOLLME PECYPChI AN NoAAep)KaHWs HEOOXOAMMOro YpOBHS MOBCEAHEBHOIO KOHTPOIA CReayoLLImMX
3MNEMEHTOB:

- CYLLEeCTBYIOLLMX Mep 3aLUUThI;

- BBOJA HOBbIX CCTEM VNN YCIyT;

- NNaHMPOBAHNS U3BMEHEHUI B CYLLIECTBYIOLLIMX CUCTEMAaX UK ycnyrax.

BbixogHble AaHHble 3aUTHBIX Mep huKempytoT B dhopMax 3anuncu chainoB permcTpaumm aHHbIX Npuy nosie-
NeHNM cobbITUA. DTK dhalinbl permcTpaLMmn AaHHbIX 4OSHKHbI ObITb NpoaHanM3npoBaHbl C UICNONb30BaHNEM CTaTHC-
TUYECKMX METOLOB A1 paHHEro 0BHapy>XeHUs TEHAEHLMIN K UBMEHEHMSAM 1 OBHapy>KeHUs NOBTOPAEMOCTY MHLIW-
aeHToB. OpraHnsaums gormKkHa Ha3HauYUTb NL, OTBETCTBEHHbIX 3@ aHanm3 3Tnx oannoB permcTpaumm JaHHbIX.

B onctpubyTrBHbIX cpeaax channbsl perMcTpaumm JaHHbIX MOTYT 3anncbiBaTb MHAOPMaLMO, OTHOCSLLIYHOCS K
oaHou cpefe. [1ns BepHOro NOHUMaHus NpUpoabl CIIOXKHOMO CoObbITUA HeE06X0aUMO 00 beAMHUTL MHGOPMaLIMIO
pasnuyHbIX annoB perncTpaumm JaHHbIX Y CBECTU €€ B OOHY 3annchb 0 cobbiTun. ObbeanHeHve 3anucer coobbl-
TUW NPeACTaBNsET CIOXHYH 3a4aqvy, BaXKHbIM acriekToM KOTOPOW sSiBRsSieTcs uaeHTudukauus napameTpa (mnv na-
paMeTpoB) 0ObEeAMHEHNS 3anNNCK PasnUYHbIX halriioB perncTpaLmm AaHHbIX ¢ NapamMeTpoM KOHOUAEHUMANBHOCTU.

MeTopa ynpaBneHns KOHTporieM exxeqHEBHOIO MOHUTOPUHIa 3aKnio4aeTCcs B MOArOTOBKE AOKYMEHTaLUmN,
onvcbiBaroLLEel He0bXoaMMbIE OEVCTBMSA MPY BbINONTHEHUM NPOU3BOACTBEHHbIX NpoLeayp obecrneveHns 6esonac-
HOCTW. OTa AOKYMEeHTauus ONnCbIBaET OENCTBUS, Heobxoaumble Ans nogaepkaHusi Tpebyemoro yposHs 6e3onac-
HOCTW BCEX CUCTEM M YCIyr 1 0becneveHuns ero NOATBEPXKAEHUS B TEYEHNE ANUTENBHOTO BpEMEHU.

Mpoueaypbl akTyanusaumm KoHUrypaumm cucteMbl 6€30nacHOCTM A0MKHbI ObITb 3a40KYMEHTUPOBAHBI.
Mpoueaypbl AOMMKHbI BKITIOYaTh B ce05 KOppeKTupyoLLme NapameTpbl 6e30MacHOCTY U akTyanusaumm fitobom nH-
dopmaLmMm no ynpasneHmo 6e30nacHOCTbI0. TN U3MEHEHNS 4OIMKHbI ObITh 3aperncTpMpoBaHbl 1 0400peHk! B
pamkax nNpoLLeccoB ynpaBneHust KoHdurypaumen cuctemol. OpraHm3daumns 4oSmkHa YCTaHOBUTL NpoLenypb! Bbl-
MOMHEHWS perynsapHoro obcnyxuBaHmsa Ansg obecneyeHns 3aLlmTbl OT yrpo3 6esonacHocTr uHdopmaumun. OpraHu-
3aums JOIPKHA YCTaHOBUTL NOPSAOK BbIMOTHEHWS AOBEPUTENBHBIX pacnpeaerieHHbIX NpoLeayp Ans KaXaoro KoM-
noHeHTa 6e30nacHOCTU (ECIN 3TO MPUMEHMMO).

Heobxoaumo onucaHue npouenypbl KOHTPONS Mep 3aLUnTbl. [JOrmkHbI ObITb YCTaHOBMNEHbI CNOCO0ObLI 1 YacTo-
Ta NpoBeaeHNsi NPOBEPKM YPOBHS 3aLLMLLEHHOCTU. Heobxoanmo onucaHne npuMeHeHnss MeTo40B U MHCTPYMEH-
TOB CTaTUCTMYECKOTO aHanm3a. [JomkHO bbITb pa3paboTaHo pyKOBOACTBO MO KOPPEKTVPOBKE KPUTEPMEB KOHTPOSTBHbBIX
NPOBEPOK AN pa3nyHbIX MPOM3BOACTBEHHbIX YCITOBUA.

11.5 Ob6paboTKa MHUMAEHTOB

Kak yke oTMeyanoch, Ang naeHTUguKaLmm puckoB 1 YpoBHS UX ONACHOCTU HEOBXOAUM aHanm3 PUCKOB.
WHdpopmaums no nHumaeHTam, CBA3aHHbIM C HapyLLeHem 6e3onacHoCTU, Heobxoauma Ans NoOePKKU NpoLec-
Ca aHanu3a pycKOB 1 pacLUMPEHNst MPUMEHEHMNS ero pe3ynbTaToB. OTa MHdopMaums JormkHa ObiTb cobpaHa u
npoaHanuanpoBaHa 6e3onacHsIM CnocoboM (C Nonb3omn Ans Aera). NMoaToMy BaxHO, 4TobbI Kaxkaas opraHusaums
nmena cxemy aHanusa nHuuaeHTtos (IAS*) ans nogaepxaHusa npouecca aHanmsa puckoB 1 ynpaBneHus apyrumm
acnekTamMmu 4esTenbHOCTV OpraHM3aLmu, CBA3aHHbIMM ¢ 6€30MacHOCTLHO.

Mpouenypa 06paboTkn MHUMAEHTOB AOMMKHA ObITb OCHOBaHa Ha TPeboBaHUsIX NONb3oBaTenen ¢ TeM, YToobl
ObITb NONE3HON N NPUHATON AENCTBYOLLMMN U NOTEHLUMaNbHbIMU Nonb3oBaTensamu. MNpoueaypa 06paboTkm MHLUK-
OEHTOB JOIMKHa ObITh BKIMOYEHa B porpammy obecneyeHms KOMNeTeHTHOCTU B Bornpocax 6e30nacHOCTM C TeM,
YTOObI NEpCOHan UMen NpeacTaBrneHne o ee XxapakTepe, NoNe3HOCTU U cnocobax NCNoNb30BaHUSA pPe3ynsTaToB
ansi:

- COBEpLLEHCTBOBaHWS aHanm3a pucka v ynpasneHus nepecMoTpoM;

- NPeAoTBPAaLLEHUS] UHLIMOEHTOB;

- MOBbILLEHUS YPOBHSI KOMNETEHTHOCTY B BONPOCax MHpopmMaLMoHHON 6e30nacHOCTY;

- MONyYEHUs «CMrHana TPEBOrv» Ans UCMoNb30BaHWUs rpynnon obecneveHns KOMMbLITEPHOM 6e30NMacHOCTK
B aBapUMHbIX CUTYaLUSIX.

JTiobas npouieaypa 06paboTkm MHUMAEHTOB JOIDKHA coaepKaTh CreaytoLLme KNoveBble acneKTbl, CBSA3aH-
Hble C NPUBEOEHHBIMM BbiLLE NEPEYNCTIEHNAMN:

- 3apaHee COCTaBIIEHHbIE CXEMbI AEVCTBUI N0 06paboTke HexenaTesbHbIX MHUMAEHTOB B MOMEHT MX NPOSiB-
NEHUs], HE3aBNCUMO OT TOTO, BbI3BaHbI N OHW BHELLHEN UM BHYTPEHHEN NOrM4eckomn 1 onsnyeckor atakom unm
NPOMU3OLLINKM CryYanHo B pesyrkrate cbos 060pyaoBaHMs Unmn oLLMBKM NepcoHana;

* Incident analysis scheme (aHrn.).
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- 06y4YeHne Ha3Ha4YeHHbIX COTPYAHMKOB MeTogaM paccrieJOBaHNs MHUMOEHTOB, HAaNnpumep opraHn3aLums
rpynnbl aBapuMHOro KOMMbIOTEPHOro obecneyeHus.

Ipynna obecneyeHns KOMMNbOTEPHOM GE30MacHOCTM B aBapUHBLIX CUTYaLUSIX — 3TO COTPYAHWKM, paccrie-
ayouime NpuYMHbI MHUMAEHTa, CBA3aHHOTO C HapyLUeHneM MHopMaLmMoHHOM 6e3onacHoCTu, onpeaensioLlmne
noTeHLUManbHY BO3MOXHOCTb €ro NOBTOPEHWS UM NPOBOASLLME NEPUOANYECKUIA aHanNn3 AaHHbIX 3a ANUTenb-
HbI NepVoA BPEMEHN. 3aKITOUEHNs], caeNaHHble rpynmnon obecneveHns KOMNbOTEPHOW 6e30nacHOCTU, MOTyT
CNY>XUTb OCHOBaHWEM A1 Npeaynpexaarowmnx gencteui. [pynna obecneyeHms KOMnboTepHOM 6e3onacHoCTU B
aBapPUNHbLIX CUTYaLMSIX MOXKET ObITb CO3aHa BHYTpY OpraHm3aumm unm paboTtaTb Mo KOHTPaKTY CO CTOPOHBI.

Mpun HannuuM cxembl AENCTBUIA 1 0BYYEHHOTO NepcoHarna B Crnyvae BO3HUKHOBEHUS MHUMAEHTA He cneayeT
MPUHUMATb NOCMELLHbIX peLLeHW. Heobxoaumo CoXpaHnUTb AaHHbIE, KOTOPbIE NO3BOMIAT NPOCIeanTb U MAEHTUNY-
LMpoBaTb MCTOUHMK MHUMAEHTA, MPUBECTM B AENCTBME MEpPbI 3aLLMTbl Hauboree LeHHbIX aKTUBOB, YTO NO3BOSNUT
CHU3UTb pacxofbl HA MHUMAEHT U yCTpaHeHue ero nocneacTauin. Takum obpasom, opraHusauus B yayLiem cmo-
XKET CBECTU K MUHMMYMY JTH0Oble 3BECTHbIE OTpULATENbHbIE MHLUWOEHTDI.

Kaxxgas opraHu3aums gormkHa UMeTb a¢hdeKTUBHYO npoLieaypy 06paboTkmn MHUMOEHTOB, OXBATbIBAOLLYIO:

- NOAroTOBKY — NpeaynpexaaroLme Mepbl CO CTOPOHbI PyKOBOACTBA OpraHn3aLumm, pekoMeHgaumm u npo-
Lenypbl no 06paboTke MHUMAEHTOB (BKNOYasA COXpaHeHve fokasaTernbHbIX AaHHbIX, 00CnyXnBaHue dhannos pe-
rMCTpaLum AaHHbIX MO COOLITUAM U CBA3b C ODLLECTBEHHOCTLIO), HEOOX0ANMbIE LOKYMEHTbI, NiaHbl obecneyeHns
©ecnepeboiHon paboTbl MHGPOPMALMOHHOW CUCTEMBI;

- yBeOMIeHne — npoueaypbl, cpeactaa u 06893aHHOCTM Mo perncTpaumm MHpopmMauum o6 MHUMAEHTax;

- OLlEHKY — npoLeaypbl 1 06593aHHOCTM MO paccreAoBaHN0 MHLUWOEHTOB W ONpeaerieHno YPOBHS NX onac-
HOCTW;

- ynpasreHue — npouenypbl 1 00513aHHOCTM MO 06pabdoTKe MHLMAEHTOB, CHUXKEHUIO yLLiepba OT HUX 1 yBe-
[OOMITEHMIO BbILLECTOSILLIENO PYKOBOACTBA;

- BOCCTaHOBIeHne — npoLieaypbl 1 06513aHHOCTM MO BOCCTAHOBIEHNIO HOpMarbHOW paboThl;

- aHanu3 — npoueaypbl 1 0053aHHOCTM NMPY BbIMONTHEHW OENCTBUI MNOCI e MHUMAEHTA, BKITHOYas paccneno-
BaHWe I0OpUANYECKMX aCNEKTOB MHUUAEHTA U aHanM3 TEHAEHLUUNA.

CnenyeT OTMETUTb, YTO €CIM O4HWN OpraHn3aLmMn BUAST BbIrogy OT UCMONb30BaHNs NpoLueaypbl 06paboTkm
VHLMAEHTOB, TO ApYre — CHMTAIOT, YTO eLlie GOMbLUYI0 BbIroAYy MOXHO MOMyYUTb, 06beanHss 3Ty MHOPMAaLMIO
1 cosgasasi 06LLyto 6a3y AaHHbIX MO MHUMAEHTaM, YTO NO3BONUT ropa3fo bbicTpee nonyyaTb NpeaynpexaeHus,
naeHTnuumMpoBaTh TEHAEHLUMN U MPUHUMATbL Mepbl 3awmTbl. O6beanHeHHas 6a3a 4aHHbIX N0 UHUMOEHTaM OO K-
Ha 6bITb JOCTATOYHO MMOKOM AN TOro, YToOb! y4nTbIBaTh TPEOOBaHNS 00X (BCE CEKTOPDI, TUMbI YIPO3 N UX
BO3MOXHble BO3AENCTBUS) N YaCTHBIX (OTAENbHbIE CEKTOPbI, YIPO3bl U X BO3AENCTBUSA) MHTEpecoB. Kaxxaas npo-
uenypa o6paboTkM MHUMAEHTOB, BHYTPU UMW BHE OpraH13aumm, A0MMKHA UCNOMNb30BaTh OAVUHAKOBYHO TUMOMOIMIO,
METPOSOruIo U CTPYKTYPY NporpaMMHOro obecnedeHns onsa pernctpaumm MHgpopmMaLmm no nHumaeHTam. 371o 06-
neryaeT cpaBHeHWe 1 aHanm3. Vicnonb3oBaHne obLLEN CTPYKTYPbl SBNSAETCS KIOYEBbIM MOMEHTOM AN Mosyye-
HWs1 BCceoObeMMIoLLUX Pe3ynbTaToB 1 B 0cOBEHHOCTY Bornee AocToBepHOM Ba3bl AaHHbIX AN ObICTPpOn naeHTUdu-
Kauuu «npeaynpexaeHuns», KOTopoe HEBO3MOXHO NMOMy4mTb OT OAMHOYHOW Npouedypbl 06paboTkM MHUMOEHTOB.

B3sanmocBaA3b Mexay npouenypon o6paboTkm MHLUMAEHTOB, MPOLIECCOM aHanu3a puckoB U MeToAaMu yn-
paBrieHMs1 MOXET CYLLIECTBEHHO MOBLICUTL KAYE€CTBO OLIEHKN PUCKOB, YIPO3 U YSI3BUMOCTEN N YBENNYUTL BbIrOAY
OT UCMONb30BaHNs Npoueaypbl 06paboTkN MHUMOEHTOB.

WHdopmaLms no cryvyasm BO3HUKHOBEHMWS yTPO3 CNOCOBHA 3HAUNTENBHO YNYYLLIWNTL KAYECTBO OLLEHKN YIpo-
3bl U, CNeaoBaTeribHO, KaYeCTBO OLIEHKM PUCKOB. B npoLiecce paccrneaoBaHus MHUMAEHTA (OB) BNOSHE BEPOSTHO,
yTo ByaeT cobpaHa HoBas AoNONHUTENBHAsA UHhopMaLms 06 Ys3BUMOCTSX CUCTEM M CNOCODax NX YCTPaHEHUS.
MpumeHeHWe npoueaypbl 06pabdoTKM MHLMAEHTOR AAET BO3MOXHOCTL MONb30BaTES0 OEHTUMUMPOBATL U OLe-
HUTb YSI3BUMOCTW CUCTEMbI U NPEAOCTaBUTL NOSE3HbIE BXOAHbIE AaHHbIE sl OLLEHKU PUCKOB. OTU AaHHbIe Yac-
TWUYHO OCHOBaHbI Ha MHGOPMaLIMK 06 yrpo3ax U HaCTUYHO — Ha pesynbraTtax paccrefoBaHus MHUMAEHTOB, MPoBe-
[OEHHOrOo rpynnow obecrneveHns KOMMNbIOTEPHON 6GEe30MacHOCTU B aBapUNHbLIX CUTYaLIMSX.

Hanpumep, yrpo3a norn4yeckoro NpOHUKHOBEHNS (MPUCYTCTBUE «B3MNOMLLUKa» U NpuBnekaTenbHOCTb obpa-
OaTbiBaEMON MHGOPMaLIMN) MOXET COMEeTaTLCS (YEM M CO3OAETCS PUCK) C YSI3BUMOCTBIO K TOMMYECKOMY NMPOHUKHO-
BEHMIO (HEa4eKBAaTHOCTb UMW OTCYTCTBME COOTBETCTBYIOLLIMX KOHTPOMbHbBIX MEXaHU3MOB FTOMMYECKOro 0CTyna B
cuctemy). Noatomy Mcnosb3oBaHWe Npoueaypbl 00paboTKN MHUMAEHTOB AN UAEHTUdMKALMM U OLIEHKU YSI3BUMO-
CTen MOXeT UCMNosb3oBaThCs Yepes MHopMauuio 06 yrposax, koTopas BBedeHa B 6a3y AaHHbIX O CIy4YMBLUMXCS
WHUnaEeHTax, BMeCTe C MHdhopmaumei oT Apyrnx UCTOYHUKOB, OCOBEHHO rpynnon obecneyeHnst KOMNbIOTEPHON
©€e30MacHOCTM B aBapUMHbLIX CUTYaUMsIX, KOTOpble MOMYT OBHapyXuUTb paHee HenaeHTUPULMPOBaAHHbIE YA3BU-
MOCTW.
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CnenyeT OTMETUTb, YTO Npoueaypa 06paboTkn NHLMOEHTOB KacaeTCs MHUUOEHTOB yXXe MPON3O0LLEALLNX.
MoaTomy aTa npouenypa He AaeT HenocpeaCTBEHHO AOCTyNa K MHopMaLMm O TeX YA3BUMOCTSIX, KOTOPbIE MOryT
MPUCYTCTBOBATb, HO HE MPOSIBUNMUCL B MHUMAeHTax. Kpome Toro, AaHHble Mo 06paboTke MHUMAEHTOB B CTATUCTU-
YECKOM aHarnu3e 1 aHanmae TeHAEHUUA cneayeT UCMoNb30BaTh OCTOPOXKHO, MOCKOIbKY BXOAHbIE AaHHbIE MO pe-
3ynbratam npoBeaeHnsi paboT MOryT ObITb HEMOSHBIMMW UITN OLUMOOYHBIMU. TeM He MeHee, pe3yrbTaTtbl paboTbl
rpynnbl o6ecneveHnst KOMMbIOTEPHOM 6€30MacHOCTM B aBapyIHbIX CUTYaUMsiX MOTYT yKa3aTb Ha Hanmume paHee
He3aMeYeHHbIX YsI3BUMOCTEN. B Lienom, perynspHbiii BBOA AaHHbIX MO paccriefoBaHMIo MHUMOEHTOB B npoLiecce
aHanmsa p1CcKOB M ynpasrieHNe NPOBEPKaMM MOTYT CYLLECTBEHHO YITyYLLINTb KA4EeCTBO OLLEHKN PUCKOB, Yrpo3 u
YA3BUMOCTEN.

12 Pe3lome

B HacTosLLEeM cTaHaapTe pacCMOTPEHO HECKOMBKO METOA0B, BaXHbIX A4S yrpaBneHnst UHHOpMaLMOHHOM
6e30MacHOCTLI0. TKM MeToAbl OCHOBaHbI Ha KOHLUENUUsX U Mogensx, npeacraeneHHbix B MICO/MOK 13335-1.
B HacTosLeM cTaHaapTe paccMOTPEHbI NPEUMYLLIECTBA M HEAOCTATKN YETbIPEX BO3MOXHbIX CTpaTerin aHanmsa
pucka. Noapo6Ho onncaHbl 06beAUHEHHbIV NOAXOA U HECKONBbKO METOAO0B, MOMe3HblX ASs NPakTUYecKkoro
BHeapeHusi. HekoTopble opraHmsaummn, ocobeHHo HeGorbLUNE, HE MOTYT NPUMEHUTL BCe MeToabl, MpUBeAEHHbIE B
HacTosiLLieM cTaHaapTe. BakHo noayepkHyTb, YTO KaXKabI U3 3TUX METOA0B AOMKEH ObITb MpoaHanM3npoBaH u
NMPUMEHEH B NOAXOAsILLEN AN opraHu3auumn dopme.
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MpunoxexHune A
(cnpaBo4Hoe)

anIMeprIVI nepe4vyeHb BOMNpPoCoOB, BXoAALWNX B COCTaB NOJINTUKN 6e3onacHocTu VIH(*)OpMaLlMOHHbIX
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MpunoxexHune B
(cnpaBo4Hoe)

OueHKa aKTMBoB

OueHKa aKTMBOB OpraHu3aumm sIBNsieTC BaXKHbIM 3Tanom B 06LleM npouecce aHanmsa pucka. LleHHocTb, onpe-
JeneHHast ANs KaXaoro akTuea, AOMKHAa BblpaxaTbcs cnocobom, Haunyywmnm obpa3om COOTBETCTBYHOLLMM AaHHOMY
aKTUBY M OPUMAMYECKOMY MLy, BeaylieMy OernoBy AeATeNbHOCTb. YTOObl BbINOMHUTL OLEHKY aKTMBOB, OpraHu3auus
CHavyana [ohKHa NPOBECTU MHBEHTapM3aLUMo CBOMX aKTUBOB. [N o6ecneyeHns NorHoro y4eTa akTMBOB YacTo MOne3Ho
CrpynnupoBaTthb MX NO TMNam, HanpuMmep MHPOPMALIMOHHbBIE aKTUBLI, aKTUBbI NPOrpaMMHOro obecneyeHus, uandeckune
akTuBbl 1 ycnyru. LlenecoobpasHo Takke HasHaunTb «BnagenbLeBy akTMBOB, KOTOpble ByQyT HECTU OTBETCTBEHHOCTb 3a
onpeaeneHne ux LeHHOCTMU.

CnepyioLwmi aTan — cornacoBaHue mMmaclutaboB oLEeHKK, KOTopas JOMMKHA OblTb NPOM3BEAEHA, N KPUTEPUEB ONpe-
OeneHnst KOHKPETHON CTOMMOCTWN aKTMBOB. M3-3a pa3Hoobpasns akTMBOB OOMbLUMHCTBA OpraHvM3auuii BeCbMa BeposT-
HO, YTO HEKOTOpPblE aKTUBbI U3 TEX, YTO MOryT ObITb OLEHEHbl B AEHEXHbIX eauMHuuax, 6yayT oueHMBaTbCst B MECTHOWM
BarnTe, B TO BPEMS KaK ApYrne akTvBbl MOTYT OLIEHMBATBLCS MO KAYECTBEHHOMW LUKane B AuanasoHe OT «04YEeHb HU3KOM» [0
«OYeHb BbICOKOM» LeHbl. PelleHne ncnonb3oBaTh KOMMYECTBEHHYO MMM KAYECTBEHHYK OLEHKY NPUHMMAET KOHKpPETHasa
opraHusaumsi, Ho NpyM 3TOM BbIOPaHHbLIA TUM OLEHKN OOMKEH COOTBETCTBOBATb MOAMEXaliuM oueHke aktueam. [Ana
OOHOrO U TOrO XXe aKTMBa MOryT ObITb UCMOMb30BaHbl Takke 06a Thna OLEHKM.

TUNUYHBIMKM TEPMMHAMM, UCMONb3yEeMbIMU A1 KAYECTBEHHOW OLEHKN LIEHHOCTU aKTUBOB, SIBMNSOTCA: «nNpeHebpe-
XMMO Marnasiy, «0O4eHb Manasi», «manas», «CpPeaHss», «BblCOKasi», «OMeHb BbICOKas», «MMetoLas KpUTMdeckoe 3Have-
Hue». Beibop 1 ananasoH TepMUHOB, ABMASOLNXCA NOAXOOAWMMM ANA JaHHOW OpraHu3auum, B 3Ha4YUTENbHON CTeneHn
3aBUCAT OT NOTpebHOCTeN opraHu3aummu B 6e3onacHOCTU, BENNYMHBI 3TON OpraHu3aumm, a Takke Apyrnx, cneunduyHbix
ONs AaHHOW opraHu3aumm akTopoB.

Kputepuu, ncnonb3yemble B Ka4eCTBE OCHOBbI AN OLEHKN LIEHHOCTU KaXXOOoro akTuBa, OOIDKHbI BblpaXaTbCs B
OOHO3HAYHbIX (HeABYCMbICMEHHbIX) TepMuHax. C aTUM YacTo GbiBaloT CBA3aHbl Hanbornee CnoXHble acnekTbl OLEeHKM
aKTMBOB, MOCKOMbKY LIEHHOCTb HEKOTOPbIX M3 HUX MPUXOAUTCH onpenensatb cyObekTuBHO. [1oaToMy ona onpeaeneHus
LIEHHOCTM aKTUBOB LienecoobpasHo npuBnekaTtb JOCTaTOMHO Gonbluoe YMcno pasHbix nogen. Bo3amoxHbl cnegyowme
KpUTEPUN onpenerneHns LeHHOCTU akTUBOB: NepBOHavanbHasi CTOMMOCTb aKTMBa, CTOMMOCTb €ro OGHOBMNEHUs Uin
BOCCO34aHus. LIeHHOCTb akTMBa MOXeT Takke HOCUTb HeMaTepuarnbHbI XapakTtep, Hanpumep ueHa Aobporo nmeHun
Unu penytauum KOMNaHum.

[Opyroii noaxon K OLeHKe akTMBOB OCHOBLIBAETCHA Ha 3aTpaTax, MOHECEHHbIX MO NPUYUHE yTpaTbl KOHPUAEHUMamNb-
HOCTW, LLeMOCTHOCTU NNW AOCTYMHOCTW BCNEACTBME Npouclueawero uHumaeHTa. lNprMmeHeHne nogo6HbIX OLEHOK Npeao-
CTaBnseT TpM BaxHbIX )akTopa LEHHOCTM aKTvBa B AOMOSIHEHME K CTOMMOCTM BOCCO3[aHUS aKTMBa, OCHOBaHHOW Ha
OLEeHKax noTeHumanbHoro yuwepba nnu HebnaronpuaTHOrO BO3AENCTBUSA HA OEMNOBYHO AEATENbHOCTb B pesyrnbrare npo-
uclielwero MHUnaeHTa HapylweHns 6e3onacHocTu ¢ npegnonaraembeiM Habopom obcTosiTenscTB. CnegyeTt nogvepk-
HYTb, YTO 3TOT NOAXOA YYNThIBAET yLIepO 1 Apyrue 3aTpathbl, CBA3aHHbIE C BO3AENCTBUEM, KOTOPbIE ABMSOTCA Heobxoau-
MbIMW 191 BBEAEHNSI COOTBETCTBYHOLUMX (DAKTOPOB NPUY OLEHKE pUCKa.

MHorue akTvMBbl MOryT B MpPOLECCe OLIEHKM UMETb HECKOSIbKO NMPUCBOEHHbIX UM LieHHocTeln. Hanpumep 6usHec-
nnaH mMoxeT OblTb OLlEHEH Ha OCHOBE Tpyao3aTpaT Ha ero pas3paboTKy Mnu Ha BBeAEHWE [AaHHbIX, UMK LEHHOCTM ANnd
KOHKypeHTa. Becbma Benvka BEpOATHOCTb TOrO, YTO 3HAYEHUST 3TUX LIEHHOCTEN ByayT 3HAUUTENBHO OTNMYaTbLCA ApYr OT
gpyra. NprucBoeHHas LeHHOCTb akTMBa MOXET OblTb MaKCUMMarbHOW U3 BCEX BO3MOXHbIX LEHHOCTEN UMM CYMMOM HEKO-
TOPbIX UINN BCEX BO3MOXHbIX LleHHOCTe. [py oKoHYaTenbHOM aHanu3e HeobxoauMO TLlaTenbHO onpeaenvTb UTOroBYHO
LEeHHOCTb aKkTMBa, MOCKOMbKY OT Hee 3aBUCUT 00bEeM pecypcoB, HeobxoauMbIX Ans obecneyeHns 3alnTbl AAHHOrO
aKTunBa.

B koHe4YHOM cyeTe BCEe OLEHKM aKTMBOB [OIDKHbI NPOBOAUTLCS Ha OCHOBe o6Llero noaxoga. ATo MoXeT 6biTb
cAenaHo npu NoMOoLLM CneayroLmMX KpUTepmueB, KOTOpble MOTyT UCMNONb30BaTbCA AN OLEHKM BO3MOXHOro yuiepba ot
noTepu KOHMUAEHUMANBHOCTH, LIENTOCTHOCTU UMW OOCTYMHOCTU aKTUBOB:

HapyLLeHne 3aKOHOB W/MN NOA3aKOHHbIX aKTOB;

CHWKeHne adhdekTUBHOCTN OM3Heca;

noteps npectmka/HeraTBHOE BO3AENCTBME Ha penyTauuio;
HapyLleHne KOHUAEHLMANbHOCTU MMNYHBIX OAHHbIX;
Heobecne4YeHHOCTb NMYHON 6e30MacHOCTY;

HeraTuUBHbIV 3OMEKT C TOYKM 3peHns obecnedyeHns nNpaBonopsaKa;
HapyLleHne KOHUOEHLMANbHOCTM KOMMEPYECKON UHGOpMaLuu;
HapyLleHne obLLeCcTBEHHOro Nopsaka;

oMHaHCOoBbIE MOTEPMU;

HapyLLeHne AenoBbIX onepauui;

- yrpo3a oxpaHe oKpyxKatoLlen cpeapl.
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MepeyncneHHble Bbille NpUMEpPbl KPUTEPUEB OLIEHKU MOrYT ObiTb MCNOMb30BaHbl ANA OUeHKU akTneoB. [ns Bbi-
NOMHEHNS OLEHOK OpraHnsauus AomkHa BblbupaTb KpUTepun, COOTBETCTBYIOLLME TUNY ee AeNOBON AEeATENbHOCTU U
yCTaHOBMEHHbIM TpeboBaHmAM no obecneyeHnto 6esonacHocTn. [M03TOMY HEKOTOpble M3 BbiLLENepPeYnCIIEHHbIX KpUTe-
pUEB OLIEHKM MOTyT OKasaTbCHA HEMnpUMEHWMbIMU, Torda Kak gpyrme mMoryT ObiTb Ao6aBneHbl K AaHHBIM KpUTEPUSAM
OLLEHKM.

Mocne Bbibopa NOAXOAALMX KPUTEPUEB OpraHvM3aums AOSHKHa AOroBOPUTBLCSA O LUKane OueHKM, KoTopas byaet
MCMNonb3oBaTbCA BO BCEW opraHm3auun. NepBbiM LWaroM AOMKHO ObITb YyCTAaHOBIEHME YuCna UCMOMb3yeMbIX YPOBHEN.
MpaBun gnsa yctaHoBneHnsa Hambornee NoAXoAsLLEro Y1Cna ypoBHEN He cyluecTByeT. bonbLuee yncno yposHeln obecneun-
BaeT 6onee BLICOKYIO CTEMeHb AeTanu3auuun, HO MHOrAa CrAWLWIKOM TOHKoe AnddpepeHumpoBaHue 3aTpyAHAET OLEHKY
aKTnBoB opraHm3aumm. OGbIYHO YMCIIO YPOBHEW OLIEHKM HAXoAWUTCS B AvanasoHe OT Tpex (Hampumep «Manas», «cpeg-
HAS» W «BbICOKas» LEHHOCTb) A0 AECATW MpW YCNOBMU, YTO 3TO COBMECTUMO C MOAXOOOM OpraHv3aumm Kk obliemy
npoLeccy OLEHKW puckKa.

Kpome TOro, opraHusauust MOXeT yCcTaHaBnmBaTb COOGCTBEHHbIE npefenbl LLEHHOCTM akTMBOB (Hanpumep «Ma-
nasy», «CpefHas» n «BbiCOKasi»). ATV npeaenbl JOMKHbI ObiTb OLEHEHbI MO BbIOPaHHbIM KpUTEPUAM, Hanpumep, BO3-
MOXHble (PUHaHCOBbIE MOTEPW CrEAYeT OLEHNBATb B AEHEXHbIX ednHULax, TOrAa Kak npu OLEeHKe MO KPUTEPUIO Yrposbl
ANs NMYHOM 6Ee30NacHOCTU OLEHKa B OEHEXHbIX eAUHMLAX OKaXeTCs HenpurogHown. B KOHeYHOM cuyeTe opraHusauus
cama [OImKHa peLunTb, Kakon yuwepb cumtatb ManbiM, a kakon — Gonbluinm. Yilepb, KoTopbii MOXET cTaTb 6e4CTBEH-
HbIM A8 ManeHbKON opraHu3aunn, Ans OYeHb KPYMHOW OpraHnsauuym MoXeT ObiTb COMTEH ManbiM Unu gaxe npeHeb-
PEeXUMOo MarnbiMm.
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MpunoxeHue C
(cnpaBou4Hoe)

I'Iepequb TUMUYHbLIX BUOOB Yyrpo3

B HacTosiLLeM NpUMoXeHnn nNpuBedeH nepedeHb TUMWYHLIX BUOOB Yrpo3. ATOT nepeyeHb MOXHO MCMoNb3oBaTh B
npoLecce OLEHKU Yrpo3, BbI3BaHHBIX OAHUM UMM HECKOMNBbKUMU NpeaHaMepPeHHbIMU UMK CriydaiHbIMU COBbITUAMM, UK
COObITUAMM, CBA3AHHLIMU C OKPY’XKaloLlel Cpefovi U UMEeIoLMMN eCTeCTBEHHOE NPOUCXOXKAeHUe. Yrposbl, 06YCnoBneH-
Hble NpeaHaMepeHHbIMU OeiCTBUAMM, 0603HaYeHbl B nepeyHe Gykesol D, yrposbl, 06YCrnoBNeHHbIe CryyYanHbiMK aen-
CTBUAMM, — A U Yrpo3bl, 0BYCIOBIEHHbIE ECTECTBEHHbIMU NpUYnHaMu, — E. Takum obpasom, Gykeoit D o6o3HavaloT Bce
npegHaMepeHHble OeicTBUSA, 0GbekTamu KOTOpbIX ABMNSIOTCS akTUBbI MHGYOPMALMOHHBLIX TEXHOMOrMi, Gykeo A — Bce
coBepluaeMble NoabMU AEUCTBUS, KOTOPble MOTYT CryyaiHO HaHecTW Bpen akTMBaM MH(OPMALMOHHBIX TEXHOMOIWIA,
6ykBOW E — MHUMOEHTLI, HE OCHOBaHHbIE Ha AEVCTBUSIX, COBEPLIAEMbIX JOAbMM.

3emneTpsiceHune

3aronneHne

YparaH

MonapaHne MonHUK

3abacToBka

BomboBasi aTaka

MpumeHeHne opyxus

Moxap

HamepeHHoe nospexaeHne

HeucnpaBHOCTM B cUCTEME 3MEKTPOCHabXeHns

HeuncnpaBHOCTU B cucTeMe BogoOCHabxeHus

HewucnpaBHOCTM B cUCTEME KOHOMLUMOHMPOBaHWS BO3dyXa
AnnapaTHble OTKa3bl

KonebaHuns HanpsikeHns

OkcTpemanbHble BeNMYUHbI TeMnepaTypbl U BRaXXHOCTU
BospenctBme nbinu

OneKkTpoMarHuTHoe uanyyeHve

CraTnyeckoe anekTpu4ecTBo

Kpaxa

HecaHKLMOHMPOBaHHOE MCMONb30BaHUE HOCUTENEN AaHHbIX
YxyalweHue CoCTOsiHUS HOcUTENnen AaHHbIX

Ownbka obcnyxmBaroLwero nepcoHana

Owwnbka npu obcnyxmeaHnn

MporpammHbie cboun

Wcnonb3oBaHne nporpaMMHOro obecnevyeHust HecaHKLMOHMPOBAHHBLIMW NOfb30BaTENAMN
Wcnonb3oBaHne nporpaMmHoro obecnevyeHnss HeCaHKLMOHMPOBAHHBLIM CNocobom
HeneranbHoe MPOHWMKHOBEHME 3MOYMbILLIIEHHMKOB NOA4 BUAOM CaHKLMOHUPOBAHHbLIX MOMb3oBaTenen
He3akoHHOe Mcnonb3oBaHue nporpaMMHoOro obecneyeHns
BpenoHocHoe nporpaMmmHoe oGecneyeHune

He3akoHHbIN MMNOPT/3KCMOPT NporpammMHoro obecnevyeHus
Owwnbka onepatopoB

Owwubka npu obcnyxmBaHun

[ocTyn HecaHKUMOHMPOBAHHbLIX MONb30BaTENen K cetn
Mcnonb3oBaHue ceTeBbiX CPeACTB HECAHKLUMOHUPOBAHHbLIM CNOCOGOM
TexHu4eckne HencrnpaBHOCTU CETEBbIX KOMMOHEHTOB

Ownbkn nepenayn

MoBpexaeHne NUHUIN

MeperpyxxeHHbln Tpaduk

Mepexsat nHdopmaumn

HecaHKUMOHNPOBaAHHOE NMPOHMKHOBEHUE K CpeAcTBaM CBSA3U
AHanus Tpadumka

HanpaBneHue coobuieHnii no owmnbovHoMy agpecy

M3meHeHne maplipyTa HanpaBneHus coobLyeHui

Vi3ameHeHne cMmbicna nepegaHHon MHgopmaumm

C6ou B (DyHKLMOHMPOBAHUM YCAYT CBA3W (Hanpumep ceTeBbIX YCryr)
HepoctatouHas YMCneHHOCTb nepcoHana

Ownbkn nonb3oBartenen

HeHagnexallee ncnonb3oBaHue pecypcos

>
m

>> > >

>

> »>m
m

m

>> >> >P>>>

> >

O0O>»000>»00000>»>»0000000000000MO0OMOMO>»>»0>»>»00000mMmMmOmM
>>» >



rOCT P UCO/MIKTO 13335-3—2007

MpunoxeHue D
(cnpaBo4Hoe)

MpumMepbl 06LKNX YA3BUMOCTEN

B HacToAWwEeM NpUNoXeHUn NpuBeaeHsb! NpUMeEpPb! YS3BUMbIX MECT NPUMEHUTENBHO K PasnuyHbiM oGbekTam,
Tpebytowmm obecrneyeHus 6e30nacHOCTH, a Takke NMPUMEpPb! YIpo3, KOTOPbIE MOFYT BO3HWUKHYTb Ha KOHKPETHbIX 00bek-
Tax. [laHHble NpUMepbl MOTYT OKa3aThCs NOME3HbIMU MPU OLeHKe YS3BUMbIX MecT. CrieflyeT OTMETUTb, YTO B HEKOTOPbIX
crnyyasix ynoMsiHyTbIM BbilLe YSI3BUMbIM MecTaM MOTyT YrpoxaTb ApYrve yrpo3bl.

1 Cpepna v MHdpacTpyKkTypa

OTcyTCcTBME (hM3nyeckon 3almTbl 30aHUA, OBEPEN 1 OKOH (BO3MOXHA, Hanpumep, yrposa Kpaxm).

HenpaBunbHoe unun xanaTHoe Ucnosnb3oBaHne PM3N4ecKnx CpeacTB ynpasneHns AOCTYNOM B 34aHus, nomMelle-
HWUS (BO3MOXHA, Hanpumep, yrpo3a HaMepeHHOro MoBPeXAeHUs).

HectabunbHas pabota anekTpoceTn (BO3MOXHa, Hampumep, yrposa konebaHuin HanpsikeHus).

PasmelueHne B 30HaxX BO3MOXHOrO 3aTonfnieHns (BO3MOXHa, Hanpvumep, yrpo3a 3aTonneHus).

2 AnnapaTtHoe obecneveHue

OTcyTCcTBME CXEM NEPUOAMNYECKON 3aMeHbl (BO3MOXHA, HAanpumep, yrposa yXyALUeHUss COCTOSHUSA 3anoMUHatoLwemn
cpeabl).

MoaBep)eHHOCTb KonebaHuAM HanpsbkeHus (BO3MOXHA, HanpuMep, yrposa BO3HUKHOBEHWS KonebaHun Hanps-
XKeHns).

MoaBepxXeHHOCTb TemnepaTypHbiM konebaHuam (BO3MOXHa, HanpuMmep, yrpo3a BO3HWKHOBEHWUS dKCTpemarb-
HbIX 3Ha4YeHWI Temneparypsbl).

MoaBepXeHHOCTb BO3AENCTBUIO Briary, Nbinu, 3arpAasHeHns (BO3MOXHA, HanpumMep, yrpo3a 3anbineHus).

YyBCTBMTENBbHOCTb K BO3AENCTBUIO 3NEKTPOMarHUTHOIO M3fyyYeHns (BO3MOXHA, HampuMep, yrpo3a BO34encTBus
3MEeKTPOMAarHUTHOro M3ny4eHus).

HepoctatovHoe obcnyxunBaHvue/HenpaBunbHas MHCTaNNAUMSA 3anOMUHAIOWMX cped (BO3MOXHa, Hanpumep, yr-
po3a BO3HWKHOBEHUS OLNOKM Npu 06CyXmBaHUn).

OTcyTcTBME KOHTPOMNSA 3a 3MdPEKTUBHBIM M3MEHEHNEM KOHMMrypaumm (Bo3MOXHa, Hanpumep, yrposa owwmnbku
onepaTopoB).

3 MporpammHoe obecneyeHue

HescHble unu HenonHele TexHnyeckme TpebosaHusa K paspaboTke cpedcTB nporpaMMHoro obecneveHuns (BOs-
MOXHa, Hanpumep, yrposa nporpaMmmHbIX cboes).

OTcyTCTBME TECTMPOBAHMA UMM HEAOCTAaTOYHOE TECTMPOBAHWE MPOrpaMMHOro obecneveHus (Bo3MOXHa, Hanpu-
Mep, yrposa MCrnonb30BaHMSA MPOrpaMMHOro obecneyvyeHns HeCaHKLUMOHMPOBAHHBIMU MOMNb30BaTENAMM).

CnoxXHbIn Nonb3oBaTenbCkUi MHTEpdENC (BO3MOXHA, Hanpumep, yrposa oLwnbKkn onepaTopos).

OTcyTCTBME MEXaHM3MOB uaeHTUUKaLMM n ayTeHTMdurKaummn, Hanpumep ayTeHTudunkaumm nonb3osaTenen (Bos-
MOXHa, Hanpumep, yrpo3a HemneranbHOro NPOHWKHOBEHUSI 3NOYMbILLMEHHUKOB MOA4 BMAOM 3aKOHHbLIX MOnb3oBaTenew).

OTcyTcTBME ayAMTOPCKOWN NMPOBEPKW (BO3MOXHA, Hanpumep, yrpo3a MCNonb30BaHUA nporpaMmMmHoro obecneve-
HWA HECaHKUMOHMPOBAHHbLIM CMOCOGOM).

XopoLo n3secTHble AedekTbl nporpamMmMmHoro obecneyveHns (BO3MOXHa, HaNnpUMep, yrpo3a MCrnonb30BaHUsS npo-
rpamMmHoOro obecnevyeHns HeCaHKLMOHMPOBaHHBIMW NOMb3oBaTeNsMu).

HesalumiieHHble Tabnuubl naponen (Bo3MoXHa, HanpuMep, yrposa HemneranbHOro MPOHUKHOBEHMWS 3M10YMbILU-
NEHHUKOB Mo BUOOM 3aKOHHbIX Mofb3oBaTenew).

Mnoxoe ynpaeneHve naponsmMm (nerko onpegensieMble Naponu, XxpaHeHve B He3alndpoBaHHOM Buae, HegocTa-
TOYHO YyacTas 3ameHa naponem).

HenpasunbHoe nprcBoeHne npas AocTyna (BO3MOXHA, Hanpumep, yrposa MCrnonb3oBaHWUsA NporpammHoro obec-
neYyeHUss HeCaHKLMOHUPOBaHHLIM CNocobom).

HekoHTponupyemas 3arpyska M ncrnonb3oBaHue nporpaMmMHoOro obecneyvyeHns (Bo3moxHa, Hanpumep, yrposa
CTONIKHOBEHWNSI C BPEAOHOCHbLIM NPOrpamMMHbIM obecrnedeHnem).

OTcyTCTBME perncTpaummn KoHua ceaHca npu Bbixode ¢ paboven ctaHuum (BO3MOXHa, HanpuMep, yrposa 1cnonb-
30BaHWA nporpaMmmHoro obecneyveHns HeCaHKLMOHUMPOBAHHLIMW MOMNb30BaTENAMN).

OTtcyTtcTBME 3(PPEKTUBHOIO KOHTPONSA BHECEHUS W3MEHEHUI (BO3MOXHA, Hanpumep, Yyrposa nporpamMMHbIX
cboes).
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OTcyTCcTBME JOKYMEHTaumMn (BO3MOXHA, Hanpumep, yrpo3a owunbku onepaTopos).

OTcyTCTBME pEe3epBHLIX KONU (BO3MOXHA, Hanpumep, yrpo3a BO34eVCTBUS BPEAOHOCHOro nporpamMmmHoro obec-
neyeHus unu noxapa).

CnncaHvne unu NOBTOPHOE UCNONb30BaHWE 3anoMuHalWmMX cpeq 6e3 Haanexawlero cTupaHusa 3anucen (Bos-
MOXHa, HanpuMep, yrposa MCcnonb3oBaHWUs MPOrpaMMHOro obecnevyeHnss HeCaHKLMOHUPOBAHHBIMU MOMNb30BaTENAMN).

4 KommyHuKauumn

HesawwweHHble NnHUKN CBA3K (BO3MOXHA, HaNpuMep, yrpo3a nepexsaTta nHgopmaumn).

HeypoBneTBopuTensHas CTbIKOBKa Kabenew (BO3MOXHa, Hanpumep, yrpo3a HeCaHKLMOHWPOBAHHOIO MPOHMKHO-
BEHWSA K cpeacTBam CBSA3MN).

OTcyTCcTBME MAEHTUDMKALMU N ayTeHTMdMKauum oTnpasnTensa n nonyyarens (BO3MOXHa, Hanpumep, yrposa He-
neranbHOro NPOHUKHOBEHMWS 3M0YMBbILLNIEHHMKOB MO BUAOM 3aKOHHbIX MONnb3oBaTenen).

Mepecbinka naponen oTKPbITbIM TEKCTOM (BO3MOXHA, HaNnpuMep, yrpo3a A0CTyna HECaHKLMOHMPOBAHHbLIX NOMb30-
BaTenen K ceTn).

OTcyTcTBME NOATBEPXKAEHUA MOCHLINKMA UM MONYYEHUS CoOobLEeHMs (BO3MOXHA, Hanpumep, yrpo3a U3MeHeHus
CMbICria nepefaHHoOn MHopmaumm).

KommyTupyemble nuHumn (BO3MOXHa, Hanpumep, yrposa A40CTyna HeCaHKLUMOHMPOBAaHHbLIX NOnb3oBaTenen K cetu).

HesawumieHHble NOTOKM KoHdUAEeHUMansHoM nHdopmMauun (BoO3MOXHa, Hanpumep, yrposa nepexsata MHAOp-
maumm).

HeapgeksaTHOe ynpaBreHvne ceTbio (HegocTaToyHas rmbkocTb MapLupyTusauun) (BO3MOXHa, Hanpumep, yrposa
neperpysku Tpadwuka).

HesawuiieHHble NOAKMIOYEHNs K ceTam obLero nonob3oBaHns (BO3MOXHA, HanpuMmep, yrpo3a McrnonbL30BaHUA
nporpammHoro obecneyeHnss HeCaHKLUMOHUPOBAHHLIMU NONb30BATENAMM).

5 JOKyMeHTbI

XpaHeHne B He3alMLEeHHbIX MecTax (BO3MOXHa, Hanpumep, yrpo3a XuweHus).
HepoctaToyHas BHUMAaTENbHOCTb NPY YHUHTOXEHUW (BO3MOXHA, Hanpumep, yrposa XuleHus).
BeckoHTponbHOe KonMpoBaHue (BO3MOXHA, HanpuMmep, yrposa XULLEHNUS).

6 MepcoHan

OTcyTcTBME NepcoHana (BO3MOXHa, Hanpumep, yrpo3a HeAOCTaTOYHOro yMcna paboTHMKOB).

OTcyTcTBME Haas3opa 3a paboTon Ny, NpUrnaLleHHbIX CO CTOPOHLI, UNn 3a paboTon ybopLumL, (BO3MOXHa, Hanpu-
Mep, yrposa XuLeHus).

HepoctaToyHas noarotoBka nepcoHana no Bonpocam obecneveHus 6e3onacHOCTV (BO3MOXHa, Hanpumep, yrpo-
3a ownbkn onepaTopos).

OTcyTCcTBME HEOOXOAMMBIX 3HAHWI MO BonNpocam HGesonacHOCTM (BO3MOXHA, Hanpumep, yrposa ownbok nonb3o-
BaTenen).

HenpaBunbHoe Mcnonb3oBaHWe NporpamMmHo-annapaTtHoro obecneveHusl (BO3MOXHa, Hanpumep, yrposa owmb-
KM onepaTopos).

OTcyTCTBME MEXAHM3MOB OTCNEXMBaHUS (BO3MOXHa, Hanpumep, yrposa UCnonb30BaHus nporpammHoro obecne-
YeHMs HEeCaHKLMOHWPOBAHHbLIM CNOCOBOM).

OTCyTCTBVIe NONMUTUKN MPaBUNbHOINo Nonb3oBaHUA TeNEeKOMMYHUKALUMOHHbIMKW CcUCTeMaMn Ond obmeHa coo6u.1e-
HUSMW (BO3MOXHA, Hanpumep, yrpo3a UCNonb30BaHUSA CETEBbIX CPEACTB HECAHKLUUOHMPOBAHHBLIM CMOCOGOM).

HecooTtBeTcTBylOWME Npoueaypbl Habopa kagpoB (BO3MOXHA, Hanpumep, yrpo3a HaMepeHHOro NOoBPEeXOEeHUs).

7 O6wme yA3BUMbIE MeCTa
OTkas cucTtembl BCrieacTBMe OTKasa O4HOMo 13 3rieMeHTOB (BO3MOXHA, HanpumMep, yrpo3a c6oeB B (OYHKLMOHUPO-
BaHWM yCnyr CBA3MN).

HeapekBaTHble pe3ynsraTbl NPOBEEHUsI TEXHUYECKOTO 0bCnyxuBaHusi (BO3MOXHA, Hanpumep, yrposa annapat-
HbIX OTKa30B).
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MpunoxeHue E
(cnpaBo4Hoe)

Tunonorma meToaoB aHanusa pUCKa

AHanus pyucka cocTonT U3 CneayroLmMx 3Tanos, NpPUBEAEHHbIX B HacTosAwem npunoxeHun, a takke B MCO/M3K
TO 13335-4:

- AEHTMMKALMS 1 OLeHKa akTMBOB (OLIeHKa BO3MOXHOIO HEraTMBHOIO BO3AENCTBUSA Ha AENOBYI0 AeATENbHOCTb);

- OL|eHKa yrpos;

- OLleHKa ys3BUMbIX MECT;

- OLieHKa CYLLEeCTBYIOLMX 1 MIIaHUPYeMbIX CPEACTB 3aLUuThl;

- OLEeHKa pucka.

Ha 3akniounTenbHOM aTane aHanu3a pucka AormkHa ObiTb NMpoBeAeHa cymMmapHas oueHka pucka. Kak 6bino
YyCT@HOBMEHO paHee (CM. NpunoxeHve B), akTuBbl, UMelOLLME LEHHOCTb W XapaKTepuaylolmecs onpeaeneHHon
CTeneHblo yS3BMMOCTU, BCSAKUIA pa3 noaBeprailTcs pucky B npucyTcTeum yrpo3. OueHka pucka npeacrtasnset cobon
OLIEHKY COOTHOLLEHUS NMOTeHLUManbHbIX HEraTMBHbLIX BO3AENCTBUIA Ha [eNOoBYI0 AeATENbHOCTb B Cliyyae HexenaTenbHbIX
WHLUMOEHTOB U YPOBHSA OLEHEHHbIX YrPO3 U YA3BUMbIX MECT. PUCK (hakTUYeckn SBNSeTCa Mepon He3almLWEeHHOCTM cucTe-
Mbl U CBA3AHHOW C HeW opraHusaumun. BennunHa pucka 3aBuCuT OT:

- LLleHHOCTMN aKTMBOB;

- Yrpo3 v CBSI3aHHOW C HUMW BEPOSTHOCTN BO3HWKHOBEHWS ONACHOMO AN akTUBOB COOLITUS;

- NerkocTy peanusaummn yrpo3 B ysi3BMMbIX MECTax C OKa3aHMeM HexenaTeribHOro BO3AeVCTBUS;

- CYLLECTBYIOLMX UINN NNIAHUPYEMbIX CPEACTB 3aLLMTbl, CHUXKAIOLMX CTENEHb YA3BUMOCTH, YIPO3 U HexenaTernbHbIX
BO3ENCTBUN.

3agaya aHanv3a pucka CoCToUT B ONpeaeneHny n oLeHKe pUCKOB, KOTOPbIM NodBepraeTca cuctema uHgopmawm-
OHHbIX TEXHOIOMIA N €€ aKTUBbI, C Lenblo onpeaeneHus n Boibopa LenecoobpasHbix 1 060CHOBaHHbLIX cpeacTs obecne-
YeHusa 6esonacHocTy. Mpu oLeHKe PUCKOB paccMaTpUBalOT HECKOMBbKO pasfMyHbIX ero acnekToBs, BKIOYas BO3AeNcTeme
OMnacHoro cobbITMSA N ero BEPOSITHOCTb.

Bosgencrene moxeT ObiTb OLlEHEHO HECKOMbKUMMK cnocobamn, B TOM YMCne KOMMYECTBEHHO (B AEHEXHbIX e4NHU-
Lax) 1 KayeCcTBEHHO (oueHKa MoXeT OblTb OCHOBaHa Ha MCMOMb30BaHWM ANA CPaBHEHWS npunaraTenbHbIX TUNna ymepeH-
HOe UNu cepbesHoe), Unn nx KombuHaumen. [Ans oueHKM BO3[ENCTBUS HEOBX0AMMO paccymTaTb BEPOATHOCTb MOsBIe-
HUS yrpo3bl, BPEMS €e CYLLEeCTBOBaHWSA, BpeMsi COXpaHeHWs LIeHHOCTU akTuBa 1 LienecoobpasHocTb 3awwuThl akTnea. Ha
BEPOSITHOCTb MOSABIEHMSA Yrpo3bl OKa3blBalOT BMAHUE criedyowmne dakTopbi:

- NpYBReKaTeNbHOCTb akTuBa — NPUMEHSIIOT MPU PacCMOTPEHUN Yrpo3bl HAMEPEHHOTO BO3AEWCTBUS NIOAEW;

- OCTYMHOCTb akTuBa AN NONy4YeHUs MaTepuarnbHOro BO3HarpaxaeHnss — NpUMEHSIOT NPy pacCMOTPEHUM yrpo-
3bl HAMEPEHHOro BO3AENCTBUA NOAEN;

- TEXHUYECKME BO3MOXHOCTM CO3aaTens yrpo3bl — NPUMEHSIOT NPV PacCMOTPEHUMN YrpOo3bl HAMEPEHHOTO BO3AEW-
CTBUA Ntoaen;

- BEPOSITHOCTb BO3HWUKHOBEHWS Yrpo3bl;

- BO3MOXHOCTb UCMOMb30BaHUA YA3BUMbIX MECT — MPUMEHSIOT K YS3BMMbIM MECTaM Kak TEXHWYECKOro, Tak u
HeTeXHMYeCcKoro xapakrepa.

MHorve metogbl npeanaraiT NCNonb3oBaHWe Tabnuy U pasnMyHbIX KOMOMHALUIA CyOBbEKTUBHBIX U SMMUPUYECKNX
mMep. B HacTosLee Bpemsi HeMNb3a roBOPUTL O NPaBUIILHOM UMW HENPaBUIIbHOM MeToAde aHanusa pucka. BaxHo, 4yTobbl
opraHusauus nofb3oBanacb Havbonee yaobHbIM M BHyLIAKOWWUM JOBEpUE METOAOM, NPUHOCHALLMM BOCTNPOU3BOAMMbIE
pesynstaTtbl. Hxxe nprvBefeHbl HECKONBbKO MPUMEPOB METOAOB, OCHOBaHHbLIX Ha MPUMEHEeHWUM Tabnuu:

lMpumepsbi

1 Mampuua c 3apaHee onpedesieHHbIMU 3Ha4YeHUsIMU

B mMemodax aHanu3a pucka mako2o muna ¢ghakmuyeckue unu rnpednosazaemMbie (huzuvyeckue akmuebl oye-
Huearom Ha ocHO8e cmouMOoCMU UX 3aMeHbl UJlu 80CCMaHo8JsIeHUs1 (Mo ecmb Ko/u4ecmeeHHo). 3amemM amu
KosludecmeeHHbIe OUeHKU npeobpa3yrom e WkKasny Ka4ecmeeHHbIX OUeHOK, Komopasi Ucnosib3yemcsi npuMeHu-
mesibHO K akmueam OGaHHbIX (CM. HUXe). dakmudeckue usiu npednoslazaeMbie NPo2paMMHbIE aKmuebl OUeHU-
earom mak e, Kak u ¢gphusuyeckue akmuesbl ¢ onpedesieHUeM CMOUMOCMU UX MOKYMKU U/lu e0OCCMaHoe8JsIeHUsI, a
3ameM 3amu Konu4ecmeeHHbIe OUEeHKU npeobpa3yrom e Wkasy kKaiecmeeHHbIX O4eHOK, Komopasi uUcrnosb3yemcs
npumMeHumMesibHO kK akmueam OaHHbIX. Kpome mozo, ecnu e8bisiCHUMCSI, YMO K KOHKPEeMHOMY NPUKNadHOMY Mpo-
2paMMHOMY obecriedeHUro cyuj,ecmeyrom ceou eHympeHHuUe mpeboeaHusi No KOHhudeHyUanbLHOCMU unu yesno-
cmHocmu (HarnpumMep, ecsiu UCX0OHbIU KOO caM si8sisiemcsi KoMMep4Yeckol maliHol), mo e2o oyeHU8arom mem xe
crnocobom, Ymo U akmuebi OaHHbIX.

3HayeHus1 yeHHocmu akmueoe GaHHbIX onpeodesisirom UHMepeaboUpPo8aHueM U3bpaHHbIX COMpPyOHUKO8, 3a-
HAMbIX 8 cghepe Oenoeoli desimenibHOcMU («esladesibyee OaHHbIX»), KOMOpPbie MO2ym ebiCKa3bléamb KoMrie-
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meHmMHbIe CYyOeHUsl OMmHOocuUmMesibHO OaHHbIX, onpedesisimb UeHHOCMb U YyecmeumeslbHOCMb OaHHbIX, Hax00si-
wuxcsi @ ucnosib308aHUU UU Noodsiexxawux xpaHeHuro unu obpabomke c obecrneyeHuem docmyna K Hum. Takue
uHmepebto 061e24arom OUEeHKY UeHHOCMU U YyecmeumesisHOCmu akmueoe GaHHbIX C y4emom caMmbix Hebna-
20MpusimHbIX eapuaHmMoe pa3sumusi cobbimuli, KOmopble MOXHO 0XXudamb, pyKkoeodcmeysicb pa3yMHbIMU OCHO-
eaHusIMu, U Komopble MO2ym OKa3amb He2amueHoe so3delicmeue Ha desiogyro dessmenibHOCMb 8criedcmeue
HecaHKUUOHUPOBaHHbIX pacKpbimusi uHghopmayuu, Modugukayuu, usMeHeHuUsi cMbicsia nepedaHHoU UHgopma-
yuu, HeAocmynHocmu uHghopmMayuu 8 pasfiuyHbie NepuoObi 8PeMeHU U YHUYMOXXeHUs1 UHghopmayuu.

OueHKy npoeodssim Ha ocCHog8e peKkoMeHOayuli Mo oyeHKe akmueoe 0aHHbIX, KOMOpPbIe 0xeambiearom:

- TU4Hyr0 6e3onacHoOCMb;

- MepcoHarsnbHble 0aHHbIe;

- 06s13aHHOCMUu cobs1rodamb mpeboeaHusi 3aKOHO8 U M0O3aKOHHbLIX aKimos;

- pasoeoe NPuHyxoeHue;

- KOMMepYecKUe U 3KOHOMUYeCcKue UHmepechl;

- gpuHaHcoeble nomepu / HapyweHue HopMasibHo20 xo0a pabom;

- 06wecmeeHHbIU NopsiGok;

- nonnumucky eedeHusi 6usHeca u desi08bix onepayuu;

- nomepto penymauuu.

PekomeHOayuu obnezyarom onpedesieHue 3Ha4eHuUll Ha Yyucsioeol wkane (Hanpumep om 1 Ao 4), komopasi
npedycmompeHa 0s1s1 Mampuuybl, Ucrnosib3yeMol e kKadyecmee npumepa (cM. mabnuuy 1), nozeonsisi, makum obpa-
30M, ucrnonb3o8ams mam, 20e 803MOXHO, KO/lUYecmeeHHbIe, a mam, 20e He803MOXHO, — Jlo2UYecKue U Kade-
cmeeHHbIe OUEHKU, Harpumep fnpu oyeHU8aHUU cmemneHu y2po3bl OJis1 XXU3HU J1toded.

BaxXHbIM s18/151emcsi makxe cocmaeJieHue rnap 60ornpocHUKO8 Mo Kaxdomy mury yepo3bl O51s1 Kaxxool epyi-
nbl aKmMueoe, K KOmopbIM OMHOCUMCsi 0aHHbIlU mun y2po3bl, 4YmMo obecrneyum 803MOXHOCMbL OUeHKU ypoeHell
y2po3 (8eposimHOCMU 803HUKHOBEHUS y2p03) U ypOoeHel ys13eumMocmu (Jleakocmu peasiuzayuu y2po3 8 ysi3eUMbIX
Mecmax ¢ okazaHueM He)xesamesbHo20 go3delicmeausi). 3a omeem Ha KaXObili 80MPOC HaYUCIsIIOM o4Yku. OYKu
Hakannuearom c ucroJsib3oe8aHueM 6a3bl 3HaHUll U cpagHUBalOM C paH2aMu, YMo ro3eoJsisiem onpedesiums YypPoeHU
y2po3 (Hanpumep no wkase c Ouana3oHOM yposHell om «8bICOKO20» G0 «HU3KO20») U COOMEemCcmeeHHO YPO8HU
ysizeuMocmu (CM. npueedGeHHYI0 HUXe Mampuuy), TPUMeHUmMesIbHO K pa3flu4dHbIM ypoeHsIM eo3delicmeusi. Omee-
mbI Ha sonpocskl, codepxaujuecs 8 80MPOCHUKaXx, NoJy4arom e pe3ysibimame UHMepeboUPOo8aHUsI MEeXHUYECKUX
cneyuanucmos, nepcoHasia op2aHu3ayuu u crneyuasaucmos ro 3Kcrnayamayuu noMeuwseHull, a makxe Ha OCHoge
¢husuyeckoz20 ob6criedosaHus1 Mecm pasMmeuw,eHust annapamypbl U NPo8epKU COCMOosiHUSI O0OKyMeHmauuu.

Tunbl yqumbieaeMbix y2po3 pacnpedenisiom o caedyrowum 2pynnam: HaMepeHHble HeCaHKYUOHUPO8aH-
Hble delicmeusi nrodel, Oelicmeusi cun NpupPodbl, owubku srodeli u c6ou 8 o6opydoeaHuu, Npo2paMmMHOM obecre-
4YeHUU unu JIUHUU ces3u.

LjeHHOCMu akmueoe, a makKxe ypoeHU y2po3 U ysi3eUMOCMmu, coomeemcmeyroujue kaxdomy muny eo3del-
cmeusi 8800sim 8 Mampuuy Osisi onpedesieHUs1 Ka)xdo20 coYyemaHusi cCoomeemcmaeyruux Mep pucka rno wkase
om 1 0o 8. 3HavyeHuUs1 eeslUMUH pa3mMew,arom e Mampuue 8 cmpykmypupoeaHHoll ¢hopme 8 coomeemcmeuu
¢ mabnuuyel 1.

Ta6bnuya 1

YpoeeHb y2po3bi
YenHocms Hu3skuli CpedHuli Bbicokuii
akmuea
YpoeeHb ysizeumocmu YpoeeHb ysizgeumocmu YpoeeHb ysizeumocmu
H C B H C B H C B
0 0 1 2 1 2 3 2 3 4
1 1 2 3 2 3 4 3 4 5
2 2 3 4 3 4 5 4 5 6
3 3 4 5 4 5 6 5 6 7
4 4 5 6 5 6 7 6 7 8
O6o3HauyeHue: H — Huskuin, C — cpegHnin, B — BbicOokUM.

Ansa kaxdoezo akmuea paccmampuearom ysizeuMble Mecima u coomeemcmeayroujue um y2po3bl. Ecnu ume-
romcs ysizeumble mecma 6e3 coomeemcmeayroujell y2po3bl Unu yepo3bi 6e3 coomeemcmeayrouw,e2o ysi38UM0O20
Mecma, mo cyumarom, Ymo e AaHHOe 8peMsi pUcK omcymcmeyem (Heo6xo0uUMO NPos8IsMb OCIMOPOXXHOCMb Ha
csiyqali 803MOXKHO20 U3MeHeHUs1 cumyauyuu!). 3amem udeHmudghuyupyrom coomeemcmeyroujuli psido Mampuuybl Mo
UeHHOCMU aKmuea, a coomeemcmeyruwyto KOJIOHKY — M0 cmerneHu yepo3bl U ysa3eumocmu. Hanpumep, ecnu
UeHHOCMb akmuea paeHa 3, y2po3y xapakmepu3yrom KaK «8bICOKYIO», a y38UMOCMb — KaK «HU3KYIO», Mepa
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pucka paeHa 5. [lpednonoxum, Ymo yeHHOCMb aKmuea paeHa 2; npu ouyeHkKe, Hanpumep y2po3bi Modugukayuu
akmuea, y2po3y xapakmepus3syrom KaK «HU3KYIO», a ys136UMOCIMb — KaK «8bICOKYIO». B amom criyyae mepa pucka
6ydem paeHa 4. Pazmep mampuubl C MOYKU 3PeHUsl Yyucsia kamezopull, xapaKkmepusyrouux cmeneHb y2po3bl,
cmeneHb ys136UMOCMU U UeHHOCMb aKkmuea ebibuparom e 3agucuMmocmu om nompe6Hocmeli op2aHu3zayuu. [jo-
nosIHUMesibHbIe KOJIOHKU U psidbl 0arom AonosiHUMmMesibHoe Yucso Mep pucka. LjeHHocmb Hacmosiuwe2o Memooda
cocmoum e paHXupoeaHuUU coomeemcmeayru,ux pUcKoe.

2 PaHxupoegaHue y2po3 o MepaM pucka

HAnsi ycmaHoeneHusi nowazoeoli e3aumo3asucumocmu mexoy ¢hakmopamu eo3delicmeusi (UeHHOCMb aK-
muea) u 8eposIMHOCMbI0 803HUKHOBEHUSI Y2pO3bl (C y4emoM acriekmoes ysi3euUMoCcmu) Mo)Kem Ucnosib308ambcs
mMampuuya unu mabnuya (cM. mabnuyy 2). lMepesil wa2 — oyeHka so3delicmeusi (UeHHOCMU akmuea) 1o 3apaHee
onpedesieHHOU wkaie, Hanpumep om 1 do 5, Onsi kaxxdo20 nodeep2aeMo20 y2po3e akmuea (KosioHka b e mabnu-
ue 2). Bmopoli waz — oyeHka eeposimHOCMU 803HUKHOBEHUSsI y2pOo3bl M0 3apaHee onpedesieHHOU wkKase, Hanpu-
mep om 1 3o 5, Ans kaxdoli y2po3bl (konoHka ¢ 8 mabnuye 2). Tpemul wa2 — pacyem Mep PUCKa YMHOXeHUeM
pe3ynbmamoes nepebix deyx wiazoe (b — c). Tenepb MOXXHO NPOpPaHXupoeams 0MacHOCMU Mo 3Ha4YeHUro Ko3ghgu-
yueHma «nodeepxxeHHocmu eo3delicmeusiM». B mabnuue 2 yugpoli 1 0603HavyeHbI camoe Masioe eo3delicmeue u
camasi HU3Kasi 6eposimHOCIMb 803HUKHOBEHUSI y2PO3bl.

Ta6bnuuya 2
Heckpunmop | OuyeHka eo3sdelicmeus | BeposmHocmb 803HUK- Mepa pucka PaHz y2po3bi
yapo3 (ueHHocmu akmuea) HoB€eHUs y2po3bl d e
a b c

Yeposza A 5 2 10 2
YeposzaB 2 4 3
Yeposa C 3 5 15 1
Yeposa D 1 3 5
Yeposza E 4 1 4
Yepo3a F 2 4 3

Kak noka3aHo ebiwe, makoii Memod ro3eosisiem cpagHUeamb U paHXupoeama Mo MpuopumemHocmu pas-
Hble y2po3bl C Pa3iuYHbIMU 8030elicmeusiMu U 8epOsIMHOCIMU 803HUKHOBEHUS y2po3bl. B Hekomophkix cryqasix
Heob6xoduMOo coomHecmu ucnosb3yembie 8 amoli npouyedype IMNUPUYECKUe WKaslbl C OeHeXHbIMU eQUHUYyaMU.

3 OueHka yacmomal NosiesIeHUsI U 603MOXHO20 yujepba, Ces13aHHO20 C pucKamu

B HacmosiwjeM npuMmepe 0OCHO8HOe 8HUMaHue ydesissemcs 8030elicmeulo HexxelamesibHbIX UHYUGeHmMos u
onpedesieHUr0 cucmem, KOmopbIM csiedyem npedocmasums npuopumem. s amoz2o oyeHusarom o dea 3Hayqe-
Hus1 Ons1 kaxxdo20 akmuea U pucka, Komopbie 8 pa3HbIX KOMGUHayusx onpedesisioM OyeHKy Kaxxdo20 akmuea.
Bbiyucisirom cyMMy oyeHOK ecex akmueoe 0aHHoU cucmeMabl U orpedesisitom Mepy pucka 011 aHHoU cucmeMbl
UHOPMaUUOHHbIX MexXHo102Ul.

Mpexde ecezo onpedensitom yeHHOCMb Kaxxdo20 akmuea. LjeHHocmb akmuea cesi3aHa ¢ 803MOXHbIM 10-
epexxdeHUeM aKkmuea, KomopoMmy yz2poxkarom, u Ha3Havyaemcsi Onsi kKaxdol y2po3bl, Komopol Moxem rnodeepe-
Hymbcsi OaHHbIU akmus.

3amem onpedensirom 3Ha4eHue Yacmomal. Yacmomy oyeHugarom o coyemaHuro 8epOsIMHOCMU 803HUK-
HOBEHUsI y2p0o3bl U JIe2KOCMU 803HUKHOBEHUS y2P03 8 ys13eUMbIX Mecmax (CM. mabnuuy 3).

Ta6bnuya 3
YpoeeHb y2po3bl
«Hu3skuli» «CpedHuli» «BbIcokuii»
Yacmoma YpoeeHb ysizgumocmu YpoeeHb yszeumocmu YpoeeHb ysizgumocmu
H C B H C B H C B
0 1 2 1 2 3 2 3
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3amem no mabnuye 4 onpedenisirom OUeHKU Mo akmueam/y2po3aM, Haxo0s1 nepeceyeHue KOJIOHKU U4eHHOC-
mu akmuea u cmpoku Yyacmomal. OueHKU Mo akmueam/y2po3am cymMmupyiom u onpedesisirom o6uyro OUeHKy
akmuea. 9ma oyeHka Moxxem 6bImb Ucnosib308aHa Osisi onpedesieHus pa3au4vull Mexdy akmueamu, obpa3syrouju-
MU Yacmb cucmembi.

Tabnuuya 4
Yacmoma LjenHocmb akmuea

0 1 2 3 4
0 0 1 2 3 4
1 1 2 3 4 5
2 2 3 4 5 6
3 3 4 5 6 7
4 4 5 6 7 8

MocnedHuii wa2 cocmoum e 8bI4UCIEHUU CYMMbI OU4eHOK 8cex akmueoe cucmembl 01151 ornipedesieHuUs1 OUYeH-
Ku cucmembl. 3ma oueHKa Moxxem 6bimb UCONb308aHa 0151 onpedesieHuUs1 pa3nuyuli Mexdy cucmemamu, a mak-
JKe Onsi onpedesieHusi cpedcme 3au,umbl cUucmeMbl, KOmopbie criedyem Ucnosib308amsb 8 nepeayro o4yepeoh.

B npueedeHHbIXx HUXe NpuMepax ece 3Ha4YeHUs1 8eJIUYUH 8bl6paHbI ciy4yaliHbiM 06pa3om.

lpednonoxum, Ymo e cucmeme S umeemcsi mpu akmuea: A1, A2 u A3. [Ipednosioxxum makxe, 4mo OaHHasi
cucmema moxem nodeepaamncsi deym yepo3am: T1 u T2. lMycmb yeHHocmb akmuea A1 6ydem paeHa 3, UyeH-
Hocmb akmuea A2 — 2 u yeHHocmsb akmuea A3 — 4.

Ecnu dnsi covemaHusi akmuea A1 u ye2po3bi T1 eeposimHocmb 803HUKHOBEHUST y2p03bl Masla, a JIe2Kocmb
803HUKHOBEHUS y2p03bl 8 ys138UMbIX MECINaxX uMeem cpedHee 3HavyeHue, mo Yacmoma 6ydem paeHa 1 (cm. ma6-
nuyy 3).

OueHka coyemaHusi akmuea A1 u y2po3bi T1 Moxxem 6bimb 83sima no mabnuuye 4 Ha nepeceYyeHUU KO/IOHKU
«YeHHoCcmb akmuea», pagHoli 3, U cmpoKu «4acmomay, paeHoli 1. B daHHOM crly4ae ama oyeHka 6ydem pagHa 4.
AHano2u4yHo npuHumarom OJisi OUeHKU codemaHusi akmuea A1 u y2po3nl T2 cpedHIOH eeposimHOCMb 803HUKHOEGe-
HUS1 y2pOo3bl U 8LICOKYIO JIe2KOCMb 803HUKHOBEHUS y2po3bl 8 ysi3eUMbIx Mecmax. Toz0a oyeHKa coyemaHus ak-
muea A1 u yepo3bi T2 6ydem paeHa 6.

3amewm ebivyucnsitom 3HayeHue obuwiell ouyeHku A1T, komopasi 6ydem paeHa 10. O6wy0 OUeHKYy akmueoe
paccyumsiearom OJisi KaXXG020 akmuea u npumeHumol ye2po3bl. O6wyro oyeHKy cucmembi ST onpedensitom no
cymme ATT + A2T + A3T.

Tenepb MOXHO conocmaeums Pa3siudHbIe cucmeMbl U pa3siudHbie akmuebl 6 Hympu o8HOU cucmemsbl U
ycmaHoeums npuopumemsl.

4 PazzpaHuyeHue mMexdy donycmumbIiMuU U HedonycmuMbIMU puckamu

Apyaoli cnocob usmepeHusi puckoe cocmoum moJibKO 8 pa32paHu4deHuu AonycmumMbIx U HeGonycmuMbix
puckos. [pednockiika 3aKI04aemcsi 8 moM, Ymo Mepbl PUCKO8 UCMO/b3yom Jlulb 07151 paHXupoeaHusi obnac-
mel Mo cPOYHOCMU NPUHSIMUSI He06X00UMbIX MeP, YMo MoXkem 6bimb GOCMU2HYMO € 3ampamol MeHbWUX ycu-
nud.

B coomeemcmeuu ¢ makum no8xodoM rnpumeHsieMasi Mampuua yxe He coOep)Kum 4ucrioebix 3Ha4YeHul, a
mosbko 6ykebi T (Ons1 donycmumbix puckos) u N (Ons HeAonycmumbix puckoe). Tak, Hanpumep, Mampuua, uc-
nonb3yemasi 0nst Memoda 3, Moxem 6bImb rnpeobpa3oeaHa e Mampuuy no mabnuuye 5.

Tabnuya 5
Yacmoma LjenHocmb akmuea

0 1 2 3 4
0 T T T T N
1 T T T N N
2 T T N N N
3 T N N N N
4 N N N N N

9ma mampuuya, kak u npedbidyujue, npueedeHa MoJIbKO 8 Kayecmee npumepa. O603HavyeHUe 2paHuubl
Mexdy donycmumbIMu U HeGonycmuMbIMU pUCKaMu — Ha ycMompeHue nosib3oeamerisl.

44



rOCT P UCO/MIKTO 13335-3—2007

Mpunoxexue F
(cnpaBo4Hoe)

CBefeHusA 0 COOTBETCTBMU HaUMOHaNbHbIX CcTaHAapToB Poccuiickon ¢e.qepauuu

CCbU104YHbIM MeXAYyHapoAHbIM CTaHA4apTam

O603Ha4YeHne CChINTOYHOro
MeXayHapoaHoro craHgapTa

O6o3HayeHne 1 HavMeHoBaHve COOTBETCTBYKOLLEro
HauMOHanbHOro craHgapTa

NCO/M3K TO 13335-1:1996

MOCT P NCO/M3K 13335-1 — 2006 UHdpopmaLumoHHas TexHonorus. Metoabl
n cpeactea obecnevenns 6esonacHocTn. Yacte 1. KoHuenuusa n mogenu me-
HegpkMeHTa 6e30nacHOCTU MHOPMALMOHHBLIX U TENEKOMMYHUKaLMOHHbIX
TEXHOMOINN

NCO/M3K TO 13335-4:2000

MOCT P NCO/M3K TO 13335-4 — 2006 NHdopmaLmoHHas TexHonorusa. Meto-
abl 1 cpeactea obecnedeHus 6e3onacHocTu. YacTb 4. Beibop 3alwmTHBIX Mep
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