[Tpunoxxenne 4

K Y CJIOBUSIM TMCTAHIIMOHHOTO GaHKOBCKOT'O
obcyxuBaHUs (PU3HUECKUX JIUI] B

AO «Poccenbx030aHK» C HCIIOJIb30BAHIEM CHCTEMBI
«HTepHET-0aHK» M «MOOHUIHHBIN OaHK»

ITamMsATKA 110 HCIOJIL30BAHUIO
cucrembl «AHTepHeT-0aHK» N «MoOUABHBIN 0aHK» AO «Poccebx030aHK»

CobOnroneHne peKOMEHJALMKM, coaepXkamuxcss B Hacrosmied [lamsaTke, sBisronieics
HEOTHEMJIEMOH YacThIO Y CIOBHH AMCTAHIIMOHHOTO OAHKOBCKOTO OOCHYXUBaHHS (PU3UUECKUX JIUI] B
AO «Poccenbxo30aHK» C UCIIOIb30BaHUEM CUCTeMBbI «MHTepHET-0aHk» 1 «MOOWIbHBIN OaHK» (anee
— Yenosus 1BO), mo3BoiuT 00eCIeYTh MAaKCUMAIBHYIO COXPAHHOCTh JCHEKHBIX CPEACTB, a TAKKE
CHHU3UT BO3MOXKHBIE PUCKH IIPH COBEpIIEHUH orepanuii B cucteme «HTepuer-6ank» u «MoOUIbHBIN
06aak» AO «Poccenpxo30aHK» (Haee — cuctemMa, baHk), B 4aCTHOCTH, TIPU OCYIIECTBICHUH TUIATEKEH
B M0JIb3Y MOCTABIIUKOB yCIyr (MOOWJIBHBIE OINEPaTOpbl, MHTEPHET-NPOBaiiepsl U T.1.), IEPEBOAAX
JICHEHBIX CPEJICTB KaK BHYTpU baHka, Tak U B Ipyrue KpeAUTHbIC OpraHu3aIiu.

Bo3MoxHbBIE pUCKH UCIIOJIB30BAHUS CUCTEMBI:

- B paMKax NpeAocTaBleHHs Merona SMS-ayreHTH(QUKAIUN — HECAHKIIMOHHPOBAHHOE
MOJTyYeHHEe CTOPOHHUMH JIMIIaMU MH()OPMAIMN O JOTHHE, Iapojie/BpEMEHHOM MapoJie, 0JHOPa30BOM
naposie, B TOM YHCIIe B Pe3yjibTaTe 3apakKeHHsl BPEIOHOCHBIM KOJOM/BPEIOHOCHBIM MPOTPAaMMHBIM
o0ecrie4eHreM KOMITBIOTEPHOTO CPENICTBA, CIIOIB3yEMOT0 IS JOCTyMa K cucteme «MHTepHeT-0aHK»,
W/ MOOMIIBHOTO yCTPOWCTBA, UCHOIB3yeMOro it moiaydeHuss SMS-coobiieHuit ¢ 0JHOpa30BbIMU
MapoJIsIMH, C OCIEAYIOLUM COBEPIICHUEM B CUCTEME ONEpaLlUii;

- B paMKax  TMpEeJOCTaBJCHHs  METOJa  MPOrpaMMHON  ayTeHTHQHUKAIUH  —
HECaHKLMOHUPOBAHHOE IOJyYE€HUE CTOPOHHUMH JMIaMU HHGPOpPMaluu O JOTMHE, Naposie, Koie
aktuBanuu u/unn [TMH-xoxe k renepatopy maponeit 1t MiHTepHeT-0aHka, B TOM YUCIle B pe3yibTare
3apakKeHUsI BPEJIOHOCHBIM KOJIOM/BPEIOHOCHBIM IPOrPaMMHBIM 00€CIEYeHHEM KOMIBIOTEPHOIO
cpenctBa (MOOMIBHOTO YCTPOMCTBA), HCIOJIB3yeMOTo s fgoctyma K cucreme «HHTepHeT-0aHk»
(«MoOunbHBI  0aHK»), W/WIM MOOWJIBHOTO YCTPOMCTBA, MCIOJNB3YEMOIO i BBIPAOOTKHU
OJIHOPA30BbIX MAPOJIEH, € TIOCIEAYIOIIMM COBEPIIEHUEM B CUCTEME ONEpaLui;

- B pamKax IPEIOCTABIICHUS MeTo/1a anmapaTHOU ayTeHTU(PUKALIUH —
HECAaHKIIMOHUPOBAHHOE IMOJYYEHUE CTOPOHHUMHU JIMIAMU YCTPOWMCTBA, MPHUBS3AaHHOTO K YYETHOM
3anucu [lomp3oBaTens, MO3BOJSIONIEE IMOJIyd4aTh OJHOPA30Bble Mapoiu ©Oe3 HCIOJIb30BAHUS
maTexHou kaptel M IIMH-kona k nnaTexHou Kapre.

B mensx mMuHUMH3AIMM PUCKOB XHWILNEHHUS JCHEKHBIX CPEIICTB MpH paboTe C CHCTEMOM,
[Tonb3oBarens 00s3aH 00eCEUUTh BHITIOTHEHHUE CleAyoNHX TpeOoBanuit [TlamMsaTku.

1. O6umue pekoMmeHaAUN

1.1. Tlpu moAKIIOYEHUHU K CUCTEME XPaHUTh B CeKpeTe MH(pOpMaIHIo, MoNydyeHHYIo oT banka
JUIS OCYILECTBICHUs ayTeHTHUKauu B CUCTEME: JIOTHH, BpPEMEHHBIH 1apoJib, OTHOPA30BbIN Mapoib,
KOJ| aKTHBAallMM, a TaKXke Hcrosb3oBaHHbI [lonbp3oBatenem napons u IIMH-xom k renepatopy
naposeit st UurepHer-6aHka.

1.2. He ocymecTBIATh BXOJ B CHCTEMY B MeCTax, Ije yciayru VHTepHeTa SBISIOTCS
OOIIEIOCTYTHBIMH,  W/WJIM C MCHOJIb30BAaHUEM ITYyOJIMYHBIX OECIPOBOJHBIX CETeH, Hampumep,
WuTepHer-Kade uim o0IecTBEeHHBIH TPaHCTIOPT.

1.3. Jlo Bxoma B cHCTeMy YOCIHUTBCS B TOM, YTO YCTPOMCTBO (KOMIBIOTEpP, cMapT(OH,
IUTaHIIET, TenedoH), C KOTOPOro OCYIIECTBIseTcs paboTa C CHUCTEMOM, He 3apaxkeH
BUpycaMu/BpeaoHocHbIM 10O, ycTtaHoBieHO U pa60Tocnoco6Ho1 JULEH3UOHHOE aHTUBHPYCHOE
porpaMMHoOe oOecrieueHue, perysipHO U CBOEBPEMEHHO OOHOBIISIOTCS] aHTUBUPYCHBIE Oa3bl.

! He oTkiroueHo u/uiau He 3aKOHYHIICS CpOK HCﬁCTBHﬂ JIMIOCH3UH.
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1.4. Jlns ocymiecTBiieHus BXoAa B cucteMy «HTepHET-0aHK» peKOMEHIYETCsl HCIOIh30BaTh
BUPTYaJbHYIO KJIIABUATYPY.

1.5. He octaBnare 6e3 MpUCMOTpa CHCTEMY B aKTUBHOM COCTOSTHUH, HE OCYIIECTBUB BBIXOJ
W3 CHCTEMBI CIleMaIbHONM KHONKOW «Bbwixom». B cimydae Oe3neiictBus I[lonp3oBarens B TeueHue 15
MUHYT, B LENsAX 0e30macHOCTH BaHK aBTOMATHMYECKH 3aBEPIIMT CEAHC HWCIOJB30BAHUS CHUCTEMBI.
[Tonb30Barento HEOOXOAMMO 3aHOBO IIPOU3BECTH ayTEHTU(PUKAIUIO B CUCTEME.

1.6. 3axomute B cucremy «MHTepHeT-0aHK» TONBKO ¢ oduuuanbHOoro caifita banka
http://www.rshb.ru u mpu mepexome mo cceuike https://online.rshb.ru (ampec crpanuubl HOKEH
COBIIAJIaTh TIOJHOCTHIO, BIIOTH JI0 JTFOOOTO 3HAKA).

1.7. Tlpum ocymectBieHnu Bxoja B cucremy «MHTepHET-0aHK», yOeIuThCs B O€3011aCHOCTH
COCJTMHEHM S, BKJIIOYAsi HAJTMYME CUMBOJIA 3aMKa B JICBOM BEPXHEM YTIIy B aJJpeCHOM cTpoke Opaysepa.

1.8. TIlpu kaxxgoM BXOJA€ B CHUCTEMY IPOBEPSATh HA COOTBETCTBUE JATy U BPEMS MOCIEAHETO

BXO/JIa.

1.9. Jlna wucnosnb3oBaHus cucrteMbl «MOOWIBHBIM OaHK» OCYIIECTBIATH CKaYMBaHUE U
YCTaHOBKY TPWJIOKEHHUS TOJNBKO MpPH TEpexojie IO CChUIKaM ¢ odunuansHoro caiita banka
https://online.rshb.ru, wmu d4epe3 oduuuansHeie Marasudsl npunokenuit  (Google  Play
https://play.google.com , Apple AppStore https://appstore.com).

1.10. YcranaBnuBath cucreMy «MOOHIBHBINA OaHK» C BCTPOCHHBIM F€HEPaTOPOM Haposieit s
WuTepHeT-0aHKa MCKIIOYUTENIBHO HAa MOOWJIBHBIE YCTPOWMCTBA, HAXOISANIMECS B WHIMBHIYyaTbHOM
[I0JIb30BaHMH, 3alllUINaTh IapojieM JAOCTYIl K TakOMy MOOWUJIBHOMY YCTPOMCTBY, HE IepelaBaTh
MOOMIJIBHOE YCTPOHCTBO TPETHHUM JIMLIAM JUIsI BDEMEHHOTO MCTIOIh30BAHUS.

1.11. He otBewaTh Ha MOAO3PUTEIbHBIC 3BOHKM M 3BOHKM C HEM3BECTHBIX HOMEPOB WU
HOMEpa, KOTOpBIE HE OIPEIENISIOTCS, JJIEKTPOHHBIE NMHUChMa (B T.4. TEPEXOAUTH IO CCHUIKAM B
JIEKTPOHHBIX MHUCbMax) M COOOIIEHMS U3 COLMANbHBIX CeTel, KOTOpble 3alpaiiuBarT
KOH(UACHIMATbHYI0O UH(pOpManuio (JIOTHH, Mapoiib, OJHOPA30BBIA MApOb U T.N. HHPOPMAIHIO), B
TOM 4YHciIe OT pabOTHUKOB baHka M MX poJCTBEHHUKOB. baHk HUKOrAa He oOpaliaercs K KIMeHTaM ¢
10/I00HBIMU MPOCHOAMHU.

1.12. B nensax 6e30macHOCTH, B cucteMe «/HTepHET-0aHK» PEKOMEH]IyeTCs U3MEHSTh JIOTUH
Ha 000U Npyro, yaoOHBIH JUIsl 3allOMHHAHMS, C PEryJSIPHOCTbIO M3MEHEHHs He pexe | paza B
kBapTan. Taxke, mocine Bo3oOHOBIeHHs goctyna kK J[BO mno mnpuunHe paHee NPOU3BEICHHOMN
ONOKMPOBKH, TPH TIEpBOM BXoae B cucremy «MHTepHET-0aHK» PEKOMEHAYETCS IPOU3BECTH
W3MEHEHHE JIOTHHA.

1.13. Ilpu oOCyIIECTBICHWH TEPBOTO BXOJa B CHUCTEMBl M3MEHUTHh BPEMEHHBI Mapoiib Ha
1apoJib, KOTOPbIM CMOKeTe 3alOMHHUTh. PekoMeHyeTcss M3MEeHTh Mapoib He peke 1 pa3a B Mecsl.
Heo6xoanMo puMeHsTh B Ka4eCTBE MapoJied CI0KHbIe KOMOMHAIIMY 3arJIaBHBIX U CTPOYHBIX OYKB U
udp. He ncnonp3oBatk B KaueCcTBE MaposIeH:

- IIpocteie mociemoBarenbHOCTH OYKB U mudp (Hampumep: Abcl23, Qwerty789);
Howmepa TeneoHOB 1 TaciopToB;
JlaTel pOXKIEHUS 1 UMEHA CBOUX OJIMKAMIITNX POJICTBEHHUKOB;

- Ha3BaHusI KOMIIBIOTEPOB, MOHHUTOPOB, OKPYXKAIOIIEH Bac OPITEXHUKH M JIIOOUMBIX
kommnanuii (Hanpumep: Applel23, Subaru222).

1.14. He xpanuTh B MOOWJIbHOM TenedoHe MH(POPMAIUIO, MOJydYeHHYI0 OT baHka B Buie
SMS-coo0mennii.

1.15. Ilpy mony4eHHH BPEMEHHBIX MapoJei/0qHOPa3oBeIX mapoieil mo SMS obpamare
BHUMaHHE Ha OTIpaBUTeNsl. baHk OTIpaBisieT cooOmeH s TOJIBKO OT aboHeHTOB — RSHB.

1.16. Ilpu mpoBeneHUU omepalyii cBepsAiTe CyMMy MepeBOAa/IIaTeka Ha SKpaHe MOHUTOpA
¢ wuHpopMmarmeit B SMS-cooOmeHnn, B KOTOPOM HamNpaBlieH OJHOPA30BBIA IMApOJb IS
MOJITBEPKICHUS ONEPALIH.

1.17. B cnyyae BHE3aIHOTO TPUOCTAHOBJICHUs pabOThl SIM-KapThl, KOTOpPBIN SBISIETCS
3aperuCTPUPOBAHHBIM HOMEpPOM [UIsl HampaBieHuss bankom SMS-cooOmieHnii He3aMeTUTETHHO
o0paTUThCA K ONEpaTopy MOOWUIBLHOW CBSI3M JUIsl BBIACHCHHS NPUYUH OJOKUPOBKH (BO3MOXKHO
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HE3aKOHHOE H3TOTOBJICHUE TpeThHUMHM NHuiaMu ayonukata SIM-kaprter). B cinyyae HeoOxoaumoctu,
ocymiecTBUTh 010kupoBKy JIBO, o6parusmmcs B KontakT-nieHTp banka.

1.18. bepexHO OTHOCHUTCS K YCTPOKMCTBY, BBIJAHHOMY baHKOM 1Isi JOCTynma K CHCTEME
«HTEepHET-0aHKY.

1.19. Bepnyts ycrpoiictBo B baHk mpu ero mopue/oTkaze OT MCIIOJIB30BAaHHS CHCTEM, JTHOO
npencTaBuTh B baHk 3asBienue o0 yTpaTe yCTpoiicTBa.

1.20. He mnepenmaBaTh TpeTbUM JHUIAM YCTPOHCTBO, MPHUBS3aHHOE K YYETHOM 3amucu
[Tonp30Baress, NO3BOJISAIOLIEE MOTy4aTh OAHOPA30BbIE MAPOIU O3 UCIIOJIb30BAHUS IIATEXKHON KapThl
u [IMH-kona K naTexHon Kapre.

1.21. Hcnonws30BaTh CHUCTEMY, PYKOBOJCTBYSCh MHCTPYKIUSMHU baHka, pa3melieHHbIMH Ha
opunmaneHOM caiite banka B cetn MHTepHeT no anpecy: www.rshb.ru.

1.22. Kourakr-nentp banka mo Homepam TtejiedonoB 8(800)200-6099 (3BoHOK mO
Poccuiickoii @enepanun 6ecrniiaTubiii) n +7(495)651-6099 kpyriiocyToyHo:

- NpPUHAMAET COOOIIeHUs 00 yTpare mapoiisi (BPeMEHHOTO Mapojisi) ¢ BO3MOXKHOCTBIO €ro
m3MeHennss B KoHrakT-neHTpe baHka ¢ TpPOXOKACHHWEM MPOUERyphl HACHTH(QHUKAIMKA B
YCTaHOBJIEHHOM B baHke Mopske M C HCIOJIb30BaHHMEM KOJOBOTO clioBa. B ciydae, ecnu ObLia
ocymectBieHa Onokupoka JIBO, T0 10 Momenta pas6mokupoBku JIBO B monpasnenenun banka
HarpaBieHue [lonp30BaTento BpeMEHHOTO Naposisi HEAOCTYNHO. Takke BO3MOKHO U3MEHEHHE NapoJs
(BpeMeHHOTO MapoJis) Ipu 0OpaleHUH B JIF000¢e moapasaeneHue banka;

- mpuHUMaeT coobieHus o0 yrpare joruHa. B cimyuyae yTpaThl OTMHA JOCTYH K CHCTEME
omokupyercss B KoHTakT-mieHTpe 1o pacnopsbkeHuto [lonp3oBatens. B ciydae, ecimm Bwr 3a0butn
JIOTUH, TO UHGOPMAIUS O TEKYILEeM JOTHHE MOXeT ObITh npeaocTaBieHa [lonb3oBarento B KoHTakT-
neHTpe baHka ¢ mpoxXoXKJIeHHeM MPoIenyphl HACHTU(UKALMN B YCTaHOBIIEHHOM B baHke mopske u ¢
UCIOJIb30BAaHUEM KOJOBOTO CJIOBa. Takyke IOCTYMHBI MHBIE CIIOCOOBI MOJY4YeHHs] HH(POpPMAIUH O
norune, B cooTBerctBuM ¢ YcnoBusimu JIBO. [lns w3smenenust norumHa Ilonb3oBaTens MOXKET
oOpatuThcs B Jt000e nmoapasjenenue banka ans odopmieHus 3asBieHHs Ha U3MEHEHHs JIOTHHA. 3a
U3MEHEHHE JIOTMHa Ha OCHOBAHMM NHUCbMEHHOro 3asBiieHus llonb3oBaTens, NOJAHHOTO B
nojpasnenenue banka, B3uMaeTcst KOMUCCHS B COOTBETCTBUM ¢ Tapudamu.

2. JeiictBus Ilosb30BaTesisi NpU KOMIIPOMeETAIIUH

2.1. Ilpm noao3peHHM Ha KOMIPOMETAIMI0 (BO3ZHUKHOBEHHME IIOJI03PEHUII Ha YTEuKy
nH(pOpMalUN) WK yTpaTe:

- JIOTHHA;

- napoJis (B T.4. BpEMEHHOI0 MapoJs);

- OJIHOPa30BOTr0 MapoJIs;

- YCTPOMCTBA, MPUBSA3AHHOIO K y4eTHOU 3anucu [lonbs3oBaTens;

- [IMH-koxa k reneparopy naposeit ans MHrepHer-0aHka;

- KOJla aKTHBAIHH,

a Takxke Tmocie OOHapyXeHHs (aKTa COBEpIIEHHS B CHCTEME oOmepaluu 0e3 Ccorjacus
[Tonws30Barens, HO HE MO3JHEE IHA, CICAYIOIIETO 3a JHEM IOJydeHHs OT baHka yBegOMIIEHHs O
COBEpLIEHUM Takoi omeparuu, Ilonbp3oBarento HEOOXOIUMO HE3aMEUIMTENILHO HamnpaBUTh B baHk
COOTBETCTBYIOIIEE yBenomieHue, oOpatuBmuck B Kontakt-nentp banka wumm B mroboe
noapaszaenenue banka.

2.2. llpm HacrymieHWH coOOBITHS, yKazaHHOro B myHKTe 2.1 Hacrosmux [IpaBumi, bank
He3aMeUTUTENbHO Nponu3BoaAnuT 610kupoBky JIBO n undopmupyert [losnb3oBaTens o JaHHOM COOBITHU.

2.3. Jlns pasonokupoBkm pocryna k JBO, B cimydae, ecim OmokumpoBka JIBO Obura
npousBereHa 1o uHunuatuBe [lompzoBatens, [lonbp3oBarento HeoOXoaAUMO OOpaTUTHCS B JH0O0E
noapaszaeiieHne baHka ¢ JTOKYMEHTOM, YIOCTOBEPSIIOIIMM JIMYHOCTH I IOAAYM 3asBJICHHsS Ha
noakmouenue. [lpu pazonokupoke JIBO baHkoM mpenocTaBisiOTCS NPEKHUN JTOTUH W HOBBIH
BPEMEHHBIN MAPOJIh.



